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ABSTRACT

As integrated circuit (IC) design gets more complicated, outsourcing parts of the IC design and
fabrication is commonly applied to simplify the production and reduce the cost. This leads to the
threat of malicious manipulation to the design by the third parties involved. Such threat is considered
as hardware Trojan attack, which could pose adverse impacts to a system or network. Recently,
hardware Trojan is gaining more interest as a research subject, especially pre-silicon detection.
Various kinds of hardware Trojan detection approaches have been proposed to detect different Trojan
types in different circuits. This study summarises the existing hardware Trojan detection methods and
discusses the attributes of the methods to better distinguish them between each other. Existing pre-
silicon detection methods are reviewed, which includes verification-based, threshold-based and
machine learning-based feature analysis techniques. The objective of this study is to ease the future
hardware-Trojan-related research by providing an organised summary of detection techniques,
especially pre-silicon detection.

Keywords: Hardware Trojan; hardware security; integrated circuit (IC) authentication; trusted
integrated circuit.

1. BACKGROUND OF HARDWARE TROJAN

In the information technology (IT) realm, a Trojan refers to a malicious computer software program
that may appear legitimate but schemingly modifies the true intents of the original software or system.
In the semiconductor industry, almost similarly in context, hardware Trojan describes the malicious
modification of the circuitry of an integrated circuit (IC) chip. The presence of hardware Trojan
implies that the compromise of hardware security on IC chips has become a major concern in the
semiconductor industry. Due to the rapid growth and advancement of technology, the demand for
sophisticated and dedicated system boards and ICs has risen similarly. Technology companies whose
fab-less business and research focus are in sophisticated and complex system development are
inclined to find third-party solutions for IC chips or system-on-chips (SoCs) fabrication. This
widespread trend poses greater threat to hardware security with the continuous increase in complexity
and cost of electronics design. In order to simplify and reduce the cost of the supply chain, fab-less
technology companies sometimes turn to some untrusted third parties that may be involved in
inserting malicious modification to the ICs during the design and manufacturing process. Such an
attack is defined as hardware Trojan insertion (Tehranipoor & Koushanfar, 2010). The possible
attacks that can be launched by hardware Trojan include information leaking, denial-of-service attack
and degradation of the system performance (Shakya et al., 2017).

Although hardware Trojan attack is not a prevalent issue today, a few cases have been reported. Adee
(2008) reported that in 2007, a Syrian radar failed to warn of an incoming air strike from Israel. It was
suspected that a backdoor was built into the system’s circuitry, which might be the cause of the radar
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system’s failure. This issue showed the effect of hardware Trojan in endangering a nation’s security.
Governments around the world are aware of this threat and has started focusing on hardware Trojan
research. For example, a French government funded project named HOMERE researches on hardware
Trojan (Francq et al., 2015). A hardware Trojan attack could cause adverse impact to a system or
network. When a device connected to a network has been attacked by a hardware Trojan, other
devices in the same network will be vulnerable as well (Koley & Ghosal, 2015). As the Internet-of-
Things (IoT) starts to be pervasive and integrates into our daily life, we are also exposed to hardware
Trojan attacks. Besides military electronic systems, hardware Trojan can be inserted into any
electronic systems, such as transportation, household appliances and healthcare systems. Hardware
Trojans could already now exist in electronic systems around us without us realising it. Such worry of
hardware Trojan is not without reason since a Trojan is usually stealthy and hidden.

Thus, hardware Trojan is now increasingly gaining interest by the research communities. The research
topics related to hardware Trojan include design of Trojan, Trojan prevention and Trojan detection.
Design of Trojan research aims to obtain a more practical Trojan to be used in experiments to evaluate
new detection methods’ effectiveness, as a real Trojan is currently unavailable. Trojan prevention
research aims to analyse electronic IC design susceptibility to Trojan and develop techniques to
prevent Trojan insertion. Trojan detection research aims to obtain methods for detecting any inserted
Trojan in a design.

This study focusses on Trojan detection and consists of several sections of discussions. First, an
overview of existing Trojan detection methods is discussed. Second, the existing pre-silicon Trojan
detection methods are reviewed. Third, the discussion on reviewed studies is presented. The final
section contains the conclusions of this study.

2. OVERVIEW OF HARDWARE TROJAN DETECTION

Detecting Hardware Trojan is not a trivial task. Currently, there is no standard detection method
available to detect all hardware Trojans. Adversaries will always try to develop their Trojan to make it
stealthier and able to evade detection during verification and testing process. In addition, the diversity
of Trojan attacks and Trojan effects make the detection difficult and challenging. In recent years,
many detection methods have been proposed. Each method aims for different purposes and has
different motivations. As shown in Figure 1, the differences between each method can be seen from
several general attributes of the Trojan detection method (Tehranipoor & Koushanfar, 2010; Bhunia et
al., 2014; Francq et al., 2015; Moein et al., 2016; Xiao et al., 2016), such as manipulation to circuit,
the detection level and the analysed parameter. This section discusses on each general attribute and
the specific attributes of Trojan detection method. This can help researchers to classify and review
different existing Trojan detection techniques and ease the future hardware Trojan related research
works.
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Figure 1: Hardware Trojan detection method attributes.
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2.1 Types of Hardware Trojan

Hardware Trojans are classified based on their attributes. A Trojan taxonomy system was proposed by
Shakya et al. (2017), as shown in Figure 2, in which six general Trojan attributes, namely insertion
phase, abstraction level, activation mechanism, effect, location and physical characteristics, are used
to further classify attributes of Trojan. For instance, a Trojan that is inserted at design phase can have
an attribute of abstraction level of gate level, user input triggered mechanism, and so on. With such
classification, several Trojan detection techniques were proposed to address the challenges in specific
Trojan attributes. For example, Chen & Liu (2017) proposed a methodology to detect Trojan with
single-trigger-pattern activation mechanism, while Wang et al. (2017) proposed a methodology to
detect information-leaking Trojan.
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Figure 2: Hardware Trojan taxonomy (Source: Shakya et al., 2017).
2.2 Types of Detection Techniques

Hardware Trojan detection methods have three general attributes which are manipulation to circuit,
analysed parameter, and detection level, as shown in Figure 1. These general attributes can help to
address the differences between the existing detection methods.

2.2.1 Manipulation to Circuit

There are three types of circuit manipulation in performing Trojan detection: destructive, non-
destructive but invasive, and non-destructive and non-invasive.

. Destructive
Destructive hardware Trojan detection techniques refer to reverse engineering techniques or
physical inspection techniques such as optical scanning (Jin & Makris, 2008; Bao et al., 2014,
2016). These techniques involve backside thinning and de-processing operations, which will
destroy the circuit after the analysis.

. Non-Destructive
Non-destructive approaches refer to techniques that do not destroy the circuits after the
analysis, but instead allow the circuit to be used after authentication. It can be classified further
again under two categories: non-invasive and invasive. The difference of the two techniques is
non-invasive techniques leave the original design without modification while the invasive
techniques make changes to the original design to assist in hardware Trojan detection.

. Invasive
For invasive detection methods, some circuit modifications are made to the circuit to
facilitate the Trojan detection, especially post-silicon detection (Bilzor et al., 2011, 2012,
2017; Forte et al., 2013; Ngo et al., 2015; Alsaiari et al., 2017). These approaches relate
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to design for hardware trust techniques, which eases the detection of Trojans and provide
effective circuit authentication by making some beneficial alterations to the original
design.

. Non-Invasive
Non-invasive hardware Trojan detection methods detect the existence of Trojans directly
from the circuit design or circuit itself without any augmentation on the design
(Hasegawa et al., 2016; Salmani, 2016). This kind of detection methodologies can be
applied in either the pre-silicon or post-silicon stage. Unlike the invasive technique, this
technique does not alter the original design. Thus, it does not affect circuit performance,
such as power consumption.

2.2.2 Analysed Parameter

For each hardware Trojan detection technique based on different manipulation to circuit, either static
or dynamic analysis can be applied, based on the parameters being analysed. In machine learning and
statistical approaches, the parameters in analysis are also called features. For dynamic analysis, or
methods that analyse dynamic parameter, logic simulation or functional testing is required. Examples
of extractable dynamic parameters are power, path delay, voltage, logic signal and current. A Trojan
detection method by analysing power was introduced by Wang et al. (2013). Power traces of genuine
circuits are extracted and used to train a machine learning classifier. By giving the power trace of a
circuit-under-test generated by an identical test bench, the classifier can recognise whether it is a
Trojan circuit or a Trojan-free circuit. Static analysis, on the other hand, analyses static parameters,
which remain unchanged during circuit operation. This kind of information can be obtained directly
from the circuit or its design without using the test vectors. Examples of static parameters used to
identify Trojans are interconnection of gates, testability of nets, and leakage current. Salmani et al.
(2016) analysed the testability of nets to identify Trojan nets by using machine learning approach. The
information can be extracted directly from netlist design without logic simulation. Based on the
analysed parameters, the analysis method used in Hardware Trojan detection approaches can be
known as:

. Logic Signal Analysis

Logic testing is a dynamic analysis that observes the circuit primary output to identify any
malicious functionality introduced by Trojan (Banga & Hsiao, 2010; Zhang & Tehranipoor,
2011a ; Bilzor et al., 2011, 2012; Ngo et al., 2015; Hu et al., 2016; Wang et al., 2017; Alsaiari
et al., 2017). Circuit primary output data, or logic signals can be obtained from either
simulation of circuit design (pre-silicon) or testing on fabricated circuit (post-silicon). Trojan
detection by analysing circuit primary output would require activation of Trojan to show its
effect to be detected. Compared to other analysis methods, process variations have less impact
on logic signal analysis, and usually need not to be considered, which is an advantage when
using logic signal analysis to detect Trojan.

. Side-Channel Analysis
Side-channel analysis can be used to detect Trojan by investigating any malicious impacts
caused by Trojan to the circuit’s side-channel parameters (Agrawal et al., 2007; Potkonjak et
al., 2009; Zhang & Tehranipoor, 2011b; Forte et al., 2013; Kumar & Srinivasan, 2014).
Dynamic side-channel parameters, including path delay, current and electromagnetic field, can
be obtained from either simulation of circuit design or testing on fabricated circuit. In addition,
side-channel information can be also a static parameter such as current leakage. As Trojan is
usually infused by modifying a circuit, some side-channel parameters would be affected. The
process variation complicates post-silicon Trojan detection that relies on analysis of side-
channel parameters due to the fact that Trojan’s response might hide within the process
variation and escapes from the detection. In addition, Trojan detection using side-channel



analysis often requires a golden circuit or fingerprint that is Trojan free, which is difficult to
obtain.

. Structural Analysis

Structural analysis refers to techniques used to analyse static structural characteristics of a
circuit (Yao et al., 2015; Oya et al., 2015; Salmani, 2016; Chen & Liu, 2017; Shen & Zhao,
2017; Piccolboni et al., 2017, Hasegawa et al., 2017b; Chen et al., 2018). The structural
information can be obtained from either the circuit design or the physical layout. The
extractable information includes structure of control-data flow graph, size, density, geometric
information, interconnection of gates, as well as routing and placing of logics. Structural
analysis identifies the existence of hardware Trojan through any suspicious structural pattern
that shows Trojan characteristics.

2.2.3 Detection Level

Another important attribute of detection method that is useful in categorising Trojan is the detection
level. In this study, detection level, as shown in Figure 3, refers to the stage of the IC development
process where the Trojan detection is applied. In typical IC design, the levels involved are behavioural
level, register-transfer level, gate level and layout level. Post-silicon Trojan detection can be
performed during post-silicon testing or during the system operation during which the circuit is
installed.
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Figure 3: Detection levels corresponding to manufacturing steps.

. Behavioural Level
Behavioural level description defines the functionality of a design although the design is not
necessarily synthesisable. At this abstraction level, the algorithm is described by a set of
instructions running in sequence to perform some tasks. The possible effect of Trojan attack is
modification of functionality.

. Register-Transfer Level (RTL)
At the register-transfer-level abstraction, hardware description languages, such as Verilog and
VHDL, are used to create high-level representations of a circuit. The RTL design is developed
by a RTL designer or generated using high-level synthesis from algorithm description. The
flow of digital signals between hardware registers, and the logical operations performed on
those signals are described in this level. The possible effect of Trojan attack is alteration of
circuit operations and data transfers.



2.3

Gate Level

A gate-level netlist is a description of the interconnections of gates in a circuit. The netlist can
be obtained from synthesising a RTL design through logic synthesis. A list of electronic
components in the circuit, and their connectivity is presented in a gate-level netlist. The
possible effect of Trojan attack is alteration of logical links and timing properties.

Layout Level

IC layout is the geometric representation of an integrated circuit, which corresponds to the
pattern of metal, oxide or semiconductor layers that form the components of the IC. Placement
and routing of the components are to be done at this level. The aim is to meet the criteria of
performance, size, density and manufacturability. The possible effect of Trojan attack includes
alteration of thickness or length of the layers and wires as well as position and interconnection
of the components.

Post-Silicon, Test Time

After circuit fabrication, the produced circuits will undergo manufacturing test. Post-silicon
Trojan detection is suggested to be performed after the testing. This is because the conventional
testing may recognise the Trojan effect as a design fault or manufacturing fault. This can avoid
unnecessary detection process when the Trojan effect can be observed during testing.
Destructive detection techniques are usually applied at this stage, before the circuit is installed
into the system.

Post-Silicon, Run Time

Run time detection analyses the circuit-under-test operating behaviour in real-time to determine
any Trojan effect and warns the users. This requires the circuit to be installed into a system.
Run-time detection techniques require users’ effort on observing any changes or alert reported
to the users. This can be challenging since users do not usually own the technical knowledge of
the circuit. This technique becomes the last resort if all other relevant techniques fail to detect
the Trojan in previous stages.

EXISTING HARDWARE TROJAN DETECTION TECHNIQUES

In this section, existing hardware Trojan detection techniques are discussed based on their detection
method attributes defined in Section 2.2.

Destructive

. Structural Analysis
Bao et al. (2014, 2016) introduced reverse engineering-based detection methods using
machine learning. The introduced methods are test-time detection, which analyse the
scanning electron microscope image of circuit layout to identify Trojan by using machine
learning classifier (support vector machine and k-means clustering). The features used
are related to the area and centroid difference between scanned image and golden layout.

. Side-Channel Analysis
Jin et al. (2008) proposed to use reverse engineering to generate a path delay fingerprint
that can be used for Trojan detection. This approach only de-processes a few circuits
instead of every single circuit. However, which circuits are qualified to be used to
generate fingerprint is still a challenge.

Reverse engineering-based methods destroy the fabricated circuit while extracting the information. In
addition, it usually requires a lot of time and cost although these methods are effective for
authentication purposes. Thus, it is not suited for applications where every circuit needs to be
authenticated. Furthermore, due to the nanometre semiconductor device fabrication technology, this
approach is becoming increasingly ineffective with the increase in transistor integration density.
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. Non-Destructive but Invasive

Logic Signal Analysis

Ngo et al. (2015) introduced an assertion-based Trojan detection method at run-time.
Assertions are ‘active comments’, which are created to check the defined critical
properties based on the circuit specification. Violation of property can be determined by
observing signal behaviours. Ngo et al. (2015) converted the assertions into synthesisable
hardware description language that was inserted into the target circuit. Assertions report
to user during run time if any property is violated, which could be caused by Trojan.
Bazzazi et al. (2017) proposed a Trojan detection method based on run-time logical
testing. Some signatures are defined and implemented in the circuit. The user may verify
the circuit operation to ensure Trojan attack is absent by checking the signature. Logic
signal analysis in post-silicon stage is not effective to detect Trojan, as activation of
Trojan under rare conditions is usually required (Chakraborty et al., 2009). Therefore,
design-for-trust techniques can be useful to improve the detection ability.

Side-Channel Analysis

Zhang & Tehranipoor (2011b) suggested a design-for-trust technique to implement a ring
oscillator network into circuit to detect hardware Trojan at test time. The ring oscillator
network generates a power supply fingerprint that can be used to determine malicious
modification.

Invasive detection techniques add some overheads into the circuit to assist the detection. These
techniques are popular in post-silicon detection because it may enhance and extend the conventional
testing for Trojan detection. Instead of trying to activate the Trojan during test time, the additional
circuit may act as a sensor that helps to monitor the circuit operation and report to the user when
malicious behaviour is observed. This gradually reduces the detection effort, since activation of
Trojan is a challenge.

. Non-Destructive and Non-Invasive

Logic Signal Analysis

Wang et al. (2017) proposed a Trojan detection method by checking assertion at register
transfer level. Assertion is defined based on the suspicious connection patterns of nodes
found in the proposed coarse-grained control-data flow graph. The suspicious connection
patterns correspond to the triggering mechanism of Trojan.

Side-Channel Analysis

Kumar et al. (2014) used the path delay parameter to detect Trojan at the design stage.
However, this method requires fingerprint generated from simulation of a golden circuit
design. Thus, it is impractical because there is usually no Trojan issue at the design stage
when we have the golden design. Wang et al. (2013) proposed to evaluate the power
traces of circuit at test time to determine Trojan circuit by using one-class support vector
machine. This method is robust, with no specific design being targeted for the classifier.

Structural Analysis

Yao et al. (2015) introduced a threshold-based feature analysis method to analyse flip-
flop level control-data flow graph generated from gate-level netlist for Trojan detection.
The features analysed correspond to the triggering mechanism of Trojan. This method
was then extended by Chen et al. (2018). Features at combinational logic level control-
data flow graph were also analysed to reduce false positive issue. Bang et al. (2010) and
Zhang et al. (2011a) extended conventional verification techniques to integrate Trojan
detection ability at the design stage. Hasegawa et al. (2016) and Inoue et al. (2018)
proposed to analyse gate-level netlist to identify Trojan gates based on five gate-level
structural features of Trojan using support vector machine.



The non-invasive method is relatively popular in detection at the design stage, especially structural
analysis at gate level. As detection at design may obtain the parameters or circuit information from
simulation, no additional circuit is required. Even though some detection methods require additional
hardware description language for detection purpose (Wang et al., 2017), it can be removed before the
fabrication, when its purpose is achieved.

With the suggested hardware Trojan detection method categorisation based on the detection attributes,
the similarities and differences between each existing method can be observed clearer. In next section,
the existing pre-silicon detection methods, with detection level at layout level or earlier, are reviewed.

3. REVIEW ON PRE-SILICON HARDWARE TROJAN DETECTION

It is highly desirable if a hardware Trojan can be detected as early as possible in the manufacturing
process. Thus, compared to post-silicon detection, pre-silicon Trojan detection is more preferable in
the semiconductor industry in the view of cost effectiveness to avoid further financial implication due
to infected design. However, the lower the abstraction level is, the more challenging it takes to detect
the Trojan since the Trojan attributes become less observable. For example, when Trojan is inserted at
register-transfer level with the aim to amend the circuit functionality, it is difficult to be identified
from a gate-level netlist where only the interconnection of gates is described.

One advantage of pre-silicon detection has over post detection is that the former does not suffer from
process variation. Process variation is the slight variation that occurs to the attributes of transistors
during circuit fabrication, in which every fabricated circuit will show slightly different parameter
value and the process is unavoidable. Since pre-silicon detection uses information generated from
simulation that only depends on the design and technology library provided, the process variation
does not exist and will not deter the Trojan detection.

In this section, existing pre-silicon hardware Trojan detection methods related to the following
categories are reviewed:

(I)  Verification-based detection
(a) Detection through improved IC design methodology
(b)  Assertion-based hardware Trojan detection
(¢) Information-flow tracking
(d) Subgraph isomorphism

(IT) Threshold-based feature analysis
(a) Feature analysis based on fixed threshold
(b) Scored-based classification

(III) Machine-learning-based feature analysis
3.1 Verification-Based Feature Analysis

Unlike hardware Trojan detection, verification is the process of ensuring that the circuit design meets
the specifications or requirements without any defects or design faults. Errors or bugs are usually
placed not on purpose, detectable, and its effects can be observed when the intended purposes of the
design are not fulfilled. Unlike design bugs, Trojans are more complicated. Trojans are referred to as
intended modification by the adversary, which are always designed to be highly stealthy as to ensure
they cannot be detected during the conventional verification process. Some improvements have been
made to current verification techniques in order to accommodate for Trojan detection. In the
semiconductor industry, verification is vital in manufacturing process. Using improved verification
techniques to detect Trojans could be beneficial to manufacturers as these methods can be cost-
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effective since they are an extension of conventional verification techniques that are commonly
implemented in the semiconductor industry today.

3.1.1 Detection Through Improved IC Design Methodology

Hardware Trojans are usually unpredictable as the adversary will try to modify and enhance the
Trojan to attack specific circuit designs. It causes the Trojan detection to be an intensive process and
the complexity scales with the circuit size. In order to simplify the detection, Banga & Hsiao (2010)
and Zhang & Tehranipoor (2011a) introduced redundant net filtering methods based on verification
processes such as automatic test pattern generation (ATPG), code coverage analysis and equivalence
analysis. The first objective is to remove any untestable net or stuck-at-fault net from the list of Trojan
candidates, because they are assumed not to have any ability to modify the original functionality
since, they are not controllable. Even if the nets are Trojan nets, it will be easily recognised as a
design fault during conventional verification process. The second objective of the filtering process is
to remove high switching frequency nets, as Trojan nets are expected to be stealthy. A list of Trojan
candidate nets is identified after the filtering process.

Both Banga & Hsiao (2010) and Zhang & Tehranipoor (2011a) leverage on Trojan detection
methodology at gate level, presented in Figures 4 and 5 respectively. A suspect-signal-guided
equivalence checking method was introduced by Banga & Hsiao (2010) to detect hardware Trojan.
Trojan candidate nets are cross-checked against a circuit generated based on the circuit specification.
If a net is unable to give the same behaviour as the specification requested, it is highly suspected as a
Trojan net. The suspicious nets are then analysed by using an infected region isolation algorithm to
conclude whether they are Trojan nets. For the experiment, 11 ISCAS’89 benchmarks are used. A 10-
bit counter Trojan was designed by the authors and inserted into the 11 benchmarks. The experimental
results are excellent where 10 out of 11 benchmarks have 100% of isolated gates belonging to Trojan.

| Functional Vector Simulation |

| N-Detect Full Scan ATPG |
Suspect-Signal-Guided
Equivalence Checking

I Infected Region Isolation |

Figure 4: The hardware Trojan detection methodology proposed by Banga & Hsiao (2010).
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ATPG was also proposed to be used to confirm the existence of Trojan nets by Zhang & Tehranipoor
(2011a). After the redundant net filtering, sequential ATPG is applied to trigger the suspicious nets to
observe any violation of circuit functionality. For the performance evaluation, 19 RS232 benchmark
circuits were used, with different Trojans inserted in each circuit. The authors designed nine of the
Trojans, while 10 Trojans are adopted from Trust-Hub. However, only 10 benchmark results were
shown. The results indicated that the method is unable to detect Trojans that have no impact on circuit
functionality.

Hardware Trojan detection using improved IC design methodology could be beneficial as it does not
involve other new and complicated testing or analysis. However, the downside of these methods is
that their accuracy is highly dependent on the efficiency of the filtering process. In addition, methods
with logic simulation is effective to detect functionality-changing Trojans because these methods
directly observe the functionality of the design, but the detection capability and its accuracy is
associated with the code coverage of the test pattern, which scales with the required time to derive the
test pattern. In order to obtain a higher accuracy detection result, it would require huge amount of test
pattern generation time especially when the design is complex.

3.1.2 Assertion-Based Hardware Trojan Detection

Assertion is an expression that indicates whether an event is true or false. When an assertion reports
that an event is false during model checking or logic simulation, an unexpected or undesired
behaviour is identified. Assertion has been generally used in both computer software and hardware
development to ease the verification especially during the debugging process. In computer hardware
development, assertion is commonly used for IC verification to identify any behaviour violating the
circuit specification or property through logic simulation or model checking. Assertion directly
observes the signal behaviour at the point of its insertion, instead of the primary outputs. It improves
the observability of a circuit. Hardware Trojans are usually stealthy to bypass the testing process as
the testability of Trojans circuitry is very poor. Assertion can tackle such kinds of Trojans, especially
in the scenario where the Trojan payload does not propagate to the circuit primary output. In hardware
Trojan detection, during logic simulation or model checking, assertion will fail if any violation of
property is caused by the Trojan.

Coarse-grained CDFG : Coarse-grained CDFG

construction construction
€ e

Feature analysis Feature extraction

1 P L
Rule Learning |i | Developingsecurity || i | Matching features

properties i to properties
—
i Target security
properties
Predefinition DUV Analysis

Figure 6: Flow chart of ASPG with rule learning improvement (Source: Wang et al., 2017).
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module block_1 (input in_1, output out_1); - P
block_2 instance_2 (); | In_l: 1 b|0Ck_11 >J10"Jt—:1

block_3 instance_3 (); o -y,
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block_4 instance_4 (); ¥
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module block_3 (inputin_1, output out_2); L?J_J Plock.4 2
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Figure 7: Example of: (a) RTL code (b) Coarse-grained CDFG (Source: Wang et al., 2017).

An assertion-based method for information-leaking hardware Trojan detection at register-transfer
level (RTL) was proposed by Wang et al. (2017). Figure 6 shows the flowchart of the method, namely
automatic security property generation (ASPG). A feature-property library is constructed for
supporting the detection. The Trojan features based on the triggering mechanism are first studied and
extracted from the existing known Trojan design at coarse-grained control-data flow graph (CDFG).
A set of properties are defined based on each feature. A list of the Trojan features and its
corresponding properties form the library. To detect if any Trojan exists in an RTL design, the RTL
design is first modelled into coarse-grained CDFG (Figure 7), then the Trojan features are extracted
from the graph, and the corresponding properties are generated for each found Trojan feature by the
library. After the properties are translated into assertion statements and added into the design, the
detection will be carried out through model checking. If any assertion is unsatisfied, the Trojan is
detected. The library is further improved using a rule learning algorithm to obtain a more reliable
detection result that can overcome the future unknown Trojan with its self-learning ability. For
benchmarking, 15 Trojan benchmarks from Trust-Hub and Zhang et al. (2014) are selected. The
authors claimed that the method can detect all Trojan benchmarks and has 0% false positive.

Rajendran et al. (2015) proposed a data-modifying hardware Trojan detection method at register-
transfer level. The proposed method detects Trojans that modify the critical data stored in registers.
“No-data-corruption property” is defined for every critical register, which will be verified by assertion
during bounded model checking or ATPG. If a Trojan is detected, the checker reports violation of
property and a set of sequence inputs that caused the violation. The authors modified the Trojan
structures of nine benchmarks from Trust-Hub, based on Zhang et al. (2014). The experimental results
showed that eight out of them can be detected. The only undetected Trojan remained inactive within
given simulation clock cycles.

The detection performance and accuracy of assertion-based detection can be very high, if a Trojan is
successfully activated and causing the assertion to fail. However, for simulation-based detection, its
detection performance relies highly on the test bench. If the code coverage of the test bench is too
low, the Trojan could not be activated, and thus cannot be detected. In addition, if the test bench is too
large, it would be highly time-consuming. Therefore, design of the test bench for Trojan detection is
still a challenge. Besides, defining assertion at the right place that can observe Trojan behaviours is
another challenge. The property to be checked and location of assertion will determine the detection
coverage.

3.1.3 Information-Flow Tracking

Information-flow tracking is a method that is widely used to ensure the security properties related to
confidentiality and data integrity. A hardware Trojan detection method using gate-level information
flow tracking (GLIFT) was introduced by Hu et al. (2016), as illustrated in Figure 8. The proposed
method assigns a label to each signal in the gate-level netlist, either as HIGH or LOW. Two logic
signal analyses are performed in the proposed method, which are confidentiality analysis that checks
for confidential data leaking, while integrity analysis checks for illegally critical data overwriting. The
signal classification and labelling examples are shown in Table 1. The GLIFT logics are generated
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automatically and mapped to the design together with security properties defined by the designers.
The property is based on the rule of “HIGH data should never flow to LOW data”. Then formal
verification is carried out. If it passes the verification with all properties satisfied, there is no Trojan.
In contrary, a counterexample will be generated, which enables functional testing on the GLIFT logics
to identify the suspicious behaviour caused by the Trojan. In the experiment, 11 Trojan benchmarks
from Trust-Hub were successfully identified. The result showed that the method is effective to detect
Trojans that cause undesirable logic information flow.

The limitation of this technique is that it only targets Trojans that violate the security properties by
leaking information through logical payload. It also requires effective logic signal analysis or formal
verification to detect any suspicious behaviours.

Logic : GLIFT logic

|
Trojan Pass | Formal Security
fiee < verification | property

example testing

Fail Counter Functional Trojan
behavior

Figure 8: Detection flow of GLIFT (Source: Hu et al., 2016).

Table 1: Examples of signal classification and labelling (Source: Hu et al., 2016).

Confidential Analysis Integrity Analysis

Data type | Example Label | Datatype | Example Label

Secret Plaintext and key HIGH | Critical Program counter LOW

Not Secret | Clock, reset, and start of LOW | Noncritical | Input from open network or HIGH
encryption signal keyboard

3.1.4 Subgraph Isomorphism

Graph isomorphism has been implemented in layout versus schematic checking, which is one of the
traditional verification processes. The purpose of the checking is to ensure that the circuit netlist is
equivalent to the design schematic. Some similar approaches based on subgraph isomorphism for
hardware Trojan detection methods were also introduced by Shen & Zhao (2017) and Piccolboni et al.
(2017). These methods search for the gate-level structural features of Trojan within a circuit design to
detect the existence of Trojan.

A gate-level hardware Trojan detection method using improved subgraph isomorphism algorithm was
introduced by Shen & Zhao (2017). The detection involves graph matching between graphs of
reference circuits and subgraphs of circuit-under-verification. The authors designed the Trojan circuits
that were used as reference circuits. During the graph matching, if any graph of reference circuits is
found within the subgraphs of circuit-under-verification, Trojan is detected. This study focused on the
improvement over the traditional subgraph matching techniques and showed its performance
improvement in Trojan detection. The detection method uses subgraph isomorphism technique based
on directed graphs of gates, as shown in Figure 9. The introduced algorithm shows that it outperforms
the traditional algorithm with smaller runtime overhead, and it is claimed to be efficient even with an
actual VLSI size circuit. Trojans were successfully located in all seven processor designs used in the
experiment. However, this method requires the information of inserted Trojans to detect them, which
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is not practical. This method is also unable to detect distributed Trojan whose circuitry is spread
throughout the design.

(] L

(b) ©

Figure 9: Gate-level hardware Trojan detection method (Source: Shen & Zhao, 2017):
(a) Example circuit (b) Directed graph (c) Adjacency list.

Another RTL hardware Trojan detection method using control-flow subgraph matching technique was
proposed by Piccolboni et al. (2017). The example of RTL to control-flow subgraph modelling is
presented in Figure 10. In this proposed method, a Trojan library is constructed, which includes the
control-flow subgraphs of wide categories of known Trojans and its variants. By including the
variants of the Trojans, the capability of the detection can be enhanced to overcome the alterations of
Trojan by different adversaries. The benchmarking showed that all Trojans included in the library can
be detected. The weakness is that this method is unable to detect Trojan that is not included in the
library. A false positive problem is also found for those Trojans with similar structure to the genuine
circuit.

always @(reset, clk)
begin
if (reset)
power = 128’haa...a;
else if (trigger)

-, if (reset) :
T G

0 M T i . i

power = {power|0], : %Jower = {power|[0], !
| power[127:1]}; '

power[127:1]}; _
end i Tt i L

Figure 10: Example of RTL to control-flow graph modelling (Source: Piccolboni et al., 2017).

The limitation of the subgraph isomorphism method is the requirement of reference circuits
containing Trojan. This leads to the difficulty of detection when facing future unknown Trojans.

3.2 Threshold-Based Feature Analysis

Feature analysis has been commonly used in software virus detection and it is popular in pre-silicon
hardware Trojan detection. Threshold-based feature analysis gives a threshold for each targeted
feature. When a feature exceeds the set threshold, the detection is positive.

3.2.1 Feature Analysis Based on Fixed Threshold

A feature-analysis for gate-level hardware Trojan detection at flip-flop level control-data flow graph
(CDFG) level was introduced by Yao et al. (2015). An example of a flip-flop level CDFG is presented
in Figure 11. The features used in the method are gate-level structural features based on triggering
mechanism of both combinational and sequential Trojans. The features are extracted from flip-flop
level CDFG. A threshold is manually set for each feature, based on the pattern of interconnection of
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CDFG nodes. Trojan candidates are determined if any of the features exceeds the set threshold.
Although all 16 gate-level Trojans benchmarks from Trust-Hub and Zhang et al. (2014) were
successfully identified, a high false positive rate problem was found.
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Figure 11: Example of a flip-flop level CDFG (Source: Yao et al., 2015):
(a) Example circuit (b) Corresponding flip-flop level CDFG.

A complementary method to Yao et al. (2015) was proposed by Chen et al. (2018), which used
multilevel feature analysis instead of single abstraction level features. Besides using flip-flop level
CDFG features, Chen et al. (2018) also proposed to analyse the features at combinational logic level
information flow graph (IFG). The example of a combinational logic level IFG is shown in Figure 12.
The reason to implement multi-level features is because some Trojan information might not be
observable in specific abstraction levels. Thus, the detection result is not reliable. With such more
refined information at combinational logic level for the analysis, a more accurate result can be
obtained. The proposed multi-level analysis flow is presented in Figure 13. The benchmarking
showed a reduced false positive rate result as compared to Yao et al. (2015). Thus, Trojan detection
accuracy can be improved by analysing different level features.
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(a) Example Circuit (b) Corresponding Combinational Logic Level IFG
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Figure 12: Illustration of a combinational logic level IFG (Source: Chen et al., 2018): (a) Example circuit
(b) Corresponding combinational logic level IFG.
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Figure 13: Flowchart of two-level feature analysis (Source: Chen et al., 2018).
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3.2.2 Score-Based Classification

A score-based classification is a statistical classification based on a scoring metric. A score is
assigned to each feature associated with its weight. After feature analysis, the cumulative score is
determined and if it is above the threshold, the result is positive.

A three-phase score-based classification for hardware Trojan detection was proposed by Oya et al.
(2015), as illustrated in Figure 14. The first phase of detection is weak classification, which calculates
the score of a net based on nine gate-level Trojan structural features. The features are extracted
directly from the gate-level netlist. The score of a net is increased according to the introduced scoring
metric for each Trojan feature matched. The higher the score, the net is more likely a Trojan net. The
second phase is strong classification, where another three Trojan factors (max score, max constant
cycles and max score net count) are determined for each net with maximum score in the first phase.
The last phase is Trojan identification, where the three Trojan factors are compared to a manually set
threshold. If all three factors surpass the thresholds, the result is positive, whereby a Trojan is
detected. Although the experimental results showed that all 15 Trojan benchmarks from Trust-Hub
could be detected, this method is not robust enough to overcome other Trojans, because the features
and corresponding thresholds are fixed regardless of the circuits-under-verification. Thus, it might not
be suited for other circuits and Trojans. More factors and dynamic thresholds are required.
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Figure 14: Flowchart of the score-based Trojan detection method proposed by Oya et al. (2015).

Another score-based single-triggered hardware Trojan detection method based on triggering
mechanism was proposed by Chen & Liu (2017). The method first extracts combinational logic,
including AND, OR, NAND and NOR gates, to reduce the complexity of the detection. A scoring
algorithm is introduced to analyse the extracted combinational logic gates. A score is determined for
each gate. In this method, a proposed score outlier determination algorithm is introduced to
dynamically set a threshold to distinguish Trojan gates and non-Trojan gates, based on the score
distribution. Any gate with score higher than the threshold will be identified as Trojan gate. In the
experiment, 39 out of 40 Trojan benchmarks from Trust-Hub were successfully identified. The
authors also claimed that the method can detect most of the Trojans with low false positive rate and
small runtime overhead.
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The threshold should be dynamic and robust to be applied for different circuits. This is because the
feature’s correlation with Trojan is design dependent. One feature could be a strong feature for a
circuit but a weak feature in different circuits. Additional analysis is required to determine the
correlation of feature and Trojan, for a better detection performance.

3.3 Machine Learning-Based Feature Analysis

Machine learning is becoming popular and important in for both industry and our daily lives. It helps
in building an analytical model automatically by learning the data without explicit programming. It
can further improve and develop by themselves by learning from new data. Due to these advantages,
machine learning is also introduced to be implemented in hardware Trojan detection.

Hasegawa et al. (2016) introduced a hardware Trojan classification method using machine learning at
gate-level netlist. The authors proposed five Trojan net features at gate level, as listed in Table 2. The
five Trojan net feature values of every net are considered as the five-dimensional input vectors to
support vector machine classifier. The classifier is first trained with the vectors extracted from
existing known Trojan netlists (Inoue et al., 2018). Each vector is labelled as Trojan net or normal net.
The trained classifier can classify a set of nets of a netlist into Trojan nets and normal nets, without
logic simulation required. As the number of Trojan nets are usually relatively small as compared to te
total number of nets in a netlist, the authors introduced a dynamic weighting method to balance the
training data between Trojan nets and normal nets. The experimental result showed that a true positive
rate of 80% was achieved in most cases. However, the true negative rates were quite low, where many
normal nets were classified as Trojan nets mistakenly.

Table 2: Trojan net features proposed by Hasegawa et al. (2016).

#| Feature | Description

1| LGFi The number of inputs of the logic gates two-level away from the net n.
2| FFi The number of logic levels to the nearest flip-flop input from the net n.
3| FFo The number of logic levels to the nearest flip-flop output from the net n.
4| Pl The minimum logic level from any primary input to the net n.

5| PO The minimum logic level to any primary output from the net n.

Inoue et al. (2018) extended the study of Hasegawa et al. (2016). The authors designed three types of
hardware Trojan based on the triggering mechanism: combinational-triggered Trojan, sequential-
triggered Trojan and always-on Trojan. The Trojans were inserted into a RS232 transceiver circuit’s
netlist. The Trojan classification method of Hasegawa et al. (2016) was applied to the netlist. The
training of classifier used seven Trojan benchmarks from Trust-Hub. The experimental result showed
100% true positive rate for combinational-triggered Trojan and sequential-triggered Trojan, but
always-on Trojan was unable to be detected. The results showed a low true negative rate problem.

Input variables with high correlation are important to build a high accuracy classification model.
Hasegawa et al. (2017b) proposed a feature extraction at gate-level netlist to look for a set of high
correlation features that can better represent Trojans. As shown in Table 3, 51 gate-level features were
introduced and analysed to determine the best features within them. Random forest classifier was used
to select the best features whose F-measure value was maximised, based on the Trojan benchmarks
from Trust-Hub. F-measure is the harmonic mean of precision and recall, which quantifies a test’s
accuracy of a binary classification. Out of the 51 features, 11 best features were selected as listed in
Table 4. To show the performance of the selected features, the 11 best features were then used as
input to random forest classifier to detect Trojan. The benchmarking result showed it had high true
negative rate. However, some results showed very high true positive rate while others had very low
true positive rate.
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Table 3: The analysed gate-level features (1 < x < 5) (Source: Hasegawa et al., 2017b).

Trojan Feature Description

fan_in X The number of logic-gate fanins up to X-level away from the net n.

in_flipflop X The number of flip-flops up to x-level away from the input side of the net n.

out flipflop x The number of flip-flops up to x-level away from the output side of the net n.
in_multiplexer X The number of multiplexers up to X-level away from the input side of the net n.
out multiplexer X The number of multiplexers up to X-level away from the output side of the net n.
in_loop X The number of up to X-level loops.

out loop X The number of up to X-level loops.

in_const X The number of constants up to x-level away from the input side of the net n.

out const X The number of constants up to X-level away from the output side of the net n.
in_nearest_pin The minimum level to the primary input from the net n.

out_nearest_pout The minimum level to the primary output from the net n.

{in,out} nearest flipflop The minimum level to any flip-flop from the input or output side of the net n.
{in,out} nearest multiplexer | The minimum level to any multiplexer from the input or output side of the net n.

Table 4: The proposed best set of 11 gate-level Trojan features (Source: Hasegawa et al., 2017b).

Trojan Feature
fan_in 4

fan in 4
in_flipflop 4
out_flipflop 3
out_flipflop 4
in_loop 4

out loop 5
in_nearest_pin

out nearest pout
out_nearest_flipflop
11 | out nearest multiplexer

O |0 |Q|N| N | |W|N|—|F

—_
(=}

Hasegawa et al. (2017a) adopted the 11 features previously introduced (Hasegawa et al., 2017b), and
fed them as inputs to multi-layer neural networks to classify Trojan nets and normal nets. The
experiment used 17 benchmarks from Trust-Hub, and the result showed that three layer neural
networks can achieve the best result of 84.8% of average true positive rate and 70.1% of average true
negative rate.

A hardware Trojan detection based on controllability and observability value at gate-level netlist was
introduced by Salmani (2016). An unsupervised learning algorithm, namely k-mean clustering is used.
Considering Trojans are always stealthy and hard to be triggered, nets with poor controllability and
observability are very likely to be Trojans. The benchmarking results showed high performance with
no false positives and false negatives for the benchmarks with obvious difference of combinational
controllability (CC) and combinational observability (CO) values between genuine and Trojan nets.
However, there is a possibility of Trojan nets whose testability is similar the genuine nets. In this case,
the Trojan is not detectable.

4. DISCUSSION & CONCLUSION

Table 5 shows the summary of pre-silicon detection methods reviewed in the previous section. In this
section, discussions are made based on the reviews.
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Table 5: Summary of reviewed pre-silicon trojan detection methods.

lAuthors Method Features IDetectionTarget Trojan Result
Level
Banga etal. [Verification [Switching Frequency |Gate (unspecified) (10/11) Isolated region is
(2010) 100% HT gates
Zhang etal. [Verification [Switching Frequency |Gate (unspecified) (6/10) Suspicious signals are
(2011a) 100% Trojan signals,
other > 67.7%
Rajendran et |Assertion Corruption of data  |RTL Critical register (8/9) HT circuits can be
al. (2015) corruption identified, except AES-T1200
IBypass register
IPseudo-critical register
Wang etal. |Assertion Connectivity at RTL [nformation leaking  (15/15) All Trojan circuits are
(2017) coarse-grained Trojan identified, 0% FPR
CDFG
Hu et al. Information [Switching Frequency |Gate Information leaking |11 Trojan benchmarks from
(2016) flow tracking, Trojan Trust-Hub are correctly
|Assertion identified
Shen et al. Subgraph Connectivity at gate |Gate (unspecified) (7/7) Trojans are successfully
(2017) isomorphism [level located within different
rocessor designs.
Piccolboni et [Subgraph Connectivity at RTL (unspecified) IAll Trojan benchmarks are
al. (2017) isomorphism [control-flow level, correctly identified
Triggers and payloads|
of Trojan
'Yao et al. [Feature Connectivity at flip- |Gate Data-triggered (16/16) All Trojan circuit can be
(2015) analysis flop level CDFG, Time-triggered identified, but FPR found
Triggering Implicit-triggered
mechanism of Trojan
Chenetal. [Feature Connectivity at flip- |Gate IData-triggered IReduced false positive
(2018) analysis flop level CDFG, Time-triggered compared to Yao et al. (2015)
Connectivity at Implicit-triggered
combinational level
CDFQG,
Triggering
imechanism of Trojan
Oya et al. Score-based |Connectivity at gate (Gate (unspecified) A1l (15/15) Trojan and (9/9)
(2015) classification [level, clean benchmarks are correctly
Switching Frequency identified
Chenetal. |Score-based |Connectivity at gate |Gate Single-triggered (39/40) Trojan benchmarks are
(2017) classification [level correctly identified
Salmani Machine Testability Gate (unspecified) 91.3% TPR
(2016) Learning
Hasegawa et [Machine Connectivity at gate |Gate (unspecified) 80% TPR in most cases,
al. (2016) learning level ILow TNR
Hasegawa et [Machine Connectivity at gate |Gate (unspecified) |Average TPR 84.8%, Average
al. (2017a)  |[learning level [TNR 70.1%
Hasegawa et  [Machine Connectivity at gate |Gate (unspecified) >98% TNR,
al. (2017b)  [learning level but not consistent TPR
[nouecetal. |[Machine Connectivity at gate |Gate Sequential-triggered  [100% TPR for sequential-
(2018) learning level Combinational- triggered & combinational-
triggered triggered Trojan,
IAlways-on [Unable to detect always-on
Trojan,
ILow TNR
Kumar et al. [Side-channel [Path delay Gate Comparator (no accuracy is discussed)
(2014) analysis Bypass Trojan
(MUX)

Trigger-Payload
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Assertion-based methods (Rajendran et al., 2015; Hu et al., 2016; Wang et al., 2017) are claimed to
have high detection performance and accuracy. However, the detection outcome depends on the
efficiency of assertion or property definition. Assertions must be defined corresponding to Trojan
behaviours. This could be a problem, especially when information of inserted Trojan is unknown.

Subgraph-matching methods (Shen & Zhao, 2017; Piccolboni et al., 2017) are claimed to have high
efficiency in Trojan detection, contributed by its small time overhead and high accuracy. However,
these methods require the information of inserted Trojan to match with the suspicious circuit. This
may not be practical since in most cases, the inserted Trojan is unknown.

Machine learning for Trojan detection has become popular in recent years. Most existing methods
using machine learning are at gate level (Salmani, 2016; Hasegawa et al., 2016; Hasegawa et al.,
2017a, b; Inoue et al., 2018). The performance evaluation of most methods focuses on achieving high
sensitivity, where high number of Trojan nets are correctly detected as Trojan, in other words, high
true positives. Although many proposed methods have proven to achieve high sensitivity, the problem
lies in the false positives and it remains unresolved.

One of the advantages of using machine learning is that it can dynamically identify Trojans based on
the learning result. With more test data provided, the classifier can detect more types of Trojan and
achieve better detection performance. However, the currently available Trojan benchmark circuits are
limited. The lack of training data set could result in high false positive problem. In addition, Trojans
that are not included in the training data set are unlikely to be detected by the classifier.

Side-channel analysis is not popular in pre-silicon detection because the lack of golden circuit
availability in the pre-silicon stage. Availability of golden circuit is a problem, unless all the previous
manufacturing processes are authenticated. In addition, pre-silicon detection targets suspicious design
stage, which is a relatively early level in manufacturing steps, so it would be very difficult to obtain a
golden circuit before or at the detection level. Recently, most of the Trojan researches are focusing on
developing detection method without requiring a golden circuit. On the other hand, without using a
golden circuit, the detection accuracy becomes a concern.

Trojan detection at register-transfer level (RTL) is less popular. There is a research gap where we may
explore more into Trojan detection by analysing features at RTL. Trojan detection at RTL is a
challenge, as RTL is relatively high in the abstraction level and only functionality and signal flow
information are described. The information that can be used to identify Trojan are limited.

In conclusion, hardware Trojan detection is gaining more attention in recent years, especially the pre-
silicon detection. This is a sign that the community is aware of the threat of hardware Trojan.
However, the existing countermeasures of hardware Trojan are not yet extensive enough. Research in
hardware Trojan is necessary before hardware Trojan issues becomes widespread.
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ABSTRACT

This paper introduces modern projects and solutions of space systems for military and civilian
Communication, Navigation and Surveillance (CNS) at sea, on the ground and in the air. Deploying
new CNS technologies and techniques, military mobile assets, such as ships, land vehicles and
aircrafts, including their personnel, will be connected, controlled and managed in more tactical,
reliable and safe ways. The new satellite communication and navigation transponders onboard
Geostationary Earth Orbit (GEO) satellites will able to provide connection and control of all military
vehicles and personnel, enhance traffic control and management, improve safety and security of
movements, and augment collision avoidance, especially for navy and air forces assets. The
integrated CNS components for military applications described in this paper are solutions that
provide reliable Mobile Satellite Communications (MSC), Digital Video Broadcasting-Return
Channel via Satellite (DVB-RCS) and augmentation of Global Navigation Satellite Systems (GNSS).
Separately, modern satellite CNS applications for the navy, ground and air forces with their technical
concepts and advantages are discussed.

Keywords: Communication, Navigation and Surveillance (CNS); Geostationary Earth Orbit (GEO);
Mobile Satellite Communications (MSC); Digital Video Broadcasting-Return Channel via
Satellite (DVB-RCS); Global Navigation Satellite Systems (GNSS).

1. INTRODUCTION

The main objective of this paper is to carry out a general overview of the current space
Communication, Navigation and Surveillance (CNS) systems via Geostationary Earth Orbit (GEO)
satellite constellations for all mobile civilian and military applications. In addition, this paper shortly
introduces non-GEO satellite networks with the objective of upgrading some civilian and military
applications with more cost effective solutions for ships, land vehicles (road and rail) and aircrafts.
For instance, space CNS is very important for improvement of awareness, safety and security for
ships navigating in open oceans, sea passages, cramped channel strips, coastal waters, approaching
anchorages and inside seaports. For instance, a more critical scenario is when ships are sailing across
oceans and coastal areas in very bad weather conditions, where visibility and audibility are zero,
where sometimes is not possible to use surveillance radar, because of bad signal propagation, and in
situations where it is very difficult to detect surrounding ships for collision avoidance. On the other
hand, space CNS systems are improving safety and security of aircrafts in flights over oceans,
continents and in all other phases, including takeoff, precision landing capabilities and collision
avoidance in the air and on the ground in airports. Deploying CNS systems at seaports and airports
can provide more secure and safe traffic control for all vehicles movements. New CNS systems will
also improve traffic control and management of land vehicles and especially for signalization (Ilcev,
2012).

Therefore, the development of modern reliable and precise systems for communication, positioning,
surveillance and time measurement is crucial for sea, land and air military operations, where the
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effects from diverse sources must be coordinated in any real time and space. New CNS techniques
integrated with GNSS receivers and satellite transceivers will be able to provide users with the ability
to detect, locate and track civilian and military assets and personnel via GEO satellites and new
projected small Low Earth Orbit Satellites (LEO) satellite constellations (Ilcev, 2013).

The satellite communication and navigation era began when the Soviet Union shocked the globe with
the launch of the ever first artificial satellite, Sputnik-1, on 4 October 1957, which is illustrated in
Figure 1 (a). This initiative was followed up on 31 January 1958 with the launch of the US satellite
Explorer-1, illustrated in Figure 1 (b). Explorer contained a cosmic ray detector, radio transmitter and
temperature and micrometeoroid sensors. In such a way, the development of launchers and satellite
systems for future cosmic explorations started, and the space race began (GEOLSOC, 2018).

(@) (b)
Figure 1: (a) Sputnik-1 and (b) Explorer-1 satellites (Source: GEOLSOC, 2018; Breitman, 2018).

After the launch of the Sputnik-1 and Explorer-1 satellites, a sustained effort by the US to catch up
with the USSR space program was started. This was reflected with the first active communications
satellite, named SCORE, which was launched on 18 December 1958 by the US Air Force. The second
satellite, Courier, was launched on 4 October 1960 in the High Elliptical Orbit (HEO) with its perigee
at about 900 km and its apogee at about 1,350 km using solar cells and frequency of 2 GHz. The next
challenge was the third US satellite, Telstar-1, designed by Bell Telephone Laboratories experts and
launched by the National Aeronautics and Space Administration (NASA) on the 10 July 1962 in HEO
configuration with its perigee at about 100 km and apogee at about 6,000 km. The world’s first GEO
satellite, Syncom-1, was launched by NASA on 14 February 1963. While this satellite failed during
launch, Syncom-2 and 3 were successfully placed in orbit on 26 July 1963 and 19 July 1964,
respectively (Breitman at al., 2018).

The first commercial GEO satellite was Early Bird (renamed as Intelsat-1), which was developed by
Comsat for Intelsat, while the first formal military satellite program in the US, Weapon System 117L,
was developed in the mid-1950s. Within this program, a number of sub-programs were developed,
including the Corona satellite program, which carried different code names and continued until 25
May 1972. There have also been a number of subsequent programs, including Canyon (seven
launches between 1968 and 1977) and other programs. The USSR (today Russia) began the Almaz
(Russian: Anma3z) satellite program in the early 1960s. This program involved placing space stations
in Earth orbit as an alternative to satellite constellations. In fact, three stations were launched between
1973 and 1976: Salyut-2, Salyut-3 and Salyut-5 respectively (Ilcev, 2019).

2. MARISAT MILITARY MARITIME MSC SYSTEM

The world’s first maritime Mobile Satellite Communication (MSC) Marisat system developed for
military applications was unveiled in 1976 with only three GEO satellites and ocean networks that
provide MSC services in the Atlantic, Pacific and Indian Oceans. The Hughes Aircraft Company,
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known today as Boeing Satellite Systems Inc., under contract to the US Comsat General Corp, built
three multi-frequency communications spacecraft, known as Marisat (Maritime Satellite), for the
space segment of the world’s first MSC operator. In 1971, frequency bands around 1.6 GHz were
allocated for satellite communications for military ships (navy) and aircrafts (air force). The Marisat
satellites were designed initially for US Navy vessels and they had an Ultra High Frequency (UHF)
transponder onboard in the band of 240 - 400 MHz. As there was sufficient margin for additional
payload, L- and C-band transponders were installed on the Marisat satellite to provide commercial
MSC traffic for maritime applications (Seedhouse, 2012).

These satellites had a dual role at that time: to provide space segment facilities that were leased to the
US Navy for military communications with naval ships and it also enabled the use of transponders for
Comsat General itself to operate MSC for traffic with merchant ships virtually worldwide. All three
Marisat satellites were launched with the same type of US rocket, McDonnell Douglas 2914 Delta, in
1976, on 19 February, 9 June and 14 October, for the needs of Comsat General. The Marisat-F1, F2
and F3 satellites were placed in GEO satellite planes at 15 'W, 72.5 'E and 176.5 E longitudes
respectively.

All the satellites have been leased from Comsat in effect; the Marisat-F1 spacecraft served as an in-
orbit spare for the maritime European Communications Satellite (ECS) or Marecs-A spacecraft in the
Marisat Atlantic Ocean Region (AOR) constellation at position of 15 “W. Then, this satellite was
leased as a spare in the Inmarsat Atlantic Ocean Region — East (AOR-E) and moved to 106 “W. In
addition to the Marisat network, Marecs (1973) and Inmarsat (1979) were developed at first for
maritime applications only. However, in the next stage, Inmarsat also developed mobile satellite
services for land, acronautical and semi-fixed civilian, and later military applications.

The Marisat-F2 spacecraft served as a spare in Indian Ocean Region (IOR) at 73 °E and later, this
satellite was leased for the Inmarsat space segment. The Marisat-F3 spacecraft served at 176.5 °E in
the Pacific Ocean Region (POR), and afterwards reprogrammed as a spare for the Marecs-B2 satellite.
This satellite was finally relocated as an in-orbit spare at 182.5 °E (Comsat, 2018).

The Marisat service at that time was welcomed by merchant shipping companies and by 1982, around
1,000 vessels were equipped to use the Marisat system. All three Marisat satellites also served as an
emergency backup, one in each of the three ocean regions: AOR, IOR and POR. After many years of
service, these satellites are no longer in use either by the Comsat or Inmarsat systems (Ilcev, 2013;
Launius, 2015; Comsat; 2018; Brown, 2019).

The navy and air force fleets used P-band frequencies (P) for transmitter (Tx) at 248 - 260 MH and for
receiver (Rx) at 130 - 312 MHz for the military links. The merchant oceangoing shipping element of
the L-band Marisat payload used the newly allocated L-band frequencies (L) for Tx at 1,537 — 1,541
MHz and Rx at 1,638.5 — 1,642.5 MHz) as the service links. C-band (C) for Tx at 6174.5 — 6424 MHz
and Rx at 3945.5 — 4199 MHz were used for both military and civilian applications as the feeder links
(Comsat, 2018).

Fixed Ground Earth Station (GES) infrastructures for mobile services were located at Santa Paola,
US, for POR (GES 1), at Southbury, US for AOR (GES —2) and at Fucino and Yamaguchi, Italy, for
IOR (GES - 3), which is shown in Figure 2. The system provided access to the satellites, linking ships
at sea through the Public Switched Telephone Network (PSTN) with the Terrestrial
Telecommunication Network (TTN) subscribers ashore for telephone, telex, fax, data and High Speed
Data (HSD) transmissions. The Marisat system was controlled by the Network Control Center (NCC)
located at Washington. Satellite Tracking, Telemetry and Command (TT&C) was also conducted over
C-band frequencies (Ilcev, 2012; Launius, 2015).

However, governments in many other countries were not quite content that some foreign commercial
or military corporations controlled the MSC service of merchant vessels managed by their shipping

companies. Owing to this problem, in 1976 under the aegis of the International Maritime Organization
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(IMO) an agreement was drawn up for the establishment of an Inmarsat organization, initially for
maritime service only (Ilcev, 2013).

/ Air Furces Alr Fornea Alr Forcea
N X N N
avi Merchant avi avi Merchant
Ship Ship
GES 1 TN IGES 3

Figure 2: Marisat space and ground segments (Source: llcev, 2013).
3. MILITARY SPACE COMMUNICATION NETWORKS

All modern civilian and military MSC networks for GNSS augmentation and CNS systems can utilize
GEO satellite constellations only, via additional communication and navigation transponders, such as
Wide Area Augmentation System American (WAAS), European Geostationary Navigation Overlay
Service (EGNOS), Japanese Multi-Functional Transport Satellite (MTSAT) serving MTSAT
Satellite-based Augmentation System (MSAS), and other augmentation systems of the US Global
Positioning System (GPS) and Russian Global Navigation Satellite System (GLONASS) networks.
However, Medium Earth Orbit (MEO) MSC networks (multinational O3b) and LEO MSC networks,
such as Big LEO (the US Iridium and Globalstar), Little LEO (the US Orbcomm and Russian
Gonets), and HEO (the Russian Molniya) can be used for Communication, Positioning and Tracking
(CPT) of all mobile assets. In fact, Big and Little LEO satellites are applicable for CPT only, but not
for augmentation of GNSS, because they have not enough room in satellite payloads to include GNSS
and special communication transponders for CNS and augmentation of GNSS networks.

In the meantime, GEO fixed and mobile satellite systems were developed, such as Inmarsat, Intelsat,
Eutelsat and other satellite networks, including a combination of these constellations in Hybrid
Satellite Orbits (HSO). These MSC networks are providing civilian and military applications as well.

The Inmarsat MSC system has been supporting navy sailors, ground troops including ground vehicles
with personnel, and air force staff to carry out their duties via GEO satellite constellations for military
operations for many years. In such a way, morale is recognized as essential to the success of military
deployments, personnel and crew retention. The range of MSC services gives individuals a choice of
ways to stay in touch with their families and friends. In addition, correct storage and timely
distribution of different material to meet the mission commander’s requirements is a critical
component of any military campaign. Reliable communication of the latest information underpins
operational readiness.

Multi-military forces today can operate in a complex, multinational environment with responsibility
for sea, land and air military assets deployed to any region of the world with reliable MSC networks
and equipment. For instance, effective and reliable global satellite communications are recognized as
a key enabler for modern military MSC, with an example of hypothetical space and ground segments
shown in Figure 3. Here, it is possible to connect through interactive (two-way) MSC systems all
types of military forces at sea, land and air through GES terminals and GEO satellites. In fact,
seagoing vessels of navies, all vehicle types and troops of ground forces, as well as all kinds of
aircrafts serving air forces are carrying specialized MSC transceivers that provide mutual satellite
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Voice, Data and Video (VDV) communications via GES terminals in the footprint of GEO satellite
constellations (Ilcev, 2018).

For this purpose, Inmarsat network provides service with various types of MSC devices, such as
Broadband Global Area Network (BGAN), which can be used as portable, transportable or installed
onboard vehicles; Global Xpress, which can be installed onboard Navy and Air Force units; other
Inmarsat MSC standards, such as maritime FleetBroadband and Fleet One; land mobile, such as
BGAN and mini-M; and aeronautical, such as SwiftBroadband. In addition, the Inmarsat, Iridium and
Globalstar satellite networks are providing global telephone services via handheld or portable
telephones, which can also be installed onboard commercial and military ships, land vehicles and
aircrafts (Kaplan at al., 2017; Ilcev, 2018; Inmarsat, 2018).

A_ GEO Satellite
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Figure 3: Military MSC space and ground segments (Source: llcev, 2018).

A new mobile and fixed satellite service was developed more than two decades ago using only GEO
satellite constellations, commonly known as Digital Video Broadcasting-Return Channel via Satellite
(DVB-RCS) standards. Despite its unusual name, DVB-RCS is actually all about implementing fast,
efficient and reliable Internet Protocol (IP) networks using Very Small Aperture Terminals (VSAT) or
larger ones, if necessary. It also provides excellent support for VSAT mobility for civilian and
military applications. In fact, high-throughput Communications-on-the-Move (COTM) is delivered
with roaming across beams and countermeasures against interference for ships, off-road vehicles and
aircraft. The DVB-RCS equipment works with any type of electronic array or stabilized antenna
system in any satellite band or beam configuration (Ilcev, 2013).

4. MILITARY SPACE NAVIGATION NETWORKS

The US GPS and Russian GLONASS are the first generation of Global Navigation Satellite Systems
(GNSS), known as the GNSS-1 network, while the new upcoming Chinese BeiDou (Compass) and
European Galileo are the GNSS-2 network. Both GNSS networks are providing civilian or military
transport requirements of high operating Integrity, Continuity, Accuracy and Availability (ICAA) for
space navigation systems utilizing precise range measurements and determination of Position,
Velocity and Time (PVT) to onboard mobile GNSS receivers, which for ground controllers are able to
determine Identification Number (ID), call sign, altitude and another positioning data anywhere in the
world, whereby the space and ground segments are illustrated in Figure 4.
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The current GNSS-1 networks are providing military and commercial maritime, land vehicle,
aeronautical, portable and personal solutions via Intermediate Circular Orbit (ICO) or MEO satellite
constellation, with highly accurate worldwide three-dimensional, common-grid, positioning and
location data, velocity and precise timing with accuracies that have not previously been easily
attainable. In the meantime, China is developing its own BeiDou system, while Europe is developing
Galileo system, which will be fully operational in the near future. On the other hand, regional satellite
navigation systems, such as Quasi-Zenith Satellite System (QZSS) and Indian Regional Navigation
Satellite System (IRNSS) are not designed to provide providing global coverage. The Japanese QZSS
is a four-satellite regional time transfer system and a satellite-based augmentation system developed
to enhance the GPS coverage in the Asia-Oceania region, with a focus on Japan, while the IRNSS is
an autonomous regional satellite navigation system that provides accurate real-time positioning and
timing services extension of about 1,500 km around India (Del Re & Ruggieri, 2008).
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Figure 4: GNSS space and ground segments (Source: llcev, 2012).

The GNSS network service is based on the concept of triangulation from known points similar to
the technique of “resection” used with a map and compass, except that it is done with radio signals
transmitted by satellites. The GNSS receiver must determine when a signal is sent and the time it is
received. Nothing except onboard GNSS receivers is needed to use the system, which does not
transmit any signals and thus, they are not electronically detectable (Ilcev, 2013; Kaplan at al.,
2017).

At the beginning of this millennium, two GNSS augmentation networks of Regional Satellite
Augmentation Systems (RSAS) were developed, which are the US WAAS and Japanese MSAS
networks. The next similar project, the European EGNOS is the first European real venture into
satellite navigation systems, which augment the two GNSS-1 network of GPS and GLONASS, and
make them suitable for CNS and safety critical applications of mobile movements. The RSAS
network will in the future be able to support GNSS-2 networks as well, when Galileo and BeiDou
became fully operational in 2020. On the other hand, the Wide Area GPS Enhancement (WAGE) is
a GNSS augmentation system operated by the US Department of Defense (DOD) for use by
military and authorized receivers (Nejat, 1992; Ilcev, 2013).

The Global Satellite Augmentation Satellite (GSAS) network will integrate three operational RSAS
networks, namely WAAS, EGNOS and MSAS, as shown in Figure 5. Newly developed RSAS
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networks include the Russian System of Differential Correction and Monitoring (SDCM), Chinese
Sino Navigation Augmentation System (SNAS), and Indian GPS/GLONASS and GEOS
Augmented Navigation (GAGAN). The new African Satellite Augmentation System (ASAS)
project will be a RSAS network for the Africa and Middle East (Ilcev, 2012).

Figure 5: Integration of RSAS networks (Source: llcev, 2012).
4.1 Main GNSS Error Sources

The augmentation of an GNSS networks is a method of improving the navigation system's attributes,
such as ICAA facilities, through the integration of external information into the calculation process.
There are many systems based on how the GNSS sensor receives the external information. First
systems transmit additional information about sources of error, such as clock drift, ephemeris or
ionospheric delay, and second systems provide direct measurements of how much the signal was off
in the past, while a third systems provide additional vehicle information to be integrated in the
calculation process.

1. Satellite Clocks — The atomic clocks in the GNSS satellites are very accurate, but they do drift a
small amount, so this inaccuracy in the satellite clock results a significant error in the position
calculated by the GNSS receiver. For example, 10 ns of clock error results in 3 m of position error.
The clock in the satellite is monitored by the GNSS ground control system and compared to the even
more accurate clock used in the ground control system. In the downlink data, the satellite provides the
user with an estimate of its clock offset. Typically, the estimate has an accuracy of about £2 m,
although the accuracy can vary between different GNSS systems. To obtain a more accurate position,
the GNSS receiver needs to compensate for the clock error. The precise satellite clock information
contains corrections for the clock errors that are calculated by the RSAS or Precise Point Positioning
(PPP) system.

2. Orbit Errors — The GNSS satellites travel in very precise and well known orbits, but they do vary
a small amount, with a small variation in the orbit resulting in a significant error in the position
calculated. The GNSS ground control system continuously monitors the satellite orbits, so when they
change, the ground control system sends a correction to the satellites and the satellite ephemeris is
updated. Even with the corrections from the GNSS ground control system, there are still small errors
in the orbit that can result in up to 2.5 m of position error. One way of compensating for satellite
orbit errors is to download precise ephemeris information from an RSAS system. Another way of
compensating for satellite orbit errors is to use a Differential GNSS (DGNSS) or Real-Time
Kinematics (RTK) receiver configuration (Kaplan at al., 2017).
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3. lonospheric Delay - The ionosphere is the layer of atmosphere between 80 and 600 km above the
Earth that contains electrically charged particles called ions. These ions delay the satellite signals and
can cause a significant amount of satellite position error, typically £5 m, but can be more during
periods of high ionospheric activity. The onboard mobile GNSS receivers use L1 and L2 frequency
bands as their advantage, whereby by comparing the measurements for L1 to the measurements for
L2, thereceiver can determine the amount of ionospheric delay and remove this error from
the calculated position. In addition, the base station and rover receivers experience very similar delay,
so this allows DGNSS and RTK systems to compensate for ionospheric delay (Kaplan at al., 2017,
NovAtel, 2018).

4.2 Additional GNSS Error Sources

Other GNSS vulnerabilities also cause errors, including:

1. Tropospheric Delay — The troposphere is the layer of atmosphere closest to the surface of the
Earth. Variations in tropospheric delay are caused by the changing humidity, temperature and
atmospheric pressure in the troposphere. Since tropospheric conditions are very similar within a local
area, the base station and rover receivers experience very similar tropospheric delay. This allows
DGNSS and RTK systems to compensate for tropospheric delay. GNSS receivers can also use
tropospheric models to estimate the amount of error caused by tropospheric delay.

2. Receiver Noise — Receiver noise refers to the position error caused by the GNSS receiver hardware
and software. High end GNSS receivers tend to have less receiver noise than lower cost
GNSS receivers.

3. Jamming - Jamming is intentional transmission in the GNSS frequency bands aiming to block the
satellite signals at the user antenna. Thus, GNSS jamming over short distances can easily be done by
using low-cost jammers that are hard to detect, while GNSS jamming over larger distances beyond
Line-of-Sight (LOS) requires more effort and is easier to detect. Using Controlled Radiated Pattern
Antennas (CRPA) will reduces the risk. On the other hand, the unintentional transmission of signals
is distrupting the reception of the GNSS signals, which can be in-band or out-band interference.

4. Spoofing — GNSS spoofing is done by transmitting a fake GNSS signal to fool the reference system
to believe it is in a different position. To spoof a receiver, an adversary needs to faithfully recreate the
signals from multiple satellites and then transmit that spoofing signal to capture a local GNSS
receiver. If the targeted GNSS receiver is unable to tell the difference between the real satellite signals
and the spoofed signals, the spoofing will fool the target receiver into appearing to be at a different
location. Mitigation of spoofing is computationally complicated or limited to a specific spoofing
scenario. A new approach uses a two-antenna array to steer a null toward the direction of the spoofing
signals, taking advantage of spatial filtering, and the periodicity of the authentic and spoofing signals.
It requires neither antenna-array calibration nor a spoofing detection block, and can be employed as
an inline anti-spoofing module at the input of conventional GNSS receivers (Kaplan at al., 2017).

5. Multipath — Multipath occurs when a GNSS signal is reflected off an object, such as the wall of
a building or some effects construction elements onboard mobiles, to the GNSS antenna. As the
reflected signal travels farther to reach the antenna, the reflected signal arrives at the receiver
slightly delayed. This delayed signal can cause the receiver to calculate an incorrect position. The
simplest way to reduce multipath errors is to place the GNSS antenna in a location that is away
from the reflective surface objects. When this is not possible, the GNSS receiver and antenna must
deal with the multipath signals. Long delay multipath errors are typically handled by the GNSS
receiver, while short delay multipath errors are handled by the GNSS antenna. Due to the additional
technology required to deal with multipath signals, high end GNSS receivers and antennas tend to
be better at rejecting multipath errors (Kaplan at al., 2017; Kongsberg, 2019).
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S. MILITARY CNS SYSTEMS

CNS systems and equipment are the main functions that form the infrastructure for traffic control
and management at sea, on the ground and in the air. The CNS system has to ensure that the traffic
of navy, ground and air force vehicles is safe, efficient and easy manageable. Military mobile assets
will experience the benefits of having quality GNSS navigation information available to support
their movements and tactical missions in real time and space. In such a way, another mission for
improvements in situational awareness is the new Communication, Navigation and Surveillance
facilities integrated in CNS systems.

5.1 Satellite Communication Subsystem (SCS)

Most current communications between mobiles and traffic controllers are conducted via Very High
Frequency (VHF), Ultra High Frequency (UHF) and High Frequency (HF) Radio Frequency (RF)
bands, which in some busy portions of the world are reaching their limits and which propagation is
sometimes problematic because of different atmospheric effects. In fact, the conventional RF-bands
are congested and additional frequencies are not available. However, to improve the communication
and traffic control facilities of all mobile assets, civilian MSC networks were implemented more than
35 years ago, whereby transmission takes shorter time, less propagation problems and is able to
handle more information than conventional radio systems alone. Before that, the military maritime
MSC system Marisat was unveiled in 1976 by the US Comsat General with only three satellites and
networks in the Atlantic, Pacific and Indian oceans.

Figure 6 depicts a modern military MSC network for navy, ground and air forces using L/C-band.
Military MSC can also use UHF, S, X, Ka and Ka bands between Ship Earth Station (SES), Vehicle
Earth Station (VES), Aircraft Earth Station (AES) or Transportable Earth Station (TES), and Military
Control Centers. As illustrated, all military vehicles and troops will be able to communicate via voice,
fax, low / medium / high speed data, telex and video facilities (Ilcev, 2013).
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Figure 6: Military SCS (Source: licev, 2012).
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The MSC systems are designed not only to provide more cost effective, reliable, redundant and fast
communication links between sea, ground and air mobile assets, but also to integrate GNSS data for
implementing new services for enhanced navigation and surveillance solutions. At this point, the
convergence of MSC and Internet techniques has opened many opportunities to deliver new
multimedia services over hybrid satellite systems to Mobile Earth Terminals (MES) stations. Thus,
with the need for increased bandwidth capability, the deployed numbers and facilities of MSC
satellites is increasing dramatically every year (Nejat, 1992; Seedhouse 2012; Ilcev, 2013).

The size of the Earth requires multiple satellites to be placed in orbit in a constellation to cover
uncovered areas of interest. Typically, a minimum of three to four satellites are needed to provide
adequate communications coverage, so each of three satellites are covering 1/3 area of Earth surface
between 80  North and South, excluding Polar Areas. Secondly, for existing users, upgrading satellites
is not feasible, which means new capabilities are required and new satellites means new launches.
Thirdly, more developed countries are recognizing the huge advantages of Military Satellite
Communication (MILSATCOM) capabilities and are looking to implement or expand their networks.

In such a way, some countries need to implement MILSATCOM, and some to upgrade it with modern
CNS solutions

New mobile DVB-RCS system illustrated in Figure 7 is derived from current fixed DVB-RCS
sometimes in 2000/01, which is proposed in 2000 by the South African Company CNS Systems
[www.cnssystems.co.za]. The DVB-RCS mobile network includes a special ground receiving and
transmitting equipment know as a HUB or GES (Gateway) terminals with C, Ku or Ka-band antenna
system. The HAB terminals interface the TTN terminals or DVB-Terrestrial (DVB-T) cells via
corresponding GEO satellite connections at C, Ku or Ka-band with MES and Transportable Earth
Station (TES) terminals or remote DVB-Satellite (DVB-S) cells onboard navy, ground and air forces
assets. The new DVB-RCS standards are the best solutions for establishment a network for connection
all military assets at sea, on the ground and in the air (Ilcev, 2013).
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Figure 7: Military DVB-RCS communication network (Source: llcev, 2012).
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New mobile DVB-RCS networks are very suitable for mobile-to-ground and ground-to-mobile
solutions. Both systems are providing sophisticated Voice, Data and Video over IP (VDVolP) for
corporate, private, military, traffic control and management, meteorological and navigation
information, training and medical service, technical and maintenance data, Search and Rescue (SAR),
and Satellite Augmentation Data (SAD) of GNSS signals for surveillance and Inter Mobile Links
(IML). The problem of current satellite fixed and mobile operators is that they are providing service
via GEO satellite constellations and in this case are not able to cover both polar areas, such as
Inmarsat, Eutelsat and Intelsat. In fact, because GEO constellation cannot cover both poles areas, to
build a real global satellite coverage, it will be necessary to implement hybrid GEO and HEO or MEO
satellite constellations.

The commercial and military SCS networks are very important in missions for the following reasons:

e To provide commercial or defense satellite communication links between mobiles and ground
infrastructures, and between mobiles alone;

e To provide alert, distress and Search and Rescue (SAR) satellite communication links
between mobiles and ground infrastructures, and between mobiles alone;

e To transfer augmented and not-augmented navigation PVT data from mobiles to traffic
control centers via GEO satellite communication transponders; and

e To transfer augmented surveillance PVT data from traffic control centers to all mobiles via
GEO satellite GNSS transponders, which will be used for enhanced navigation data and
collision avoidance (Nejat, 1992; Del Re at al., 2008; Seedhouse, 2012; Ilcev, 2013).

5.2  Satellite Navigation Subsystem (SNS)

The GPS and GLONASS space segment consist of 24 GNSS-1 spacecrafts each as well as ground
segment, which contains Ground Control Station (GCS) and Users Segment, shown in Figure 8. The

GNSS-1 network is providing services for ships, land vehicles and aircrafts, which are receiving PVT
signals by onboard installed mobile GPS or GLONASS receivers.
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Figure 8: Military Satellite Navigation Network (Source: llcev, 2012).

As stated before, the US has its own Navstar GPS and Russians have the GLONASS system as parts
of the GNSS-1 network. Europeans will eventually have Galileo and China is implementing its global
BeiDou system, whereby both are part of the new GNSS-2 network. The current GPS constellation is
consisted of the United States Air Force (USAF) GPS II satellites that provides around-the-clock,
ultra-precise navigation and timing services for military and civilian users. The first satellite of the
new GPS III next generation constellation SV-1 was launched on 23 December 2018, while the
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second GPS III satellite, SV-2 USAF was launched on 22 August 2019, with entry into the
operational constellation planned for the spring of 2020. The future GPS III constellation is designed
to modernize the GPS constellation and to provide three times better accuracy and up to eight times
improved anti-jamming capabilities.

In addition, the new generation of GPS III satellite constellation, when it becomes fully operational,
will provide better accuracy through advanced atomic clocks, a more jam-resistant military signal and
longer design life than earlier satellites. This GPS constellation will also provide increased precision
navigation and timing to combat forces, as well as increased signal power, precision and capacity of
the system and form the core of the GPS constellation for years to come. The GNSS-1 systems and
their accuracy are upgraded by VHF or satellite augmentation of GPS and GLONASS solutions. In
such a way, there is Differential GPS (DGPS) developed by the US Coast Guard, whereby the modern
name is Local VHF Augmentation System (LVAS).

On the other hand, almost the entire Northern Hemisphere is already covered with modern Regional
Satellite Augmentation System (RSAS), such as the US WAAS, European EGNOS, Chinese SNAS,
Russian SCDN and Indian GAGAN. The new project African Satellite Augmentation System (ASAS)
network is proposed by the South African CNS Systems Company and Space Science Center (SSC) at
the Durban University of Technology (DUT) as the first RSAS network in the Southern Hemisphere.
The RSAS network, also known as Satellite-Based Augmentation System (SBAS), was proposed by
the International Civil Aviation Organization (ICAQO). All the above stated RSAS systems will be
integrated in the Global Satellite Augmentation System (GSAS) to serve civilian and military
applications (Del Re at al., 2008; Ilcev, 2012; Ilcev, 2013; Kaplan at al., 2017).

5.3 Satellite Surveillance Subsystem (SSS)

The new SSS network will integrate both SCS and SNS solutions with Wide Area Multilateration
(WAM) military system. The traditional surveillance radar with Automatic Dependent Surveillance
(ADS) facilities can be also included in this integration or can be even used as backups. The ADS
system is used on civilian aircrafts for communication and tracking solutions, and can be old Radio
ADS (R-ADS) and new Satellite ADS (S-ADS), which can be used onboard ships as well.

The current surveillance is achieved through the use of long-range terminal surveillance radars, which
sometimes cannot work properly because of very bad weather condition or other natural influences,
such as heavy fog or dust coming from volcanoes. The new SSS infrastructures are set up for the
traffic control systems to know where the mobile is and where it is heading, whose network is shown
in Figure 9. The SSS solution known as Satellite Automatic Dependent Surveillance - Broadcast
(SADS-B) is working in the way that all mobiles will be able to derive their GNSS PVT data from
non-augmented or augmented onboard mobile GNSS receivers and send PVT surveillance data via
GEO GNSS satellite transponder to the traffic control centers for computer processing and displaying
of surveillance information to the ground controllers on screens.

The already developed RSAS networks will be the core of the future development of military GNSS
augmentation infrastructures of the US GPS, Russian GLONASS, Chinese BeiDou and European
Galileo GNSS networks for implementation of SSC/SSN and SSS technique via communication and
navigation payload onboard multipurpose GEO spacecrafts. The GNSS augmented satellite network
will serve navy, ground and air forces via Military Geospatial Augmentation System (MGAS),
whereby the space and ground segments are illustrated in Figure 10 (Ilcev, 2012).

The MGAS network is working in the same way as civilian RSAS infrastructure. Wide Reference
Station (WRS) sites and military mobiles are getting GNSS signals at the same time. While WRS is
determining the differences of GNSS signals, Wide Monitoring Station (WMS) provides
augmentation, which is sent via GEO Uplink Subsystem (GUS) or GES to military mobiles at GNSS
frequency bands. The main part of MGAS is that Military Command Center (MCC), which is
receiving GNSS augmentation navigation data from all military mobiles via GEO and GUS,
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processing PVT and shown onto screens such as radar display. For instance, the MCC station sends
via GUS and GEO satellites to certain aircrafts position data of all aircraft in its vicinity for collision
avoidance and awareness.
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Figure 9: Military satellite surveillance network (Source: licev, 2012).
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Figure 10: Military Geospatial Augmentation System (MGAS) (Source: llcev, 2012).

Many satellite research centers in many countries worldwide are working with the aeronautical
agencies, research institutions and other stakeholders on the design of more sophisticated and reliable
Satellite Automatic Dependent Surveillance - Broadcast (SADS-B) capability that periodically
broadcasts an aircraft’s position. The SADS-B network is supporting information, heading, altitude
including aircraft identification (ID or name) and short-term intent, more accurately and reliable than
the current radar capabilities. At the same time, other centers are providing research and solutions for
development of the new maritime SADS-B, which has to upgrade Satellite - Automatic Identification
System (S-AIS) and Long Range Identification and Tracking (LRIT) systems.

The Airborne SADS-B system can be used to increase a pilot’s onboard situational awareness,
particularly important in unfamiliar places, such as where aviation is vital with minimum ground
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infrastructures, because of extreme harsh conditions and weather changes in unpredictable fashions.
Shipborne S-ADSB will help ship captains to manage their vessels in a more safe way, especially
during extremely bad weather conditions. Satellite ADS-B can be implemented for land vehicles and
for all military applications as well (Del Re at al., 2008; Tlcev, 2013, 2018).

6. NON-GEO SATELLITE SYSTEMS FOR MILITARY SOLUTIONS

The non-GEO satellite systems started with operations at the end of 1990s, which as new global MSC
structures are space solutions that can provide different services. such as VDV, tracking and
positioning in integration with GNSS networks, as well as surveillance, monitoring, observation,
remote sensing and imaging for both civilian and military applications. The major problems of LEO
satellites are enormous satellite cost, complex network and short satellite visibility and lifetime.
However, the recent developments of small satellites in LEO altitude up to 500 km will provide new
applications with more cost effective possibilities designed by many countries, companies and even
individuals. Thus, this year sees the launch of more than 200 nanosatellites to create a global network
of reliable and affordable Internet and telecommunications services, helping to reach the unreachable.

However, it is important to highlight that small satellites are not able to provide CNS systems and
DVB-RCS standards for seamen and airmen. At this point, only GEO satellites can carry MSC, GNSS
and DVB-RCS transponders and provide CNS Systems for ship-, vehicle- and air-borne commercial
and military applications. In the spite of that, Table 1 presents all main types of satellites and their
masses. The mass of the smallest Fenito is less than 100 g, while the mass of a GEO satellite is higher
than 1,000 kg and up to 7,000 kg (Ilcev, 2013).

Table 1: Masses of different types of satellites (https://www.nanosats.eu/cubesat).

Type of Satellite Mass

Extra Large GEO = 1000 kg
Medium MEOQ 500 to 1000 kg
Small LEQ 100 to 500 kg
Micro LEO 10 to 100 kg
Nano LEOQ 1-10 kg

Pico LED 0.1t01kyg
Fenito LEQ = 0.1kg

6.1 Iridium Big LEO Satellite Network

The Iridium GMSC system was proposed in 1989 by Motorola and after the research phase, the
Iridium LLC system was founded in 1991, with an investment of about USD 7 billion and became
operational on 1 November 1998. With complete coverage of the Earth, including polar regions, the
Iridium GMSC system delivers access to remote or rural areas, where no other forms of commercial
and military communication are available. The company main office is situated in Leesburg, Virginia,
where the Satellite Network Operations Centre is located, while the gateway facilities are located in
Tempe, Arizona and Oahu, Hawaii. Through its own gateway in Hawaii, the US Department of
Defense relies on Iridium for global communications capabilities. This system comprises three
principal components: satellite network, ground network and Iridium subscriber products including
phones and pagers, as shown in Figure 11.

The first generation of Iridium Big LEO satellites is situated in a near-polar orbit at an altitude of 780
km. They circle the Earth once every 100 minutes traveling at a rate of about 26,856 km/h. Each
Iridium satellite is cross-linked (inter satellite link) to four other satellites; two satellites in the same
orbital plane and two in an adjacent plane. In such a way, the Iridium constellation consists in 66
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operational satellites and 14 spares orbiting in a constellation of six polar planes. Each plane has 11
mission satellites performing as nodes in the telephony network. The 14 additional satellites orbit as
spares ready to replace any unserviceable satellite. This constellation ensures that every region on the
globe is covered by at least one satellite at all times, providing voice, facsimile, paging and data
solutions, as well as imaging, video and tracking, which also include the GPS capability already
developed, for commercial and military solutions (Iridium, 2006; Ilcev, 2013, 2018).
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6.2 Globalstar Big LEO Satellite Network

Loral Space & Communications, with Qualcomm Incorporation developed the concept of Globalstar
LEO system at a similar time to Iridium. Globalstar offers telephone, data, tracking and other services
worldwide, starting from the end of the last century. Globalstar phones are similar to that of cellular
systems, but with one main advantage; while a cellular phone works only with its compatible system
in its coverage areas, the Globalstar system will offer worldwide coverage and interoperability with
current and future public switched telephone and land mobile networks. The Globalstar network is
also providing services for military solutions.

The Globalstar system consists of three major segments, which are the Space, Ground and User
segments, including a Terrestrial Telecommunication Network (TTN), as well as public, private,
wireless and cellular systems, as is illustrated in Figure 12. The Globalstar satellites are receiving
signals from mobiles through the S-band forward link and sending signals to mobiles through the L-
band return link. Globalstar has not intersatellite links, so it cannot provide coverage of both poles.
The link between satellites and Ground Earth Stations (GES) is at C-band and the entire Globalstar
network is controlled by Operations Control Centre (OCC) (Globalstar, 2000; Ilcev, 2013, 2018).

6.3 Orbcomm Small LEO Satellite Network

The Orbcomm system is a wide area packet switch and two-way data transfer network that is
providing satellite messaging, tracking and monitoring services between mobile, remote, semi-fixed
and fixed users via GES terminals and Little LEO satellites. It also provides Satellite - Automatic
Identification System (S-AIS) integrated with Radio R-AIS, with the space and ground segments
shown in Figure 13.
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In the S-AIS network, all ships are receiving GNSS PVT signals from the US GPS (1) or Russian
GLONASS (2), then ships out of R-AIS coverage are sending via service link (3) PVT data to the AIS
satellite, which transmits this data via feeder link to the GES (Gateway) terminal (4). On the other
hand, all ships sailing inside of R-AIS coverage are sending GNSS PVT data to R-AIS Base Station
(BS) via radio link (5), while all these ships have AIS data communication via inter-ship links (6).
Received AIS data GES and AIS BS are forwarding via terrestrial links (7) to the SCS terminal for
processing. In such a way, AIS data with positions of all ships in certain sailing regions can be
displayed on radar screens and used for collision avoidance (Orbcomm, 2000; Ilcev, 2018).
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Figure 12: Globalstar GMSC network (Source: llcev, 2018).
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Figure 13: Orbcomm Satellite AIS (S-AlS) (Source: llcev, 2018).
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6.4 Pico, Nano and Micro (CubeSat) Satellite Networks

Recently many countries and some space centers started to provide research, design and development
of cost effective small satellites for LEO constellations. Another name for some of the smallest
satellites is CubeSat, a term that is not used in the ITU resolution but often is applied to nanosatellites
with a volume of 1 L or 10 cm’. The ITU regulations are not geared for these smaller satellites and
until now, there has been no consideration of how the rules might be adopted for them. In an effort to
foster their use, a group of European countries submitted a proposal to WRC-12 suggesting that the
next ITU conference should consider the frequency bands and regulatory requirements for small types
of satellites. The proposal was dated on 30 January 2012, which maintains that more than 500 of these
smaller satellites are under development, which is putting pressure on currently used frequency bands,
usually within the range of 137 MHz to 2,450 MHz.

For instance, the University of Toronto Institute for Aerospace Studies/Space Flight Laboratory
(UTIAS/SFL) has been developed a prototype of Generic Nanosatellite Bus (GNB) to fly a variety of
payloads, ranging from S-AIS tracking solutions to precision formation flying. With the successful
launch of the CanX-2 mission, technological validation is paving the way for the next generation of
GNB derived CanX missions. The current GNB satellites in development include AISSat-1, CanX-3
(BRITE) and CanX-4&5, which the new design of the AISSat spacecraft offering end-to-end
capability from mission design and spacecraft manufacturing to launch services and on-orbit
operations. It is currently the only laboratory in Canada that has built and retains the capability to
build very low-cost spacecraft, such as microsatellites under 100 kg and nanosatellites under 10 kg for
S-AIS maritime services, of which interior details and components are shown in Figure 14. The
spacecraft structure comprised of two trays that accommodate all of the electronics. The AIS system
is a ship-to-ship and ship-to-shore system that is used as an aid for collision avoidance and vessel
traffic management.
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Figure 14: Nanosatellite Tracking Ships (NTS) interior details (Source: llcev, 2018).

The primary problem of small satellites is the short lifetime of batteries. The lifetime of a battery is
depending on the amount of charge cycles , robustness for low voltage and operating temperature
range. In addition, the weight and size of the battery have to be minimized with the focus being the
space usability of the battery. In order to develop the best battery for CubeSat satellites, these factors
have to be solved with new battery types (Newland at al., 2009; Ilcev, 2018; Aerospace, 2019).

6. CONCLUSION

The development of modern civilian and military CNS solutions depends on the research, design
and improvement of contemporary satellite systems, networks and ground infrastructures. While
early satellite communication systems had a life span of days or weeks, today’s systems have
design lives extending to 20 years and beyond, with typical mean mission duration of 15
years. Thus, it is necessary to justify system effort and cost of development and operations.
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Another change over time is that modern satellite CNS onboard terminals for mobile civilian
and military applications have become smaller and more numerous. These terminals have
evolved from a few large fixed terminals to thousands of small mobile terminals. On the other
hand, from the beginning, the weight of GEO communication satellites was about 50 kg and
today we have modern 10-ton structures with solar panels spanning several tenths of meters.
However, a nanosatellite's mass range is between 1 and 10 kg, while a picosatellite weight is
between 100 g and 1 kg.

Modern accurate, reliable and precise systems for communication, positioning, surveillance
and time measurements are crucial for sea, land air military operations, where the effects
from diverse sources must be coordinated in space and time. New GNSS augmented and
CNS techniques and technologies address the needs of new Navigation Warfare (NAVWAR)
defense systems, including Electronic Protection, Electronic Support and Electronic Attack.
This equipment ensures continuous positioning even in the face of interference and jamming.
New techniques provide users with the ability to detect, locate and characterize interference
sources, such as the Global Mobile Tracking (GMT) network of military assets via GEO or
LEO satellite constellations. New satellite multi-constellation capabilities ensure maximum
signal availability deploying software, such as NovAtel CORRECT with Real Time Kinematics
(RTK) provides centimeter-level accuracy for precise operations. Augmented systems, such
as Synchronous Position, Attitude and Navigation (SPAN) of GNSS integrated with inertial
technology ensure continual navigation in difficult environments.
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ABSTRACT

In this paper, a spectrogram based on stepped frequency scanning and adaptive window size algorithm is
proposed to detect drone signals that operate at the 2.4 and 5.8 GHz Industrial, Scientific and Medical
(ISM) bands in a multi-signal environment. In this algorithm, the received signal is divided into multiple
sub-bands and scanned through a large analysis bandwidth. The window size is automatically adjusted by
balancing the time and frequency resolution. The adaptive stepped frequency scan spectrogram (ASFSS)
is then implemented to obtain the time-frequency representation (TFR). From the TFR, signal parameters,
such as the hop duration, bandwidth, and instantaneous frequency (IF), are estimated. Three possible
drone signal types are used in the study: fast frequency hopping spread spectrum (FHSS), slow FHSS,
and hybrid spread spectrum (HSS). The performance of ASFSS is verified using Monte-Carlo simulation
with 20 realisations at signal-to-noise ratio (SNR) range from -16 to 12 dB. In the presence of additive
white Gaussian noise (AWGN), the detection cut-off point is -12 dB for fast and slow FHSS and -5 dB for
HSS. Additional environment signals, such as direct sequence spread spectrum (DSSS) and WiFi,
increase the cut-off point to 5 dB for fast FHSS, 7 dB for slow FHSS and 8 dB for HSS.

Keywords: Adaptive stepped frequency scan spectrogram (ASFSS), adaptive window size estimation;
instantaneous frequency (IF); large analysis bandwidth; time-frequency representation
(TFR).

1. INTRODUCTION

The applications of drones for civilian and commercial purpose have grown over the past decade. This is
as drones, commonly referred to as radio controlled unmanned aircraft systems (UASs), provide
beneficial visual services in the sky. Examples of legal and beneficial uses of drones include industrial
and building safety inspection, geographical mapping, aerial monitoring, photography and videography,
delivery, and agricultural research (Dobie, 2016). However, the abuse of drone applications has caused
security issues, crime, terrorism and privacy problems, such as cross-border drug or weapon smuggling,
spying on critical infrastructure or government facilities, flying a drone by carrying gun or bomb, and
endangering commercial or military air traffic especially at airports. A recent incident at a restricted
airspace over Gatwick airport in the UK resulted in disruption of services over the Christmas holiday
week in 2018 (BBC, 2018). Thus, an approach for countering the threats caused by drones is described,
which includes monitoring the radio frequency (RF) link between the remote control and drone, and drone
signal detection.

Drone detection technologies refer to technologies used to detect the presence of drones within a given

coverage area. The most commonly used techniques in drone detection are RF signal detection, radar,
acoustic signal detection, computer vision and thermal sensing (Musa et al., 2019). Each detection
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technology has its strength and weaknesses. Radar is a possible solution for detecting drones, However,
the small radar cross section of drones, due to small size and low altitude makes drone detection
challenging (Shi et al., 2018) as well as reduces the probability of detection (Ochodnicky et al., 2017).
Acoustics detection is not affected by drone size since it uses low cost and simple audio sensors such as
microphones to sense the buzzing noise come from drone propellers. However, the detection range is very
short, which is easily affected by ambient noise (Mezei et al., 2015; Shi et al., 2018) and highly relies on
a database of drone sounds (Mezei et al., 2015). For computer vision detection, the visibility could be
impacted by fog, trees and buildings (Giiveng et al., 2018). Furthermore, it requires a database for pattern
recognition due to diverse shapes and different angles of view of drones (Rozantsev et al., 2015). For
thermal sensing, the detection is based on the emitted heat signature from motor and battery, which is
useful for night time detection (Andrasi et al., 2017). However, the detection range is short (Fu et al.,
2017) and affected by ambient noise especially in urban areas, such as heat sources from lightings. Some
of these challenges can be addressed using RF-based detection techniques by monitoring the RF link
between the remote control and drone. Unlike the other detection techniques mentioned above, RF-based
detection relies on electromagnetic emissions from the drone, which in most cases contain telemetry and
video signals. The only disadvantage is that when the drone goes into autonomous mode, the transmission
is cut-off. Furthermore, many other wireless technologies, such as WiFi and Bluetooth, share the same
frequency bands as drones (Shi et al., 2018), which could reduce the effectiveness of detecting drone
signals. The wireless technologies that are commonly used in drones are frequency hopping spread
spectrum (FHSS), direct sequence spread spectrum (DSSS), hybrid spread spectrum (HSS), WiFi and
Bluetooth (Rohde & Schwarz, 2016).

In RF-based detection, the characteristics of drone signals are represented in time and frequency domains,
and used to detect the presence of drones (Ezuma et al., 2019). One of the most commonly used methods
to represent signals in time-frequency domain is short-time Fourier transform (STFT). In Luo et al
(2009), Luan et al. (2010) and Zhang et al. (2016), the time-frequency representation (TFR) plot
generated from STFT is converted into image and signal parameters that are extracted from the image.
The short-time Goertzel algorithm proposed in Sha’ameri et al. (2016) is a method similar to STFT.
Instead of using fast-Fourier transform (FFT), the Goertzel algorithm is used, whereby the received signal
goes through a bandpass filtering operation at every channel using a second order infinite impulse
response (IIR) filter. In addition, the Wigner-Ville distribution method was used in Javed et al. (2010) and
Guo et al. (2011) to obtain better time and frequency resolution in TFR. Better signal detection is
obtained in terms of probability of false detection, probability of lost detection, buffer size or sensing time,
signal-to-noise ratio (SNR) and receiver operating curve.

In a spectrogram, there is a trade-off between time and frequency resolution due to the uncertainty
principle. In order to obtain an optimal window size adaptively, Zhong et al. (2010) proposed that the
analysis window size be measured using the instantaneous frequency (IF) gradient of the signal, where the
IF of the signal is obtained by detecting the ridge of wavelet transform. This implies that a wide window
should be employed as the IF of the signal varies smoothly, while a narrow window should be employed
as the IF varies sharply. Pei et al. (2012) achieved the same objective by using a concentration measure to
quantitatively evaluate the TFR energy concentration.

Once the signal representation and window size optimisation are completed, the next step would be
detecting the presence of a drone. In Deng et al. (2011) and Meng et al. (2013), the autocorrelation
method is used in signal detection for searching autocorrelation peaks and judging the cumulative peak-
to-average ratio. The autocorrelation function has the advantage of discriminating between noise and
actual signal coming from the drone. Noise which is random appears as an impulse signal while the drone
signal exhibits periodicity whose feature allows distinction in the autocorrelation function. Furthermore,
Han et al. (2013) proposed an energy detection method. The detection threshold is based on the mean
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energy of the background signal, which is estimated by averaging. Input that is bigger than the threshold
is considered as a signal. This method is simple, but has poor detection for low SNR signals.

The objective of this paper is to describe an adaptive stepped frequency scan spectrogram (ASFSS)
approach that allows representation of signals and large bandwidth analysis at lower sampling rate with
better time and frequency resolution. The input signal is divided into multiple sub-bands and scan
through a large analysis bandwidth. The window size is automatically adjusted by balancing the time and
frequency resolution. Most of the drones are operated at 2.4 and 5.8 GHz Industrial, Scientific and
Medical (ISM) bands, which occupy a large bandwidth of 100 and 150 MHz respectively (Rohde &
Schwarz, 2016). Normally, a large bandwidth analysis involves high sampling rate as stated in the
Nyquist sampling theorem. Furthermore, the time-varying nature of drone signals, such as FHSS and HSS,
requires analysis in both time and frequency domains. For drone signal detection, frequency channel and
hop duration are estimated from TFR, which is then use to derive the IF. In addition to drone signals, the
presence of additive white Gaussian noise (AWGN) and other wireless technologies in the environment,
such as WiFi and Bluetooth, that also operate in the same ISM band would cause signal interference and
complicate the drone signal detection. The performance of ASFSS is then verified using Monte-Carlo
simulation for different cases of multi-signal environment at various SNRs.

This paper is organised as follows: Section 2 defines the signal model and problem statement, followed
by Chapter 3, which discusses time-frequency analysis (TFA), signal detection method and IF estimation.
The results are presented in Section 4, and the paper is concluded in Section 5.

2. SIGNAL MODEL AND PROBLEM STATEMENT

The signals model that used in ASFSS verification is first described in this section followed by the
problem statement.

2.1 Signal Model

In this study, three types of drone signals and two types of background signal would be used to verify the
accuracy of TFR produced by ASFSS. The drone signals are fast-FHSS, slow-FHSS and HSS, which is a
combination of FHSS and DSSS. For background signals, there are orthogonal frequency division
multiplexing (OFDM) and DSSS. The OFDM signal represents WiFi, which is commonly used by many
wireless devices. The signals parameters for the drone and background signals are described in Tables 1
and 2. These signals are assumed to operate at 2.4 GHz ISM band, and are down-converted and sampled
at the Nyquist rate with sampling rate f; = 50 MHz. The received drone signals can be expressed as
(Deng et al., 2011; Liu et al., 2016):

Fast-FHSS 2 51(t) = a(t)el D) ,0<t<T (1)
Slow-FHSS  :s,(t) = a(t)e/@m/c(OD) ,0<t<T )
HSS 1s3(t) = a®p)e/@fe® o<t <T 3)

where a(t) represents the information bearing signal, f,(t) is the time-varying channel frequency, T is
the total signal length, and p(t) is the pseudorandom sequence code. The channel frequency f, of the
FHSS and HSS signals will keep changing from time to time, and the time spent for each f. on each hop
is the hop duration Tj,,, with the bandwidth occupied by each hop is fzy,. For binary frequency shift
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keying (BFSK) signals, such as fast-FHSS and slow-FHSS, the expected fz, to be seen on the TFR plot
is calculated as:

few = 2fp + Rs 4)

The received background signals, OFDM and DSSS, can be described as (Schulze et al., 2005; Deng et
al,2011):

64
Strong-OFDM : vy () = A ). a(t)e/2"Uet/t 0 <¢ < T )
k=1
64 '
Weak-OFDM 1 v,(t) = (0.7074) Y a(t)e/2"Uet/t | 0 <t<T (©6)
k=1
DSSS cv3(t) = a(®p()e/?™et |, 0<t<T (7)

where a(t) represents the information bearing signal, f. is the constant channel frequency, fi is the
subcarrier frequency, p(t) is the PN pseudorandom sequence code, k is the subcarrier frequency index in
the range of 1 < k < 64, and A4 is the signal gain of the OFDM signal. The signal gain of a weak-OFDM
is multiplied by 1/v2 to produce an OFDM signal that has half the power of a strong-OFDM signal.
According to the IEEE802.11 b/g/n standard for WiFi, subcarrier spacing Af;, = 312.5 kHz and number
of subcarriers is 64, which results in OFDM signal bandwidth per channel of 20 MHz.

Table 1: Drone signal parameters: hop duration (Tj,,), channel frequency (f), channel index (k),
bandwidth (f gy), frequency different (f,), symbol rate (R,) and chirp rate (R,).

Signal Modulation Time Parameter Channel frequency Other parameters
(Hop duration)

Fast- BFSK 200 ps fc =k + 6 MHz R, = 50 kbit/s
FHSS k=123,.... ,16 fa = 0.5 MHz
Slow- BFSK 500 us fe = k 15 MHz R, = 20 kbit/s
FHSS k=123, .... ,6 fa=0.25MHz

HSS Binary phase shift 800 us fe =k =15 MHz R, = 500 kbit/s

keying (BPSK) k=1,23,4 R. = 750 kbit/s

fsw = 1.5 MHz

Table 2: Background signal parameters: signal length (T), channel frequency (f.), bandwidth (f gy/), symbol
rate (R,) and chirp rate (R,).

Signal Modulation Time Parameter Channel frequency Other Parameters
(Signal length)

OFDM Quadrature Phase Shift 3200 ps fe =12,37,84 MHz R, = 16 Mbit/s
Keying (QPSK) fesw = 20 MHz

64 subcarriers
DSSS BPSK 3200 ps fc =12MHz R; = 500 kbit/s
R. = 1.5 Mbit/s

fsw = 2 MHz
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In practice, signals received from drones are interfered by background signals that can be represented as:

y(&) = s(t) + v(t) + n(t) ®

where s(t) is the actual drone signal, v(t) is the background signal, and n(t) is the complex-valued
additive white Gaussian noise (AWGN) process of independent and identically distributed real and
imaginary parts with zero mean and total variance 0,2 (Chee et al., 2014). AWGN is included because it
is a basic noise source that appears in almost every practical environment. Furthermore, the OFDM and
DSSS interference signals are included. Thus, five cases of environment are considered as follows:

1) Case 1: Fast-FHSS + Slow-FHSS + HSS

2) Case 2: Fast-FHSS + Slow-FHSS + HSS + AWGN

3) Case 3: Fast-FHSS + Slow-FHSS + HSS + AWGN + Strong-OFDM

4) Case 4: Fast-FHSS + Slow-FHSS + HSS + AWGN + Weak-OFDM

5) Case 5: Fast-FHSS + Slow-FHSS + HSS + AWGN + Strong-OFDM + DSSS

where Case 1 is an ideal environment, Cases 3 and 4 contain three strong-OFDMs and weak-OFDMs at
channels 12, 37 and 84 MHz respectively. In Case 5, there are two strong-OFDMs at 37 and 84 MHz,
with a DSSS at channel 12 MHz.

2.2 Problem Statement

Drone signal detection refers to RF detection of the communication link between the remote control and
drone. Drones are frequently flown in public and noisy environments. In order to protect against
interference, drones adopt spread spectrum technologies, such as FHSS, DSSS, HSS and OFDM (such as
WiFi in the 2.4 GHz ISM band) (Shin et al., 2016). For these time-varying signals, signal parameters such
as hop duration and channel frequency are important to detect and identify the presence of a drone.
Therefore, representing signal information in time and frequency domains is important to drone signal
analysis.

Most of drones, especially the recreational types, operate at the 2.4 and 5.8 GHz ISM bands, where large
bandwidths of 100 and 150 MHz are utilised respectively. For Malaysia, the Malaysian Communications
and Multimedia Commission (MCMC) has specified the frequency bands and transmit power for
operating drones (MCMC, 2015). Typically, the signal is first down-converted to the intermediate
frequency before the analysis is performed. The Shannon-Nyquist theorem states that to perfectly
represent an analog signal, it must be sampled at a frequency higher than twice the signal’s bandwidth
(Fyhn et al., 2013). For a recreational drone that uses FHSS, the signal can hop over the very large 100
MHz bandwidth and thus, capturing the full FHSS bandwidth requires very high sampling rate (Liu et al.,
2016). The higher the sampling rate, the bigger the signal samples that contribute to higher computational
complexity. Due to this frequency hopping over the large bandwidth, the signal is difficult to detect while
maintaining a low sampling rate to reduce computational complexity in the real-time. In order to reduce
the cost induced by high sampling rate, Joo et al. (2007) proposed a scanning receiver divides the
frequency range into sub-bands and scans through every sub-band. Similar to Lehtom“aki et al. (2004),
the channelisation and sweeping method are introduced, where the signal is channelised into sub-channels,
which are swept by changing the centre frequency of the receiver in order to cover entire bandwidth.
Unlike channelised receivers (Tang et al., 2012), the large analysis bandwidth of the receiver is divided
into multiple sub-channels where each input of sub-channel is filtered and down-converted in parallel
before reconstructing the signal from each sub-channel output. Furthermore, there is a method discussed
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by Shin et al. (2016) to make use of power threshold to select the sub-channels and record whenever
signal power exceeded a threshold.

In TFR, there is a trade-off between resolution of time and frequency due to the uncertainty principle
(Zhong et al., 2010). It is not possible to get high resolution TFR in both time and frequency
simultaneously. However, this is crucial if precision is required to estimate the time and frequency
parameters of a signal. This is best illustrated by a modulated Gaussian pulse (Boualem, 2015). It is
shown that this is the only signal where the product of effective time t,f; and frequency fess is constant
at 1/4m, and other signals should conform to this equality to¢¢ferr = 1/4m. The result of this inequality is
also known as the uncertainty principle, similar to the Heisenberg uncertainty principle in quantum
physics. Since the product is a constant, a short duration pulse will have a broad bandwidth and vice versa.
Thus, increase in time resolution will cause decrease in frequency resolution, and vice versa. In addition,
different drone uses different signal bandwidths and hop durations that require an analysis window size
adapting to the signal characteristics by balancing between time and frequency resolutions.

The 2.4 GHz ISM bands that are used by recreational drones are also used by other wireless technologies,
such as WiFi and Bluetooth. In this multi-signal environment, these wireless technologies and white noise
are mixed together with drone signals making it difficult to distinguish each of them (Luan et al., 2010).
Unlike white noise, interference signals such as WiFi have dedicated transmission channels and only
affect drone signals at certain frequency ranges. Therefore, the threshold for drone signals detection has to
be adapted according to the change of frequency spectrum.

3. TFA, SIGNAL DETECTION, AND IF ESTIMATION

In this section, the proposed spectrogram with adaptive window size method is presented, followed by the
signal frequency channel and hop duration estimation and finally, the IF estimation algorithm is explained.

3.1 ASFSS

In ASFSS, the RF signal at 2.4 GHz is demodulated and down-converted to the intermediate frequency
signal with frequency range from 0 to 25 MHz, the input signal is divided into seven sub-bands, and
scanned through every sub-band. From one sub-band to next sub-band, there is a constant frequency step
of 12.5 MHz. The analysis bandwidth is equal to the sub-band bandwidth, which is 25 MHz as shown in
Figure 1. The sub-bands are 50% overlapped with each other to prevent amplitude loss in between two
sub-band boundaries due to the nature of frequency response. To describe how the ASFSS is applied, the
choice for bandwidth and number of sub-bands is limited to 25 MHz and seven sub-bands, and the
bandwidth depends on the sampling rate of 50 MHz, which is based on the Nyquist sampling theorem.
The time and frequency parameters can be varied according to the application requirement. Consequently,
the higher number of sub-bands, the time taken to complete a full spectrum scan is longer, resulting in
lower scanning speed. In order not to miss any part of the drone signal, the scanning speed has to be made
higher than the signal hop rate. The scanning speed also depends on the window size and overlap
percentage of one window to the next window. In this paper, ASFSS using the Hamming window
function is overlapped continuously, where the window function is advanced by one sample from current
window to next window, which is around 99% of window overlapping. By considering the maximum
window size of 4096, 99% window overlapping for seven sub-bands would have a total window length of
4102, and the shortest hop duration that can be analysed at 50 MHz sampling rate is 82 ps. Thus, the
proposed ASFSS settings described earlier can represent the signal with the shortest hop duration shown
in Table 1.
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Figure 1: ASSFS analysis bandwidth.

The block diagram for ASFSS illustrated in Figure 2 shows that the input RF signal is demodulated
through a mixer with local oscillator at frequency f;o = 2.4 GHz. After that, the demodulated signal is
split into seven sub-bands using variable prefilter, mixer and variable local oscillator. The parameters of
the variable prefilter and variable local oscillator can be found in Table 3. All the components of the
system and the necessary processing before the analog to digital converter (ADC) should be implemented
based on analog technology. The variable prefilter band is defined based on the start and stop frequency
of each sub-band, while the variable local oscillator frequency is based on the start frequency of each sub-
band. Next, the signal now with smaller frequency bandwidth is filtered using a low pass filter (LPF),
where the filter bandwidth BW = 25 MHz. Then, the filtered signal is digitised via the ADC at sampling
rate f; = 50 MHz instead of 100 MHz. Subsequently, a Hamming window function and FFT is applied
on the digital signal to obtain a sub-spectrum for the particular sub-band. This sub-spectrum will be stored
in memory temporary until all the seven sub-spectrums are obtained from every sub-band. These seven
sub-spectrums would be merged into a complete spectrum that covers the analysis bandwidth of 100 MHz.
The last part would be accumulating the spectrum to obtain a TFR of the signal.
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Figure 2: ASFSS block diagram.
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The ASFSS approach can be modelled as:

a)

The input RF signal down-converted to demodulated signal can be derived as:
xq(t) = xr(t)e_j(wLOH'@LO) 9)

where x,.(t) is the input RF signal, x,4(t) is the demodulated signal, w;, = 27f;, is the local
oscillator’s frequency in radian/sec, and @, 4 is local oscillator’s phase angle in radian/sec.

Table 3: Variable prefilter and variable local oscillator parameters corresponding to sub-bands.

Sub-band index Variable prefilter band (MHz) Variable local oscillator frequency (MHz)
1 0.0-25.0 0.0
2 12.5-375 12.5
3 25.0 - 50.0 25.0
4 37.5-62.5 37.5
5 50.0-75.0 50.0
6 62.5-87.5 62.5
7 75.0 - 100.0 75.0
b) x,4(t) is split into sub-bands using the following equation:

d)

0 {jga(ﬂx,,(z—r)dr}e-f<waf+¢a> (10)

where x;(t) is the intermediate frequency signal and g,(t) is a variable prefilter kernel with
variable filter band, w, = 2rf, is the variable local oscillator’s frequency in radian/sec, and @, is
the variable local oscillator’s phase angle in radian/sec. The variable filter band and variable local
frequency are changing based on the sub-band index 1 < a < 7 as per in Table 3.

The filtering of intermediate frequency signal x;(t):

X, () = h(t)*x,(2)

= j h(t)x,(t—7)dt (11)
where x¢(t) is filtered signal, and [1(t) is a LPF kernel with cut-off frequency at 25 MHz.

ADC conversion from continuous signal to discrete signal:
xp(£) » x(n) (12)
The transformation of the digital signal to frequency domain and obtaining the TFR can be

modelled as:

N-1

X,(n k)= Zx(m)w(m—n)e‘j”’" (13)
m=0

w= (14)

48



6
X(n k)= D X, (Tn+1,k,) (15)

1=0
S, (n,k) =|X (n,k0)|’ (16)

where X, (n, k) is the sub-spectrum, N is the signal length, x(m)is the signal and w(n) is the

window function with length N,,. Equation 15 is an algorithm to merge all the seven sub-
spectrums X, (n, k) into a complete spectrum X (n, k) and S,.(n, k) is the TFR.

3.2 ADAPTIVE WINDOW SIZE

Window size affects the time and frequency resolution on a given signal in the TFR. It is proportional to
the time resolution but inversely proportional to the frequency resolution. Thus, a balance between the
time and frequency resolution is desired. This can be achieved by having 1:1 ratio for the number of time
bins Nt to number of frequency bins Ng (Hz/bin). The time resolution T, is the distance in s between two
adjacent data points in TFR, which is measured in time-per-bin (s/bin). For frequency resolution F,, it is
the distance in Hz between two adjacent data points in TFR, which is measured in frequency-per-bin
(Hz/bin). Mathematically, the relationship between T, and F,. can be represented as:

T.=N,/f. (17
F.=fIN, (18)

where f; is the sampling frequency and N,, is the window size. In the TFR, N and N is the total number

of bins that is required to represent Ty, and fpy, of a signal in terms of time and frequency. The N and
N can be derived as:

Np = Thop/Tr (19)
Np = fBW/E" (20)

where ’T"hop is signal hop duration estimated using the smallest window size (highest time resolution), and

faw is signal bandwidth estimated using the largest window size (highest frequency resolution). The
relationship between N and T;- can be derived by substituting Equation 17 into Equation 19 to obtain:

NT=Thopfs[ Nl J 1)

w

where N7 is inversely proportional to N,,. The relationship between N and F, is derived by substituting
Equation 18 into Equation 20:

Ny = ff—W N, (22)
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where Ny is directly proportional to N,. The estimated window size Ny, can be obtained by achieving the
time and frequency resolution Ny = N, or allowing Equation 21 to equal Equation 22:

(23)

The flowchart for estimating the adaptive window size is presented in Figure 3. Both the drone signal and
background signal is captured, and then inputted to the spectrogram to obtain the TFR. First, spectrogram
is performed using the minimum window size to estimate the minimum hop duration of signal. After that,
the process is repeated using the maximum window size to estimate the minimum bandwidth of signal.
The estimated minimum bandwidth and minimum hop durations is then used in Equation 23 to calculate
NW.

1 Spectrogram Measure
2 3 minimum
g Minimum — TFR [—> hop
| window size . i o5 )
: output/input duration | T
Background signal fputiing - _ (f) Thop )
+ | ” Nw = S TS
Dronesignal \ J o
Spectrogram
4 5 6 Measure

Maximum = TFR /~—2| minimum

window size bandwidth
output/mput

Figure 3: Flowchart of adaptive window size estimation.

3.3 Threshold Setting

Once the signal is captured, a threshold value is needed to separate the drone signals from background
signals, such as AWGN, strong-OFDM, weak-OFDM and DSSS. The threshold is determined from a
baseline signal, which is without the presence of drone signals, and it contains at least AWGN or any
possible combination of the background signals. The baseline signal would be captured at the very
beginning and the power spectrum of the baseline signal is derived from the frequency marginal of TFR:

B(k) = DS, (nk) (24)
n=0

Since AWGN exists across the frequency range, a default threshold Py 45 is determined by taking the

peak value of the AWGN power spectrum. For OFDM and DSSS, they appear at certain frequency ranges
and have higher power as compared to AWGN. A higher threshold is needed at frequency where the
OFDM and DSSS signals appear and can be derived as:

Pr(k) = max(Pr_ger , Pp(k)) (25)

where P (k) is the threshold at k& frequency, and Pg(k) is the maximum power level of background
signals other than AWGN.
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Figure 4: Threshold setting from baseline signal.

The Figure 4 shows the threshold setting Pr(k) across the spectrum where the threshold setting at
frequency bands occupied by DSSS and OFDM are adaptively adjusted to its peak value. For this
example, the threshold values selected for certain frequency bands are:

(a) For 0 — 10 MHz, 14 — 28 MHz, 45 — 75 MHz, and 93 — 100 MHz, the threshold is 0.001 W
(b) For 10 — 14 MHz, the threshold is 0.012 W
(c) For 28 — 45 MHz, the threshold is 0.002 W
(d) For 75 — 93 MHz, the threshold is 0.004 W

34 Signal Detection

After window size and threshold estimation, the next step is to acquire the drone and background signals
to obtain the TFR using the estimated window width in Equation 23. The purpose of signal detection is to
extract the channel frequency f. and hop duration T}, of the drone signals from TFR. The channel
frequency may vary within an observed time instant but the total number of hop frequencies is the same
for a given signal type. Similarly, this is true for the hop duration which for a given signal type is the
same. Thus, both hop frequencies and hop duration could be used to identify drone signals.

To estimate the frequency parameters from the TFR, the background signal is separated by applying the
estimated threshold on the TFR, and then the power spectrum is derived from the TFR using the
frequency marginal in Equation 24. From the power spectrum shown in Figure 5, the frequency channel
and signal bandwidth for BFSK can be estimated as:

Estimated frequency channel  : fo = (fp2 + fp1)/ 2 (26)

Estimated signal bandwidth few = fupp — frow (27)
where f,1 and f,,, are the frequencies at first and second peak, and f},,, and f;,, are the lower and upper
frequencies measured from 50% power of the first and second peaks respectively. The BPSK signal can
be estimated as:

Estimated frequency channel —: f, = fo (28)

Estimated signal bandwidth few = Juvp — frow (29)

where f, is the frequency at the only peak, f,, and f;,, are the lower and upper frequencies measured
from 50% power of the peak, which is equivalent to the 3 dB or half power point.
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Figure 5: Power spectrum from TFR.

To determine the signal duration at a particular channel frequency, the TFR is evaluated within a
frequency range close to the channel frequency and the time characteristics is given by

Surp
P(n) = ) S (n,k) (30)

K= fiow

where fj,,, and f,,, are the lower and upper frequency limit respectively within the channel frequency
estimated in Equation 28. For each estimated channel frequency, the time characteristics is derived and
then used to estimate the hop duration. Figure 6 describes how the hop duration is estimated from time
characteristics. The reference level used to estimate hop duration is 50% of waveform peak value, which
is consistent with the practice in filter design, where the cut-off point of 50 % power or -3 dB is used to
determine the transition between pass band and stop band.
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Figure 6: Time characteristic from TFR.

35 Instantaneous Frequency (IF) Estimation

The IF provides all the details about the hop pattern as defined by the hop frequency f. and hop duration
T}op throughout the frequency band. This is important as it would provide the input parameters for the
signal classifier. In the IF estimation, the first step is to categorise the drone signals based on the hop
duration estimate shown in Figure 6 since it remains unchanged throughout the transmission for FHSS
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and HSS. This can be done by using the binning method with three predefined ranges of hop duration as
per stated in Table 4 where all the estimated hop durations are grouped into the bins that fit the range.

Table 4: Predefined hop duration ranges for binning.

Bin Range of hop duration (us)
Bin 1 150 — 250
Bin 2 450 — 550
Bin 3 750 — 850

Each estimated hop duration also carries the information on the hop frequency since the time
characteristics is derived from the TFR described in Equation 30. Furthermore, the hop duration
estimation also estimates the start time #; and end time 7,. In the binning method, the bin count for the
estimated hop duration is i and the estimated IF can be represented as:

fi(ts(i): te(i)) = ﬁ:(l) (€29)

4. RESULT & DISCUSSION

In this section, we demonstrate the estimation of drone signals parameters in a multi-signal environment
TFR for ASFSS. The adaptive window size method is verified using the same spectrogram method but
without adaptive window size functionality, which is referred to as the stepped frequency scan
spectrogram (SFSS). The performance of ASFSS in different multi-signal environments for various SNR
is verified by Monte-Carlo simulation.

4.1 TFR

Figure 7 shows the TFR for the captured signal that contains both the drone and background signals. In
Figure 7(a), the TFR contains three types of drone signals, which are fast-FHSS, slow-FHSS, and HSS.
The background signal TFR in Figure 7(b) contains AWGN and interference signal, such as strong-
OFDM, weak-OFDM, and DSSS. The window size N, used in ASFSS is 978 and this value will be
explained in Section 4.2. In general, the TFR describes the signals as defined in Table 1.
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Figure 7: TFR of drone and background signals

The fast-FHSS has the shortest hop duration among three drone signals, thus more hops are captured
within the signal length of 3.2 ms. Since the fast-FHSS and slow-FHSS are BFSK signal, this result in
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two squared power per hop in TFR. For HSS, which is a BPSK signal, it would show one squared power
per hop in TFR. For the background signal, AWGN is scattered across all frequencies. The DSSS and
OFDM have a constant frequency channel all the time, but DSSS has smaller bandwidth as compared to
OFDM. In addition, strong-OFDM has darker colour because it has higher power as compare to the weak-
OFDM.

4.2 Adaptive Window Size in Spectrogram

Based on the uncertainty principle for TFR, Equations 21 and 22 can be presented in two hypotheses to
ensure that the adaptive window size algorithm functions correctly:

a) The shorter the hop duration, the smaller the smaller the window width. This is because
shorter hop duration requires higher time resolution or smaller time per bin T, to resolve the
interval.

b) The smaller the bandwidth, the larger the window width. This is because larger bandwidth
requires higher frequency resolution or smaller frequency per bin E,. to resolve frequency.

For concept proving, the results in Table 5(a) shows that when Ty, becomes shorter, N,, will become
smaller. This satisfies the first hypothesis, where shorter Ty, requires higher time resolution or smaller
N,,. The experiment is conducted by manipulating the Ty, parameter with fgy, as a constant and using
Equation 23 to get N,,,.

For the second hypothesis, it is proven by the results of Table 5(b) that shows when fz, becomes smaller,
N,, will become smaller. This also matches the seconds hypothesis where larger fg, requires higher
frequency resolution or bigger N,,. The experiment is conducted by manipulating the fz,, parameter with
Thop as a constant and using Equation 23 to get N,,.

Table 5: Window size estimation results:
(a) Estimated Tp,,p (b) Estimated f gy

Input output Input output
few (kHz) Thop (us) Ny, (sample) Thop (us) fow (kHz) | N,, (sample)
500 30 387 50 700 423
500 20 316 50 600 456
500 10 224 50 500 500

The accuracy of the spectrogram is defined by the accuracy of the Ty, and fpy, of a signal in the TFR
plot. Indeed, higher time and frequency resolution would produce a TFR plot with higher accuracy or
lower error. The errors of T,y and fgy, are represented in absolute percentage error (APE) that can be
calculated as:

APE for Thop : APEr = (Thop/Thop) * 100 (32)
APE for fgy : APEr = (faw/faw) * 100 (33)

where ’T"hop is the estimated signal hop duration, Ty, is actual signal hop duration, faw is the estimated
signal bandwidth, and fzyy is the actual signal bandwidth. After that, both APE is combined as Average
APE (AAPE), which is calculated by:

AAPE : AAPE = (APE; + APE;) | 2 (34)
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There are many hops that would be appear on the TFR plot, but only the shortest Thop and lowest fgyy are
taken account in the spectrogram accuracy evaluation. As long as the spectrogram is able to resolve the
shortest T,y and smallest fgyy, it can also resolve the longer Ty, and larger fgy,. Thus, the shortest Thop
and smallest fg,, would be recorded and used for AAPE calculation. Based on Table 1, the Fast-FHSS
has the shortest T, 0f 200 us and the Slow-FHSS has the smallest fgy, of 520 kHz based on Equation 4.
The SFSS without the help of adaptive window size is used to compare with ASFSS by performing the
TFA using all the commonly used N,,, in the range from 64 to 4096 with progression power of two (64,
128, 256, 512, 1024, 2048, 4096). Therefore, the minimum window size is Ny, i, = 64 and maximum
window size is Ny, g, = 4096.

Table 6 shows the results of AAPE for different N,, on TFR. Case 1 signals that are defined in Section 2.1
is used since the objective is adapting to drone signal characteristics instead of background signals. For
SFSS, the AAPE decreases from N, = 64 until reaching the minimum of 3.76%, when N,, = 1024.
Then, AAPE increases when N, = 2048 onwards. When N, = 64, the Thop is the most accurate

estimation while the fg,, estimation has the highest error, and vice versa when N,, = 4,096, which
contributes to higher AAPE. N,, = 1,024 has better compromise between time and frequency resolutions,
improving the AAPE result.

For ASFSS, since T}, = 200.62 us when N,, = 64 and fgy, = 524.90 kHz when N,, = 4096, the N,,, is
978 based on Equation 23. Table 6 shows that ASFSS has the best AAPE at 3.66 % when N,, = 978,
where the balance between time and frequency resolutions is achieved. Apart from that, it is worth to
mention that the TFR accuracy evaluation in (Chee et al., 2014) is based on the symbol duration (SD) and
main lobe width (MLW), while ASFSS is based on Ty, and fgyy, since these are the signal parameters
that would help to identify a drone. The SD and MLW estimation requires higher TFR time and frequency
resolutions because there are the fine parameters that build up the Ty, and fgy,. Provided that the cross
terms are effectively attenuated, quadratic time-frequency distribution (TFD), such as Wigner-Ville
Distribution will always give better measurement accuracy than a spectrogram. However, the spectrogram
has the advantage of lower complexity as compared to quadratic TFD.

Table 6: AAPE results of TFR for different window sizes N .

Method N,, (sample) T),(us) fow (kHz) | APEr (%) | APEp (%) | AAPE (%)
Adaptive-SFSS 978 208.04 537.11 4.02 3.29 3.66
SFSS 4096 233.52 524.90 16.76 0.94 8.85
SFSS 2048 216.86 524.90 8.43 0.94 4.69
SFSS 1024 208.46 537.11 4.23 3.29 3.76
SFSS 512 204.12 585.94 2.06 12.68 7.37
SFSS 256 202.16 671.39 1.08 29.11 15.10
SFSS 128 201.04 805.66 0.52 54.93 27.73
SFSS 64 200.62 878.91 0.31 69.02 34.67

4.3 IF Estimation Results

In this section, the IF of drone signals is estimated as explained in Section 3.5. In Figure 8, the IF
estimation is evaluated at 7 dB SNR, corresponding to its TFR in multi-signal environment Case 1 (ideal
case) and Case 3 (worst case). The 7 dB SNR is used here because the drone signals transmitted power
are low enough to show all the three drone signals being detected in the IF plot, especially for Case 3.
From the IF estimation in Figure 8(b), all the hop durations of the drone signals are detected because there
is no interference from background signals in Case 1. For Figure 8(d), many of the hop durations of the
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drone signals could not be detected because of the strong-OFDM higher power and the larger affected
frequency band. This causes part of the drone signals to be buried inside the strong-OFDM, resulting in
the overall weak drone signals or low SNR. A similar effect is shown for other multi-signal environment
cases. In general, the presence of background interference signals, such as strong-OFDM, weak-OFDM
and DSSS, would degrade signal detection where the frequency band is interfered. Other than that, the
SNR could impact the detection quality, which will be discussed in the next section, where a Monte-Carlo
simulation is conducted on the IF at various SNRs in these five multi-signal environment cases.
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Figure 8: IF estimation from TFR in multi-signal environment Cases 1 and 3.

4.4 Monte-Carlo Simulation Results

In this section, IF estimate variance is generated using Monte-Carlo simulation with 20 realisations at
SNR range from -16 to 12 dB. The IF estimation for various SNR would be verified in the five multi-
signal environment cases defined in Section 2.1, by assuming the IF of Case 1 is the reference IF f;. The
mean-squared-error (MSE) for the IF estimate is calculated by (Chee et al., 2014):

. A R
var(f;) = WZ( fi(n) — fi(n))? (35)
n=0

where N is the number of samples. Figure 9 shows the IF estimate variance graph for the drone signals at
various SNRs in different multi-signal environments. From the graph, the accuracy of IF decreases
gradually as SNR decreases, because the background signal power is increasing, until the cut-off point
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where the IF estimate variance starts to fall-off sharply and remain flat. The lower the cut-off point, the
better because this is indicated that the drone signals are able to be detected at lower SNR. Based on
Table 7, the cut-off point for Case 2 is the lowest because there is no interference signal, such as OFDM
and DSSS. Case 4 is the second lowest due to lower power of the weak-OFDM. However, for Cases 3
and 5 are badly interfered by the strong-OFDM and DSSS.
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Figure 9: IF estimate variance of drone signals in different multi-signal environments.

Table 7: IF estimate variance cut-off point.

Drone signals cut-off point (dB)
Multi-signal environment Fast-FHSS Slow-FHSS HSS
Case 2 -12 -12 -5
Case 3 5 7 8
Case 4 2 4 6
Case 5 5 7 8

The plots below the cut-off point in the graphs are flat, indicating that the drone signal has fallen under
the detection threshold. Lowering the threshold could lower cut-off point, but there is always a trade-off
between the detection threshold and the background signal separation. Some parts of the signal cannot be
detected if the threshold is too high. On the contrary, a low threshold results in false detection, where the
background signal is treated as drone signal.
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4.5 Relevance to Practical Drone Detection Application

Since Table 7 describes the performance of the ASFSS for estimating the parameters of a drone signal, it
is important to relate the relevance of the method in a practical drone detection scenario. There are two
possible ways to detect the drone signal: the ground controller and the down link signal. For this scenario,
it is assumed that the signal received is from the downlink signal, which may contain the flight and sensor
parameters, and the video captured by the onboard camera.

The performance is described by making the following assumptions on first the transmitted drone signal
and the receiving station that employs the ASFSS. For the transmitted signal, it is assumed that the
frequencies used are 2.4 and 5.8 GHz, transmit power is 100 mW, and an omnidirectional antenna used
has 3 dBi gain (Rohde & Schwarz, 2016). The transmitter parameters selected comply with the
requirements of MCMC (2015). For the receiver, the parameters selected are described in Table 8. A high
antenna gain of 12 dBi can be obtained either using a co-linear antenna or directional antenna, such as
Yagi in a sectorised arrangement (SELEX, 2014). The sensitivity is obtained based on a noise figure of 10
dB and receiver bandwidth of 25 MHz. Since line of sight is available up to 45 km at an altitude of 400 ft,
the free space loss propagation model is applied and the performance based on the capability to estimate
the drone signal parameters according to the range is presented in Table 9 (Sklar et al., 2020).

Table 8: Receiver parameters.

No. Parameter Values
1 Received antenna gain 12 dBi
2 Carrier frequency 2.4 and 5.8 GHz
3 Receiver sensitivity -90 dBm
4 Other losses 3dB

Table 9: Maximum range for detecting drones for various cases and carrier frequencies.

Case Cut-off SNR 2.4 GHz 5.8 GHz
2 -5 25 km 10 km
5 8 5 km 3 km

From the results shown in Table 7, higher cut-off SNR is required at 8 dB for Case 5 where the
background signal is present as compared to the lower cut-off SNR of -5 dB for Case 2 where the source
of interference is only AWGN. When translated to distance based on the receiver parameters defined in
Table 8 and free space propagation loss propagation model, the range in general is shorter when a higher
frequency is used and in the presence of background signals, as shown in Table 9. Background signals,
such as WiFi, have to be considered since there is a possibility that drones operate close to industrial areas,
airports or commercial areas, as shown in recent incidents. Further reduction in range is expected if
obstacles such as buildings, towers or vehicles are present within the area due to multipath which further
downgrades the quality of reception.

5. CONCLUSION

In this paper, The ASFSS is described for use to generate the TFR and detect drone signals in various
multi-signal environments. In the 2.4 GHz ISM band with analysis bandwidth of 100 MHz, a smaller
sampling rate of 50 MHz is possible, which is four times smaller than the Nyquist rate of 200 MHz. Thus,
the method allows the use of lower sampling rate for a given bandwidth. Furthermore, the adaptive
window size algorithm introduced with the spectrogram has been proven to have the lowest error based
on the AAPE. From the TFR, signal separation and detection are done based on the threshold setting from
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baseline signal, estimate f, and fg, from power spectrum, estimate T, ,, from time characteristic on
each f;, and signal categorisation based on Tj,;, binning. Based on these parameters, the IF estimated
from the TFR clearly defines the signal parameters, such as f;, Ty, and hopping pattern. Finally, Monte
Carlo simulation conducted to access the robustness of the ASFSS to background signals and AWGN for
SNR range from -16 to 12 dB shows that the detection cut-off point is higher by about 12 dB in the
presence of background signals such as DSSS or OFDM. Therefore, the detection range from a practical
perspective in the presence of background signals is expected to be lower.
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ABSTRACT

One of the most important problems facing developers of subsystems of technical systems (TS) for
various purposes is the task of increasing their reliability. The purpose of this article is to develop a
method for synthesis of structures for active loaded block reservation of subsystems. The main method
of study of this problem was the analysis method, which allowed us to develop a way for optimizing
the structure of block reservation, which can significantly increase the likelihood of uptime as
compared to non-optimal options. Among the many ways to increase the reliability of subsystems
associated with the introduction of reservation to the system, the study discusses a method of
increasing the reliability of subsystems with active loaded reservation by choosing the optimal block
size. The task of selecting the optimal block size of reservation subsystems was set in the work. A
graphical and analytical model of the reservation structure was developed using a wave algorithm for
optimizing the reliability of subsystems with sudden independent element failures. A method for
synthesizing the structure of block reservation was described. Examples of calculations were
presented. The proposed method is applicable to any problems that can be reduced to optimization on
both oriented and non-oriented weighted graphs, with the complexity not exceeding polynomial of
third-order.

Keywords: Reliability scheme; reservation ratio; optimal block size; structural reliability scheme;
edge graph.

1. INTRODUCTION

With passive (permanent) reservation, as well as with active reservation in the case of perfect
operation of the switches, the smaller the reservation scale, the higher is the reliability of the technical
system (TS) (Gliniak et al., 2018). The level (scale) at which the reservation is made may be different.
We can reserve individual elements, units, subsystems, and finally the whole system. This research
considers block active loaded reservation of TS subsystems. This is due to the fact that active
reservation, in contrast to passive, does not lead to a change in the parameters of considered class of
subsystems in case of failures. Moreover, active loaded reservation, although it requires a resource
consumption of reservation elements, significantly reduces the time delay when replacing failed
elements due to their continuous readiness for work (Rabinskiy & Vakhneev, 2018; Unaspekov et al.,
2019).

As it is known, active loaded reservation, as well as passive reservation (Epifanov, 1975; Grishin &
Trong Tuan, 2018), when comparing the failure-free operation indices of reserved and non-reserved
subsystems, have critical probabilities of elements of non-reserved subsystems and the corresponding
areas in which the redundancy of reserved subsystems is worse than non-reserved ones. Nonetheless,
the reasons for the presence of these areas, as well as their properties for these types of reservations,
differ significantly. With active reservation, the cause of critical probabilities lies in imperfect
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operation of the switches. As the reliability of the switches approaches one, the critical probabilities
tend to zero (Grishin & Ko, 2009).

One of the properties of active loaded reservation of subsystems is that separate (element-wise)
connection of reserve elements is not the best from the point of view of their failure-free operation.
Thus, with active loaded reservation and imperfect operation of the switches, the smallest reservation
scale (element-by-element reservation) may be far from optimal. The problem arises when optimizing
the structure of active loaded reservation associated with finding the optimal block size (Redko,
2002).

The solution to this problem is enhanced by the possibility of dividing technical systems into
subsystems of various levels of decomposition with a small number of elements. Then, any vehicle
can be divided into subsystems of the first level. Each subsystem of the first level can be divided into
subsystems of second level. The division process can continue until indivisible components are
obtained. Then, at any level of division, each subsystem consists of a small number (from 3 to 20) of
subsystems of the underlying level, which can be considered as its indivisible elements. The TS
subsystems, depending on type and purpose, are distinguished by a wide variety of their design
features and reliability indicators (Redko, 2002; Lugovtsova, 2015; Tretyakov, 2016).

Nonetheless, despite the wide variety of TS subsystems, all of them, in absence of reservation, have a
structural diagram for calculating reliability indicators, often called a reliability structural diagram
(RSD), in the form of a basic (serial) connection of elements. This is because of the fact that in the
absence of structural reservation associated with the introduction of reservation elements into the
system, the failure of any element leads to a failure of the subsystem. In this case, the problem arises
of how to draw up a block diagram of sequences of reservation blocks (in the range of resizing blocks
from general to separate reservation) so that it provides the maximum failure-free rate, if there are
restrictions on the technical implementation of reservation of some blocks (Reinhold ef al., 1980).

In the course of the study, a method for synthesizing the structure of the active loaded block
reservation of subsystems using a graph-analytical model and a wave optimization algorithm was
developed. This method contributes to solving the problem of increasing the reliability of systems in
the aerospace field, in particular, the search for new methods for synthesizing the reservation
structures of systems containing a large number of elements.

2. STATEMENT OF THE PROBLEM OF OPTIMIZING THE STRUCTURE OF THE
ACTIVE LOADED BLOCK RESERVATION SUBSYSTEM

Let us consider the problem of optimizing the structure of the active loaded block reservation of a
subsystem in case of sudden independent failures, when the failure-free performance of its elements
and switches can vary significantly. Let us assume that the switches are combined with parameter
indicators and have a generalized reliability indicator. As an indicator of uptime, we will use a very
important and popular indicator in the form of probability of uptime (Tolstov & Pantyukhov, 2016;
Boykov et al, 2018). Let wus accept that  the following notations:

B(t,)=PR,P(t,)=P,P(t)=P,.. P,(t,)=P, are the probability of failure-free operation of
non-reserved elements during the execution of the task 7, ; while m is the number of basic elements

in the subsystem.

The probability of uptime of the unreserved subsystem P. is obviously determined by multiplication

of probabilities of the failure-free operation of the elements. As mentioned in Polovko (1964), there
are two ways to connect this type of reserve:

1) All blocks of main and backup subsystems are equipped with switches;
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2) The switches are located only in the blocks of all reserve subsystems and are not contained in
the blocks of the main subsystem.

Without loss of generality, let us consider the first method of connecting a reserve. Figure 1 shows a
block diagram of a block active reservation of a subsystem with connecting reserve according to the
first method.
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Figure 1: Structure diagram of subsystem block active reservation.
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The following notations are used in the diagram:

S, is the size of j * reservation block;

r is the number of backup units;

k is reservation ratio;

P (t,) =P is the probability of failure-free operation of the reservation subsystem during the

execution of the task ¢, ;

PP, (t,) = PP, is probability of failure-free operation of switches of j reservation block in time 7, .

All reserve elements of the unit, as well as the switches serving them, are identical with the main ones
respectively. By the multiplicity of reservation in work, we mean the ratio of the total number of all
elements of the system (primary and reserve) to the number of basic elements. The probability of
failure-free operation of the reserved subsystem with the same reservation ratio of individual blocks is
determined using the following equation:

P=[1.u-0n-pp-TI°P 1 (1)

where j is the backup block number, and i is the element number (primary or backup) in j " block.

From Equation 1, we can see that at » = 1, block reservation is transformed into general reservation,
and at » = m, into separate reservation.

The task of optimizing the reservation structure is as follows: for given system parameters

ofm,k,Pl.,j,and PP, we need to find such block sizes S.,8,,0 Sj,..., S, that provide the maximum

reliability P of the reserved subsystem, i.e.:

c

Py=max[T -0-PP, TIX P, ®
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with restrictions on technical implementation of some blocks S :

> S, =m,1<r<m, 3)

j=1
where 7, §,— integers.

The solution of Equation 2 under the constraints of Equation 3 results in a complex combinatorial
problem. In order to resolve the computational difficulties arising from this, an optimization method
was developed on non-classical (weighted) graphs. Many studies have been devoted to such methods
(Soltani & Shafiei, 2011; Mahajan & Tatikonda, 2015; Chattamvelli & Shanmugam, 2019).The
method is based on: 1) graph-analytical model using oriented weighted edge graph containing
analytical formulas for calculating reliability indicators of all edge blocks with all kinds of subsystem
block reservation methods; 2) wave algorithm for finding the optimal route on the graph.

3. GRAPHICAL ANALYTICAL MODEL OF BLOCK RESERVATION

The model is based on oriented weighted edge graph. In the absence of restrictions on technical
implementation of some blocks, a fully connected oriented edge graph can be used to solve the
problem. In the presence of these restrictions, the edges of the graph corresponding to the forbidden
blocks should be deleted. In the beginning, we construct an edge graph for the non-reserved
subsystem. It contains (m +1) top and m ribs. Figure 2 shows the edge graph for the non-reserved

subsystem.

Figure 2: Edge graph for non-reserved subsystem.

Then, each edge of the graph is associated with a “value” in the form of the probability of failure-free
operation of the corresponding unreserved element of the subsystem. The edge graph of the reserved
subsystem is constructed based on the edge graph of non-reserved subsystem. In order to do this, at
first, on each oriented edge of the graph of the unreserved subsystem, a new value is affixed,
corresponding to the probability of failure-free operation of the length unit (separate reservation) with
a given reservation ratio k. For example, the edges between the vertices 1-2,2-3, ..., m-(m+1)—

should have values in the form of probability of failure-free operation (Equations 4 - 6):

P.=1-(P, PP, “4)
P;J:l_(Pzg'PPz,s)k; (5)
P;,mn =1- (Pm.m+1 .PPm,erl)k ’ (6)

where: pr -p. p. -p...p. -p,and PP, PP, PP, are probabilities of uptime of

the switches serving the respective units. The initial graph with new values takes the form presented
in Figure 3.
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Figure 3: The edge graph of the original subsystem with new separate reservation values.

Figure 4 shows a structural diagram of reliability of the subsystem with separate reservation of
elements corresponding to the edge graph shown in Figure 3.

m+ 1

P P iy 2

Figure 4: The structure diagram of reliability of separate block reservation (block size is 1, where E are
subsystem elements and S are switches serving shared redundant units.

A comparison of Figures 3 and 4 shows that the probability of failure-free operation of this kind of the
reserved subsystem is determined by the multiplication of the values of m for the consecutively-
connected edge blocks. This block reservation kind (Figures 3 and 4) is the first step in converting the
original edge graph (Figure 2). Further transformations of the edge graph of the original subsystem
goes as follows. In Figure 2, sequentially oriented edges are drawn from each vertex (starting from the
first) to all the others (from left to right), avoiding the image of two or more oriented edges between
any pair of vertices. The resulting edge graph is shown in Figure 5.

Figure 5: Formation of the oriented edge graph of the reserved subsystem.
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The block reservation structure corresponding to the graph shown in Figure 5 is impossible to depict,
since this structure reflects all possible ways of reserving the original system. Only separate block
reservation options can be depicted. For example, the oriented edge of 1 — (m + 1) in Figure 5 with

value of P;W corresponds to the structural scheme of one block with a common reservation, with

1
the block reservation structure presented in Figure 6.

1 m+1
T A+ DD
2 ®—>®- .- 82—
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Figure 6: Block reservation diagram for 1 — (m + 1) corresponding to the graph, where E are subsystem
elements and S are switches serving shared redundant units.

The generated model of the edge graph demonstrated in Figure 6 is convenient for presentation in the
form indicated in Figure 7.

Figure 7: Edge graph of reserved subsystem, where p...p,  are uptime probabilities of various

redundant units.
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This graph contains (m + 1) = m / 2 oriented edge blocks in the absence of technical restrictions on
implementation of some blocks. The entire set of edges of the graph reflects all ways to form
reservation blocks. Therefore, any block has a start vertex and an end vertex. Each oriented edge, as in
the previous case, is assigned a value equal to the probability of failure-free operation of the
corresponding reservation block. For example, a block including a sequence of vertices g, g + 1, g +
2, ..., h + 1 of the graph shown in Figure 7 has the following value:

P.=1-0-P;P. P, PP o

Figure 7 shows that on the formed graph, there are many routes from vertex 1 to vertex m + 1 in the
form of sequences (chains) of oriented edge blocks. Each route defines one of the methods for block
reservation of the system in the range from separate (route 1-2-3— ... -m + 1) to general (route 1- (m +
1)). We define the value of the route as multiplication of the values included in its edge blocks. Then,
these values are equal to the probability of system uptime with this reservation option. Thus, the
solution to Equation 2 with the restrictions from Equations 3-5 is reduced to finding a route with the
maximum value.

4. DEVELOPMENT OF WAVE ALGORITHM FOR OPTIMIZING BLOCK
RESERVATION

In order to find the optimal route (in the sense of its maximum value), it is proposed to use wave
algorithm. Its essence can be reduced down to the following. A wave is launched from the initial
vertex, which propagates in steps in all possible directions of the graph. In one step, the wave moves
from the current state to a new state by one edge. Conventionally, we can separate the leading wave
front and the trailing wave front, between which optimization takes place. At the first step, the wave
moves from the initial vertex to adjacent vertices along all edges emanating from it. Vertices to which
the first wave has reached define its leading edge. Each vertex to which the wave has reached in the
first step is assigned the value of the edge along which the wave has come into it (input value), and
also the number of the vertex from which the wave has arrived (input address) is stored (Polovko,
1964).

Then the peaks shall be fixed, to which the wave reaches the second step by enumerating all the edges
coming from the vertices to which the wave reached in the first step. The value of any vertex in the
second step is determined by the multiplication of the values of the edges entering into it and the
value of the vertex coming from this edge (outgoing). If any — top of the second step (and subsequent
steps) includes several of oriented edges, the value of this peak is defined as the maximum of possible
values. This ensures that the vertices of the graph are assigned a relative maximum (assignment to the
vertices of the maximum value of several possible values in the current step). The step-by-step
process of wave propagation continues until the trailing edge of the wave passing along the longest
paths (in terms of number of edges included in them) reaches all the vertices (Soltani & Shafiei,
2011).

Then, behind the leading front, the wave can repeatedly come to the same peak along different routes
at different steps. Each time in these situations, the algorithm updates the input value and the input
address of the vertex if the new value is higher than previously recorded. This ensures that each vertex
is assigned a conditional maximum value. Upon reaching the end of the wave propagation, each
vertex contains an absolute unconditional maximum, i.e., the maximum value with which the wave
came to each vertex along the optimal route from the initial first vertex. Optimal routes are easily
traced by the input addresses assigned to each vertex (Kozlov & Ushakov, 1975).

The developed method is programmed in MATLAB. For using the wave algorithm, the following data

is used. The input for the algorithm are a mathematical model of connectedness of directed graph of
reserved system in the form of list of connectedness; a mathematical model of the values of the edges
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of the directed graph of the redundant system in the form of a two-dimensional array of probabilities
of failure-free operation; and the values of all oriented edges. Each line in the list corresponds to a
specific vertex of the graph. The i™ line of the list indicates the numbers of the vertices of the graph
with which the /™ vertex is connected. The elements of the array of values are described by Equations
8 — 16 (Reinhold et al., 1980):

MV(12)=1-(1=p,-p, ) sMV(13) =1-(1=p, - p, p,;)" (8)
MY (Lm+1)=1=(1=p,xpyX...p, X P ) ©)
MV(23)=1-(1-p,xp,,3)"; (10)
MV(24) =1-(1-p,xpyxp,, )" (11)
MV(2,m+1)=1—(1—p2xpsx...pmxppz’mﬂ)k; (12)
MV(34)=1-(1-pyxp,s)": (13)
MV(3.5) =1-(1=p; py P35 (14)
MV@Bm+1)=1=(1=py X p, XDy X P yymt)s (15)
MV(m,m+1)=1=(1=p, X P ) - (16)

The output data are a vector of optimal routes (1, m + 1) and a vector of optimal route values (1, m +
1). The first element is considered as a source of the wave. Each i™ element of the vector of optimal
routes (i > 1) contains the number of the vertices from which the wave came to the i vertex along the
edge of vector’s length (equals one) in the optimal route. According to the vector of optimal routes,
they are easily formed from the first peak to any other. Each i™ element of the value vector of optimal
routes (i > 1) contains the maximum value with which the wave came to the i vertex from the initial
first vertex. Therefore, the two output vectors contain the solution to the problem posed, not only
containing subsystem m elements, but for all smaller subsystems. Elements of the output vectors (with
the exception of the first one) are regularly updated during the step-by-step operation of the wave
algorithm, receiving the final values after termination of the wave motion.

The intermediate data are a vector of the old state of the wave (a vector that determines the position of
the wave at the current step) and a vector of the new state of the wave (a vector that determines the
position of the wave at the new step). The elements of the vector of the old state of the wave contain
the numbers of the vertices that the wave have reached by the current step. Elements of the vector of
new state of the wave has the numbers of vertices reached by the wave in the next step. At the end of
each step, the vector of the new wave state is rewritten, and the content of the vector of the old wave
state and old vector is zeroed. The work of the algorithm ends (wave motion ends) when the two
output vectors (vectors of optimal values and routes) cease to change, and the vector of the new wave
state becomes zero.

It will be interesting to compare the complexity of the considered method with the enumeration
method for solving the problem. In order to solve the problem by enumeration, we need to determine
the number of oriented routes leading from the initial vertex of a fully connected edge graph to the
final vertex. Since each route determines one block reservation method, it is necessary to calculate the
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probability of the subsystem’s failure-free operation for each reservation method as the product of the
probability of failure-free operation of the edge blocks included in each route with a given
multiplicity. The number of oriented routes is easy to calculate by summing the number of routes of
different lengths.

By the length of the route, we understand the number of intermediate vertices included in the route
between the initial vertex and the final vertex. For the number of vertices of the graph of the non-
reserved subsystem (m + 1), the lengths of the routes take the values: 0, 1, 2, ..., (m - 1). Therefore, it
is necessary to count the number of routes: without intermediate vertices between the initial and final
nodes; with one intermediate vertex and then two, three, intermediate vertices and so on; and finally
to (m - 1)™ intermediate vertex. It is clear that the number of routes with i intermediate vertices is
determined by the number of combinations of (m - 1) elements with i elements. The total number of
oriented routes M from the initial vertex to the final one is determined by their sum, which comes
from the Newton binomial expansion formula in the following form:

M = Com—l + Clm—l +...+ CV71117—1 = 2m71 . (17)

As we can see from Equation 17, the problem posed in the work for the enumeration method is
exponentially complicated, that is, it is difficult to solve; while for the developed method it is
polynomially solvable. Actually, a wave moving along edges of unit length maximally makes m steps
(along the longest route). During each step (except the first), the wave can propagate maximally from
r (0 <r <m + 1) vertices when forming the vector of the old state of the wave. Each vertex of this
vector can be connected with a maximum of m vertices during the formation of the vector of the new
wave state. Therefore, the complexity of solving the problem using the developed method is not
higher than a third-order polynomial from the size of the problem m. In comparison, the Dijkstra
method allows us to solve the problem in time set by a second-order polynomial. While the developed
method is less efficient than the Dijkstra method, it is more universal, since, unlike the latter, it allows
solving optimization problems on both oriented and non-oriented graphs with the same complexity,
defined by a third-order polynomial. With the closed loops in non-oriented graphs, the wave motion
never loops due to the fact that when the waves re-enter them, the values of the vertices of these loops
cease to be updated.

5. THE RESULTS OF CALCULATIONS PERFORMED BY THE DEVELOPED
METHOD

Here are some results illustrating the possibilities of the proposed approach for various options of the
source data. In our calculations, we will assume that there are no technical restrictions on the options
for the formation of blocks of reservation.

Option 1. The unreserved subsystem has five elements (7= 5). The edge graph of original system
has six vertices and it is shown in Figure 8.

P1 P2 P3 P4 Pj—ll
Figure 8: Edge graph of the unreserved subsystem.

The probability of failure free operation of the main and reserved elements have the following values:
B=0.978; P,=0.975; P,=0.970; P,=0.972; and P,= 0.964. The reliability of the switches for all

combinations of block reservation is assumed PP = 0.95, with reservation ratio k= 2.
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As a result of the calculations, we get the optimal route and the corresponding reliability indicator.
The optimal route (OR) from vertex 1 to vertex 6 has the form: OR = 1-3-5-6, where 1, 3, 5 and 6 are
the numbers of the vertices of the edge graph of the unreserved system. The subsystem failure free

index P, is 0.9734. Figure 9 shows the optimal reservation structure corresponding to the calculated

optimal route, whereby Elements 1 and 2 form the first block, Elements 3 and 4 form the second
block, and Element 5 forms the third block.

Figure 9: The optimal structure of block reservation for Option 1.

Option 2. Let us change the probability values £ and P, leaving the rest of the original data the
same, i.e., £, = 0.964 (instead of 0.978), and P;= 0.978 (instead of 0.964). As a result of the
calculations, we obtain OR = 1-2-4-6 and P.=0.9734. We can see that the option of block reservation

has changed with a constant indicator P, .

Option 3. The source data of this option corresponds to Option 1. Let us increase the reservation ratio
by 1, i.e., k= 3. As a result of the calculations, the optimal route (OR) from vertices 1 to 6 has the
form of 1-2-3-4-6, where 1, 2, 3, 4 and 6 are the numbers of the vertices of the edge graph of the
unreserved system, while the subsystem failure free index P. is 0.9992. The optimal reservation

structure corresponding to this option is presented in Figure 10, whereit can be seen that elements 1
and 2 form the first block, elements 3 and 4 form the second block, and elements 5 and 6 form the
third block with a reservation ratio of 3.

Figure 10: Optimal block reservation structure for Option 3.

Option 4. The source data of this option corresponds to Option 3. Let us increase the multiplicity
once more by 1, i.e.,, k= 4. As a result of the calculations, we obtain OR = 1-2-3-4-5-6 and P=

0.9999.The optimal reservation structure corresponding to this option is presented in Figure 11. It is
observed that with increasing reservation multiplicity, the optimal block reservation structure tends to
be separated reservation.
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Figure 11: Optimal block reservation structure for Option 4.

Option 5. Let us accept m =5, k=2. We will set various values of the reliability indicators not only
of elements P, but also switches of various blocks PPI ,» where [is the beginning of the block on the

edge graph, and /% is the end of block /, whereby 2= 1,2, ..., m, h > [ (Table 1).

Table 1: Various values of the reliability indicators.

Indicator in the form of Probability of failure-free
probability of uptime, P | operation of switches, PP
1=0.978 1,2 =0.950
2=0.975 1,3=0.989
3=0.970 1,4=0.973
4=0.972 1,5=0.987
5=10.964 1,6 = 0.985
2,3 =0.995
2,4=0.980
2,5=0.982
2,6 = 0.985
3,4=0.940
3,5=0.968
3,6=0.971
4,5=0.945
4,6 =0.977
5,6 =0.952

As a result of the calculations, we get OR = 1-3-6 and P.= 0.9892. In this option, the optimal
reservation structure contains two blocks. The first block contains Elements 1 and 2 with a switch

PR, ;, while the second block contains Elements 3 - 5 with a switch PP,

Option 6. Let us accept m =20, k= 2. The switches of all blocks shall be the same - PP = 0.95. The
reliability of the main and reserved elements is set by the probabilities shown in Table 2.

As a result of the calculations, we obtain OR = 1-5-6-13-18-18-21 and P.= 0.8243. The optimal

reservation structure contains five blocks with elements: 1 -4; 5; 6 - 12; 13 - 17; and 18 - 20. Let us
calculate the probability of failure of the subsystem for the source data of this option in addition to the
case of general and separate reservation, whereby we obtain: Py, = 0.7673 and Py, = 0.7249.

The calculated indicators are much lower than the optimal value of P = 0.8243. Therefore,

optimization of the structure of block reservation can significantly increase the likelihood of failure
free operation as compared to non-optimal options.
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Table 2: the probabilities that set the reliability of the main and reserved elements.

Probability | Value
No.
1 0.985
2 0.955
3 0.957
4 0.959
5 0.960
6 0.973
7 0.985
8 0.981
9 0.976
10 0.964
11 0.967
12 0.958
13 0.955
14 0.962
15 0.959
16 0.973
17 0.979
18 0.961
19 0.987
20 0.980

6. CONCLUSION

We have developed a method for synthesizing the structures of active loaded block reservation of
subsystems based on the use of a graph-analytical model and a wave algorithm for optimizing
reliability. This method allows us to build the optimal block reservation structure, which significantly
increases the probability of failure-free operation of the subsystem both with the same and with
different probabilities of failure-free operation of elements and switches under the conditions of
independence of the occurring failures. It also makes it easier to take into account technical
limitations imposed by design and technical documentation on the feasibility of individual reservation
units. The method is applicable to all kinds of problems that can be reduced to optimization on both
oriented and non-oriented graphs with assigned value and with the complexity not exceeding a third-
order polynomial.
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ABSTRACT

This paper aims to map crime hotspots, and to determine high and low crime areas in Petaling Jaya,
Selangor. The data is analysed using kernel density estimation (KDE) in the ArcGIS 10.5 spatial
analysis tool software to identify hotspot areas and buffer analysis for hotspot streets, which is
displayed in raster format. The study uses index crimes, which has 26,739 points (x, y coordinates)
from 2010 to 2016. This study involves ten boundaries of police stations in Petaling Jaya. The results
indicate that there is a clustering of crime hotspots found in seven areas in the study area, namely
Kelana Jaya, Sg. Way, Sea Park, Kota Damansara, Seksyen 17, Damansara and the city centre of
Petaling Jaya. The crime hot streets are found to be of very high priority are in seven roads; 23 roads
are of high priority; 83 roads are medium; low priority in 694 roads; and 13,902 roads have very low
crime. The outcome of this paper allows law enforcement agencies and policymakers to consider the
hotspot areas and streets in the implementation of strategic planning for reducing crime.

Keywords: Geographical information systems (GIS); crime hotspot; crime mapping; kernel density
estimation (KDE); defensible space.

1. INTRODUCTION

Crime hotspots typically represent the identified areas where crime occurs most frequently, and
geographical information system (GIS) has become widely used to support policing and crime
prevention with spatial location information (United Nation, 2010). Chainey (2013) explained that
hotspots could exist at the city level where crime is highest, at the local residential housing level, or
specific streets and clusters of buildings where crime is highly concentrated. The GTP Annual Report
(2010) stated that 50 crime hotspot areas were identified as areas of high crime frequency.

A hotspot, as defined by Chainey and Ratcliffe (2005), is a geographical area of concentration higher
than average crime with cluster incidents location. Identifying crime hotspots is the first step in spatial
analysis when conducting crime mapping. The traditional method of displaying crime hotspot is
placing pins for crime locations onto a wallpaper map board. Crime mapping studies have been going
on for almost 190 years, and it is based on the earliest study about mapping crime by André-Michel
Guerry in early 19" century in France (Eck &Weisburd, 1995; Paulsen & Robinson, 2004; Chainey &
Ratcliffe, 2005; Weisburd et al., 2012; Wortley & Mazerolle, 2017). An analysis of crime hotspots
with mapping provides a distribution of geographic patterns of crime to identify problem areas.
Jefferis (2009) found that the most common method for displaying geographic patterns of crime is by
point mapping. The mapping of crime hotspots has become a common practice among police forces
across the world (United Nation, 2010; Gorr & Kurland, 2012; Chainey, 2013; Gill et al., 2015; Leigh
et al., 2016; Kalinic & Krisp, 2018).
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Mapping crime hotspots aims to identify spatial clusters for proper strategic policing policy. The most
common method of policing policy depends on the pattern of crime. Cluster crime patterns enable
policing policies to focus on locations for defensible preventing crime. (Chainey & Ratcliffe, 2005;
Braga, 2007; United Nation, 2010; Ratcliffe et al., 2011; Gorr & Kurland, 2012; Chainey, 2013).

In Malaysia, high crime areas (hotspots) are in states with significant urban hierarchy status and big
cities, such as Selangor, Kuala Lumpur, Penang and Johor, which are recognised by the Government
Transformation Programme (GTP) Annual Reports. High-risk urban areas had experienced a
significant reduction in crime from 486 crimes that occurred daily in 2010 to 272 crimes each day in
2017 when the government launched the Transformation Plan 2010-2020 to reduce the national crime
rate (GTP Annual Report, 2017). The omnipresent patrol initiative programme is one of the policing
policies introduced by the government in 2011. A total of 21,624 additional police personnel have
been patrolling in 50 crime hotspots to combat crime.

The standard spatial analysis methods and techniques to produce hotspot maps of crime include point
density mapping, spatial ellipses, thematic mapping, kernel density estimation (KDE) and G;
statistics. However, KDE is the most popular of these standard hotspot mapping techniques, and
widely used among crime analysts who use GIS to analyse and display geographic concentrations of
crime events (Chainey & Ratcliffe, 2005; Gorr & Kurland, 2012; Chainey, 2013; Boba, 2016; Kalinic
& Krisp, 2018). Kernel estimation aims to estimate how the density of events changes spatially based
on any given crime point patterns. It creates a continuous surface of density values whereby any
location reflects the concentration of points in the area surrounding that location. One of the main
advantages of kernel estimation is that it can quickly turn an intricate crime pattern of points into a
smooth and understandable image. According to Chainey & Ratcliffe (2005), there is no universal
standard of numerical number in an area to be the crime hotspot.

The objective of this study is to generate crime street hotspot maps for Petaling Jaya, with the aim of
mapping crime hotspots, and determining high and low crime areas and streets using KDE. This study
provides spatial information for law enforcement on crime hotspots for creating defensible spaces and
safe cities.

2. STUDY AREA, DATASETS AND BACKGROUND STUDY

This study focuses on Petaling Jaya, Selangor, as this area is considered as one of the hottest spots in
Selangor. The Petaling Jaya district is covered by ten police station boundaries as shown in Figure 1.
Dataset of the crime data consists set of x, y coordinates using the WGS 84 Web Mercator projection,
and was obtained from the police district departments and the iSelamat.my web portal for the period
of 2010 to 2016.

3. METHODOLOGY

KDE and buffer analysis are used to understand the crime problem. The methodology adopted in this
study is based on the crime pattern theory proposed by Brantingham & Brantingham (1984), and KDE
technique proposed by Chainey et al. (2002) and Eck et al. (2005). The GIS software used is ArcGIS
10.5 with the kernel density tool extension.
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Figure 1: The police station boundaries for the study area.
3.1 Kernel Density Estimation (KDE) technique

There are four stages in the process of creating hotspot maps (Chainey et al., 2002; Eck et al., 2005)
as shown in Figure 2, which are geocoding crime incidents, creating the grid, defining the bandwidth
(search radius), and assigning values to squares. Most GIS software, such as ArcGIS, Maplnfo and
CrimeStat, provide quartic KDE, which requires two important parameters - the grid cell and
bandwidth. The lead parameter is bandwidth. Therefore, bandwidth selection will determine the
density or volume of crime pattern distribution with a smooth continuous surface to represent hotspots
across the study area.

Stage 1 is the processing of the geocoded or x, y coordinate crime incidents before the hotspot exists.
In Stage 2, a grid is created to overlay the area of the crime points. The size of the grid is referred to
as the output of grid size. This grid size is measured in metres and the output cell size is set for one
size: 50 m, which represents a square of 50 m x 50 m on the ground. This grid size will determine
how detailed the resulting map will be and how much processing time it will take. If the cell set for
the grid size is too large, the result will be a map of blocks. If the cell set for the grid size is too small,
the map will have high resolution but will take a much longer time to process. Both grids will
technically be correct but with different data resolutions.

Stage 3 is defining bandwidth of the grid. The process looks at each grid cell, in turn, counting all the
crimes that have occurred within this bandwidth distance. This study provides the search radius for
two distances: i) 100 m and ii) 500 m. The points closer to the centre of the cell have a higher
influence value than those further away. These values accumulate to provide the density value for that
cell. Stage 4 involves processing each grid square, then assigning a value relating to the number of
points in or near it. When these density values are applied to each cell, they provide a continuous
surface density map, and these values will then form the density or hotspot map. Therefore, the
classification is done using standard deviations n = 2.5.
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Figure 2: Process of the KDE technique.

The kernel density for the points calculated is computed using the ArcGIS kernel density tool (Esri,
2018), which uses a quartic kernel (Silverman, 1986) that is expressed as follows:

n

1
Density = [mdius)zz

i=1

oo () @

For dist; < radius

where:

i =1..., nare the input points. Points are only included in the sum if they are within the radius
distance of the x, y location.

pop; is the population field value of point i, which is an optional parameter.
dist; is the distance between point i and the x, y location.

The calculated density is then multiplied by the number of points where the output raster is applied to
the centre of every cell.

3.2  Workflow and Buffer Tool Technique for Street Level Density Hotspot

An analysis with buffer has two benefits. First, the streets are lines and buffers with polygons created
around them. When the crime points are joined to the polygons, the number of points within the
polygon is summed. The joint buffer allows ranked crime statistics to be displayed on each street level
(Gill et al., 2015). The crime events are then aggregated to street level, and crime events on the street
level can be further aggregated and placed into defined classes. Weisburd et al. (2012) and Curman et
al. (2015) found that crime events on the street level can be labelled in various permutations of low,
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medium, and high crimes as well as stable, increasing and decreasing in the analysis segment density
for hotspot maps. The workflow process used in this study that combines buffer analysis with KDE
analysis is shown in Figure 3.

Crime Classified
dataset | A KDE __»  bynatural »/  Stretch

breaks by type
/' (Jenks)

Bandwidth Result
and cell size Output
Street i
\ Buffer Join street

—»( Buffered \—  pyfferto

Distance / P

Figure 3: Workflow of KDE and buffer analysis technique.

3.3 Crime Data

The crime data used is between 2010 to 2016, with 26,739 points (X, y coordinates) obtained from the
district police stations. The type of crime data for the analysis consists of ten types of crime index,
whereby seven of them are property crime, namely theft, snatch theft, motorcycle theft, car theft, van /
lorry / heavy machine theft, night-time house break-in and daytime house break-in; while the other
three are violent crimes, which are gang robbery, robbery and assault. KDE is used to show the
macro-level results of hotspot crime locations over the study area, while buffer analysis is used to
show the micro-unit results of hotspot crime street locations. The study of macro and micro-levels
will determine high and low crime densities in the study area.

4. RESULTS AND DISCUSSION

4.1 Crime Distribution by Classification of Police Station Boundary

As shown in Figure 4, from five classifications determined using the natural breaks (Jenks) tool use in
ArcGIS, the crime distribution for the ten police stations in the study area shows that Sg. Way has a
very high crime distribution (total count ranges from 4,694 to 6,095 crime incidents). Kelana Jaya and
the city centre of Petaling Jaya have high crime rates (total count ranges from 2,943 to 4,694 crime
incidents). Kota Damansara has a medium crime rate (total count ranges from 2,649 to 2,943), while
low crime areas are Damansara, Sek.17, and Sea Park (total count range from 730 to 2,649 crime
incidents). The very low crime areas are Kg. Baru Subang, Sg. Buloh and Sg. Pelong. The results
show that the high crime areas are close to the city centre of Petaling Jaya, which is a developed urban
area. The very low and low crime areas are within the villages and intra-urban areas with moderate
urbanisation. Kota Damansara, which is classified as a medium crime area, is also moderately
urbanised. Damansara, Sek.17 and Sea Park have the characteristics of an old urbanisation
development in Petaling Jaya. The results of the total crime show that the indication of high and low
crime is affected by the urbanisation of the areas.
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Figure 4: High and low crime areas in Petaling Jaya according to police station boundaries (2010 to
2016).

4.2  Crime Pattern Hotspots Generated Using KDE

As discussed in Section 3.1, there are two hotspot maps produced to visualise the data in this study.
The first search radius bandwidth is 500 m with 50 m grid cell size, while the second is 100 m with 50
m grid cell size. As the search radius is increased from 100 to 500 m, as shown in Figure 5, the
hotspots become more generalised. The kernel density function is best used to locate high crime areas
and provide a broad idea of crime pattern areas based on raster format. A 50-m raster size is selected
because this distance covers approximately half a block, and this raster size shows variation at the
block level as described by Spicer et al. (2016). KDE analysis for bandwidth of 500 m shows that
there are seven high crime areas. Kota Damansara, Kelana Jaya, Sg Way, Sea Park, Sek. 17,
Damansara and the city centre of Petaling Jaya are the highest crime areas, while Sg Pelong, Sg Buloh
and Kg Baru Subang are low crime areas based on the raster format. The second map for of 100 m
with 50-meter grid cell size is produced to show the different densities and is more specific, as shown
in Figure 6.

4.3  Crime Pattern Within Street Buffer for High and Low Crime Hotspot Map

The street-level study was conducted to determine the streets with the hottest crime spots. From Table
1 and Figure 7, the street-level map shows that areas in Sg Way, the city centre of Petaling Jaya and
Kelana Jaya with Jalan 51A/224, Jalan PJS 8/9, Jalan PJS 2C/2, Jalan PJS 2/1, Jalan PJS 20/19, Jalan
SS 7/26 and Lorong SS 7/19 have high crime concentrations in the study area. The study found that
23 streets are categorised into high priority crime, 83 streets in medium crime, and low priority crime
in 694 streets, while 13,902 streets in very low crime.
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Figure 5: High and low crime areas map generated using KDE (Bandwidth: 500m and
cell size: 50m).
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Figure 6: High and low crime map area by KDE analysis (Bandwidth: 100m and cell size: 50m)
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Table 1: Crime hotspots on the street (2010-2016).

Rank | Areas Buffer zone map Road name
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Figure 7: Crime hotspots in 3D view.

4.4  Discussion

Based on Figures 4 -7 the results obtained vary with different types of analysis. By using the natural
breaks (Jenks) method, the map in Figure 4 shows that the areas with very high crime are only Kelana
Jaya, Sg Way and the city centre of Petaling Jaya. By using KDE analysis, as shown in Figures 5 and
6, when the search radius bandwidth increases, the hotspots becomes more generalised. By using
buffer tool analysis, as shown in Table 1, the hotspots on the streets have been identified in specific
locations, namely Jalan 51A/224 and Jalan PJS 8/9 in Sg Way; Jalan PJS 2C/2, Jalan PJS 2/1 and
Jalan PJS 20/19 in the city centre of Petaling Jaya; and Jalan SS 7/26 and Lorong SS 7/19 in Kelana
Jaya. The analysis also shows Kelana Jaya, Sg. Way and the city centre of Petaling Jaya as the high
crime areas in the street level. From the results obtained, the study found that crime hotspots depend
on urbanisation density and business areas.

5. CONCLUSION

This study has identified seven areas in Petaling Jaya as crime hotspots. By using classifications with
the natural breaks (Jenks) method, KDE, and buffer analysis, the study found that Kelana Jaya, Sg.
Way, Sea Park, Kota Damansara, Seksyen 17, Damansara and the city centre of Petaling Jaya as
crime hotspots. The analysis of crime on the streets level found that Jalan 51A/224 and Jalan PJS 8/9
in Sg Way; Jalan PJS 2C/2, Jalan PJS 2/1 and Jalan PJS 20/19 in the city centre of Petaling Jaya; and
Jalan SS 7/26 and Lorong SS 7/19 in Kelana Jaya as hotspots street. It can be concluded that mapping
crime hotspots in neighbourhood areas with street-level analysis could identify the specific locations
for defensible crime prevention.
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ABSTRACT

The objective of this paper is to validate the integrated kurtosis-based algorithm for Z-notch filter (I-kaz)
Vibro method for monitoring hand arm vibration (HAV) in three-tonne truck steering wheels using
independent component analysis (ICA). From the recorded HAV signals for acceleration (Acc), velocity
(Vel) and displacement (Dis), ICA is used to obtain the independent components, IC; and IC,.
Comparison between the I-kaz display and I-kaz Vibro coefficient (£,”) with the proposed ICA display
and independent component kurtosis coefficient (Kic) shows that HAV acceleration (a), 4,” and K¢
values increase when vehicle speed is increased. In addition, these results are also supported by the
observation of the scattering of the I-kaz Vibro and ICA displays, whereby larger space of scattering is
found for increasing vehicle speed, indicating that £, and Kic values are comparatively increasing.
Comparison of the fast Fourier transform (FFT) plots of the original HAV acceleration signal with the
two independent components shows that the vibration value for each frequency in the FFT graph did not
change between the recorded HAV data with each of the two independent components, and the relative
error between the maximum level is considered to be within practically acceptable relative error limits.
Thus, it can be concluded that the I-kaz Vibro method for HAV monitoring has been validated accurately
using ICA.

Keywords: Integrated kurtosis-based algorithm for Z-notch filter (I-kaz) Vibro, independent component

analysis (ICA); three-tonne truck steering wheel;, hand arm vibration (HAV), fast Fourier
transform (FFT) plots.

Nomenclature

a HAYV acceleration

Kic Independent component kurtosis coefficient

xit Data for the i"-sample of time for acceleration value
x” Data for the i™-sample of time for displacement value
xi Data for the i™-sample of time for velocity value

2z, I-kaz vibro coefficient

a? Variance

042 Variance for acceleration value

op? Variance for displacement value
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oy Variance for velocity value

iy Mean for acceleration value
Up Mean for displacement value
Uy Mean for velocity value

1. INTRODUCTION

The steering wheel is the part of the steering system in a vehicle that is manipulated by the driver to
control the direction of the vehicle. When the engine is started, vibrations from the engine are transmitted
to the steering wheel through the steering rod and can be felt by the driver’s hands and arms. In Aziz et al.
(2015, 2017), we proposed that Z,” be used to represent the hand arm vibration (HAV) experienced by the
driver from the steering wheel by calculating kurtosis and standard deviation values for each axis.
Therefore, HAV levels acting on the driver’s hands and arms can be predicted by determining Z,”. It was
found that HAV exposure to drivers based on vehicle speed changes affects the value of the measured
vibration signal. I-kaz Vibro was used to measure the spread of data distribution by calculating the
distance of each centroid signal from the raw data. The concept of data dispersion and diffusion space can
be observed in the I-kaz Vibro display with higher values corresponding to a wider dispersion of data.
This process produces a 3D graphic representation of time discrete continuous signals measuring the
displacement, velocity and acceleration on the frequency distributions of the x-, y- and z-axes
respectively.

The I-kaz Vibro method was developed based on the concept of data scattering about its centroid. Z,” can
be computed in terms of variance (¢°) as follows:

Z,” = (042)% + (042)% + (0p?)? )
o [EiGdwnt | e )t | S Pt
v :\/ 1N2 e 1N2 =+ 1Nz : (2)

where g2, 0,2 and 0,2, and x!, x” and x”, and 4, 1y and ppare the variance for each axis, data for the
i™-sample of time and means of each axis respectively (Aziz et al., 2015, 2017).

The objective of this paper is to validate the I-kaz Vibro method for monitoring HAV in three-tonne truck
steering wheels using independent component analysis (ICA). The verification tests are necessary to
ensure that this statistical analysis method is suitable and any follow-up studies that use this method can
produce reliable results.

ICA is a signal processing method that extracts statistically independent components from a set of
measured signals (Wang et al., 2011; Naik & Kumar, 2011; Ahmad et al., 2013). In ICA, basic original
signals are recovered from linearly mixed signals (Kang et al., 2009). A generative model is defined for
an observed multivariate data, which is typically given in a large amount of data. In the model, the data
variables are assumed to be linear or nonlinear mixtures of some latent variables. The mixing system is
also unknown. The latent variables are supposed to be mutually independent and non-Gaussian. They are
called the independent components of the observed data. The ICA technique estimates the unmixing
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matrix iteratively by using the maximisation of independence of the unmixed signals as the cost function
(Hyvarinen et al., 2001). The underlying processes are assumed to be independent of each other, which is
realistic if they correspond to distinct physical processes. Its power resides in the physical assumptions
that the different physical processes generate unrelated signals (Hyvarinen et al., 2013). We choose the
FastICA algorithm mainly because of its ease of implementation and speed of operation. FastiICA
attempts to separate underlying components from a given set of mixed measurement channels based on
their ‘non-Gaussianity’. Furthermore, FastlCA provides a fast iterative algorithm that undertakes to find
projections that maximize the non-Gaussianity of components by their kurtosis (the 4™ order cumulant
given to a random variable) or negentropy (Wang ef al., 2011). The simple and generic nature of this
assumption has allowed ICA to be successfully applied in a diverse range of research fields, including
biomedical signal processing, audio signal separation, telecommunications, fault diagnosis, feature
extraction and data mining (Hyvarinen et al., 2001; Naik & Palaniswami, 2010; Wang et al., 2011; Naik
& Kumar, 2011; Ahmad & Ghanbari, 2011; Guerrero-Mosquera & Navia-Vazquez, 2012).

Previous studies have shown that ICA is a suitable tool for vibration analysis. For example, Razaghi et al.
(2013) used vibration analysis and ICA to assess the density of multiple materials making up a single
structure. A relationship was found between the densities of the liquids and the vibration frequency of the
ICA extracted frequency components. Nakamura et al. (2014) used a preprocessing algorithm using ICA
to improve the model construction for statistical energy analysis (SEA). Through an experiment targeted
on subsystems structure and bended steel plate, the feasibility of separation of inconvenient vibration
using ICA was determined. The results suggested that ICA-SEA can predict subsystem energy more
accurately than normal SEA, especially for low frequencies, where normal SEA is not suitable.
Furthermore, the energy of remote subsystems is well estimated with ICA-SEA. Zang et al. (2002)
presented a novel approach for the decomposition of time domain vibration signals using ICA. ICA has
the potential to reduce the size of measured response data and filter unwanted measurement noise.
Therefore, the approach may be used as a tool to pre-process measured data for further vibration analysis.

The findings of these studies indicate that ICA is an appropriate method to validate the I-kaz Vibro
method for HAV monitoring. I-kaz Vibro consists of three types of time discrete continuous HAV
signals, measuring the displacement, velocity and acceleration of the x-, y- and z-axes respectively. ICA
will statistically extract the independent components of the three HAV signals.

2. METHODOLOGY

Based on the recommendation of ISO 5349 (Mechanical Vibration - Measurement and Evaluation of
Human Exposure to Hand-Transmitted Vibration), the most important quantity used to describe the
magnitude of the HAV transmitted by the steering wheel to the driver’s hands is root mean square (RMS)
frequency-weighted acceleration. Dynamic movement, such as vibration, as in the case of this study, can
be studied using various parameters, such as acceleration, velocity and distance.

In Aziz et al. (2015, 2017), HAV acceleration (4cc) was measured in the tangential direction using a
single axis piezoelectric accelerometer on the top left side of the steering wheel. The acceleration time
history raw data was sampled at 800 samples/s for 10 s segments, and integrated to produce velocity and
distance time history data. The HAV signal recorded at speed of 80 kmh™ was used for sampling in this
analysis. The recorded signals shown in Figure 1 look as if they are completely noisy. However, there are
actually some quite structured underlying source signals hidden in the observed signals (Hyvarinen et al.,
2013). The objective here is to recover the source signals, consisting of the independent components,
from the recorded signals.
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Figure 1: The recorded HAV signals - (a) acceleration (b) velocity (c) displacement - in the tangential
direction of the steering wheel while truck is moving at speed of 80kmh™.

Figure 2 shows both the mixing and unmixing processes involved in ICA. The source signals are mixed
by the mixing matrix (4). If the estimate of the unmixing matrix (W) is accurate, a good approximation of
the sources can be obtained. The ICA model shown is a simple model as it ignores all noise components

and any time delays in the recorded signals (Naik & Kumar, 2011).

IC, Acc ||
) ]
Vel
A 1 W
% Dis ||
— 3
Source  Mixing Matrix HAV Unmixing
Signals Signals Matrix

Ic,

IC,

Separated
Signals

Figure 2: The ICA block diagram for this study. IC; and IC, are the source signals; Acc, Vel and Dis are the
recorded HAYV signals; A is the mixing matrix; and W is unmixing matrix.
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The general model of ICA is as follows:

X =AS 3)
Acc ai1 Q2

IC
Vel | = [a21 azzl ICl] 4
Dis az; Qasz 2

where X and S are vectors representing the recorded and source signals respectively; and a; are the mixing
weights, which are unknown as all the properties of the physical mixing system are also unknown. The
source signals are unknown as well, since the very problem is that they cannot be recorded directly
(Hyvarinen et al., 2001). For the matrix above, each component for Acc, Vel and Dis can be separated
using the following equations:

ACC = a111C1 + a121C2 (5)
Vel = a211C1 + azzlcz (6)
Dis = a31[C1 + a32]C2 (7)

In the ideal condition, W is the inverse of 4:

W =41 (8)
Thus, S can be computed as follows:
S=wx )
[161] _ [Wi1 Wiz W13] I;Z (10)
IC, Wa1 Wz Wp3 ;
Dis

ICl = WllACC + W12Vel + W13Di5 (11)
ICZ = W21ACC + szVel + W23Di5 (12)

where a; are the unmixing weights.

Using the above equations, an arbitrarily chosen mixing matrix 4, as follows, was used to compute the
independent components /C; and /C, (Figure 3):

—0.8823 0.9824
0.0061 -0.017 (13)
1.63x107* —1.8714x107*

A

Similar to I-kaz Vibro, an ICA display method was developed based on the concept of data scattering
about its centroid. This method provides a 2D graphical representation of the frequency distribution and
we developed a new parameter to represent the ICA display, known as independent component kurtosis
coefficient (K;c), which calculates the distance of each data point from signal centroid. K;c can be written
in terms of kurtosis (K) as follows:

Kic = (Kic1 + Kic2)/2 (14)

where Kjc; and K¢ are the kurtosis of /C; and IC, respectively.
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Figure 3: Independent components of the HAV signals - (a) IC; (b) IC,- while the truck is moving at speed of
80kmh™,

3. RESULTS AND DISCUSSION

The HAV acceleration (a), 4,” and Kjc values for various vehicle speeds are tabulated in Table 1. It is
observed that a increases with increasing vehicle speed, indicating that the truck experienced higher
vibration. This resulted in a higher amount of vibration being transmitted through the steering wheel and
felt by the driver. The highest value of a (3.41 ms™) was obtained at maximum speed of 80 kmh™'. This
was followed by medium speed (40 kmh™), with a value of 1.56 ms™. The idle condition (0 km/h) had the
lowest a value of 0.62 ms™.

Table 1: Values of a, Z,”and K;¢ values for the various vehicle speeds.

Truck Speed (kmh™) a (ms™) 2z, Kic

Idle (0) 0.62 6.09 x 10° 2.31
Medium speed (40) 156 845 % 10° 2.92
Highest speed (80) 341 382 x 107 3.2

Comparisons were made between the I-kaz Vibro (Figure 4) and ICA (Figure 5) displays, and the
corresponding Z,” and K¢ values for the varying vehicle speeds. It is found that increasing values of a
with increasing vehicle speed resulted in increasing dispersions, and values of Z,” and Kjc. The highest
values of Z,” and K¢ are 3.82 x 10™* and 3.22 respectively, which was obtained at a speed of 80 kmh™.
This is followed by speed of 40 kmh™ with Z,” and K, values of 8.45 x 107 and 2.92 respectively. The
idle condition gave the lowest Z,” and K¢ values of 6.09 x 10~ and 2.31 respectively.

The different dispersions based on the different vehicle speeds show the levels of HAV vibration
experienced by driver, with larger dispersions indicating higher levels of HAV and vice-versa. The data
for higher a values distributed further from the mean and show higher scattering. On the other hand, the
data for lower a values distributed closer to the mean. These graphical representations show that larger
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space of scatterings indicate that the values of Z,” and K¢ values are increasing. The reason for this is that
the I-kaz Vibro and ICA displays were developed based on standard deviation and kurtosis, which are
used for the detection of changing of HAV because of their sensitivity to changing of amplitude. I-kaz
Vibro and ICA displays for the highest speed (80 kmh™) distribute far off from the mean and show the
largest scattering of data distribution. On the other hand, the I-kaz Vibro and ICA displays for idle
condition distribute closely to the mean, with low scattering of data distribution. This approach provides
better understanding about the data analysis through the visualisation of 3D display.

0
mis -0.05 -1

Figure 4: I-kaz Vibro displays for the different vehicle speeds: (a) Idle, Z,”= 6.09 x 10°(b) 40kmh, Z,”= 8.45
x 10°(c) 80 kmh'®, Z,”= 3.82 x 10™.

Figure 5: ICA displays for the different vehicle speeds: (a) Idle, K;c = 2.31(b) 40kmh™, K,c=2.92 (c) 80 kmh™,
KIC: 3.22.

Comparison of the fast Fourier transform (FFT) plots of the original HAV acceleration signal with the
two independent components are shown in Figure 6. The graph shows that the vibration value for each
frequency is not changed between the recorded original HAV data and each of the two independent
components. The FFT graph shows the level of the maximum vibration occurring at frequency of 3.9 Hz.
The vibration was 2.81 ms™, with one of the independent components generating 2.89 ms™. The relative
error between the two readings is 3%, which is considered to be within the practically acceptable relative
error limit of 10% (sen et al., 2006; Aziz et al., 2014). Therefore, the I-kaz Vibro method for HAV
monitoring has been validated using ICA.
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Figure 6: Comparison FFT graph between the original HAV with the IC components.

5. CONCLUSION

This paper validate the I-kaz Vibro method for HAV monitoring using ICA. From the results obtained for
the I-kaz Vibro and ICA analyses, the a, Z,"and K¢ values increased when vehicle speed was increased.
In addition, the results were also supported by the observation of the scattering of the I-kaz Vibro and
ICA displays, which illustrate larger space of scattering for increasing vehicle speed and a, indicating that
the Z,“and K¢ values are comparatively increasing. Comparison of the FFT plots of the original HAV
acceleration signal with the two independent components show that the vibration value for each frequency
is not changed between the original HAV data and each of two independent components. It was also
found that the maximum vibration in the FFT graph was close to one of the independent components with
the low relative error of 3%. Thus, it can be concluded that the I-kaz Vibro method for HAV monitoring
has been validated accurately using ICA.
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ABSTRACT

Internet of Things (1oT) is fast growing and now becoming a fundamental need in our practical life.
Predictive maintenance is one of the top loT-use cases today, specifically in automotive applications.
Among the several major components, power transmission shaft is critical in military wheeled vehicles
and failure of the shaft leads to risk in the product’s service life. In military ground vehicles, the fatigue
cracks in drive shaft were induced by the cyclic stresses. Prediction and indication of such fatigue cracks
would save the fault diagnosis time during the vehicle maintenance. Reading and recognising vibrational
pattern of the drive shaft would help to continuously warrant the drive shaft health and ease of reporting
the faulty condition when it occurs. Military wheeled vehicles have an enormous potential in using
sensor-based diagnose system to track the engine and prime mover faults, whereas, now it is indeed to
develop an electronic system with data transmission in order to monitor the health of drive shaft of
military vehicle to promise safety riding. In this study, a laboratory-scale unit is developed to simulate the
typical fatigue response of military ground vehicle drive-shaft with the necessary 10T units. Both online
and loT based test rigs with control systems developed for condition monitoring in a complete automation
approach.

Keywords: Drive shaft; fatigue failure; health condition monitoring; Internet of Things (loT); data
acquisition.

1. INRODUCTION

In the history of general automotive failures from ancient eras, power-shafts have played a vital role since
the produced power from the engine reaches the differentials directly through the power shafts.
Disconnection is not only interrupting power transmission; perhaps terrible life lost may also occur due to
the severe structural damages (Souflas et al., 2018). Online condition monitoring is installed in most of
the modern vehicles mainly to check the engine conditions. Perhaps, the transmission line may demand
indispensably. Among several types of research on condition monitoring of automotive components,
Vicuiia (2014), has developed a condition monitoring unit for planetary gear-box through acoustic sensing
unit to diagnose the faulty conditions in gears. Acoustic signals for varying load and rotation are acquired
to set the healthy signal database. Based on the experimental results, the health condition of gears is
determined. The author has concluded with the potential importance of condition monitoring in power
transmission units to enable a hassle-free running of automotive. In the recent year (Coppola & Morisio,
2016), the number of vehicles connected to the internet is increasing; which in turn, some new
methodologies are required in storage/handling the data when connecting multiple vehicles at different
locations. Present condition monitoring technology involves many advanced instrumentations but faces
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challenges in storage and data analysis. The vibration threshold values are useful for failure identification,
perhaps lacks to provide enough information to identify the fault on the real-time situation.

In power transmission shaft, failure occurs when a material subjected to cyclic loading in addition to the
chemical environment (corrosion), production and maintenance strains. Failure has treated as either
traverse or vertical cracks on the shaft (Loutas et al. 2011) and too challenging to identify at the earlier
stage, namely during crack initiation period. This failure detection problems have to be controlled by
monitoring and diagnosed at the earlier stages (Sinou & Lees, 2005).

In rotating equipment, vibration and sound signals are directly related to the structural dynamics of the
machine and contain sufficient information about the condition of components (Abu-mahfouz &
Banerjee, 2017). Vibration signals are mainly characterised using time domain, frequency domain and
time-frequency domains analysis, which shows the primary failure information (Dalpiaz et al. 2000).
Each domain has a different pattern of vibration signal analysis. The time-domain technique uses
statistical parameters, frequency domains uses fast Fourier transform (FFT), and time-frequency domains
use non-stationary waveform signals (Zhang & Nandi 2007; Lei et al. 2013; Feng et al. 2013). Also
wavelet transform is the tool for fault diagnosis of rotating machinery (Yan et al., 2014).

Many researchers have conducted failure detection in rotating members of an automotive vehicle using
signals processing methods, and prediction has changed numerical and simulation data to support the
experimental purity. In principle, crack size and location have been identified using the change of
frequency and amplitude vibration signals in a rotating shaft (Adewusi & Al-Bedoor, 2002; Mohamed et
al. 2011). Analytical approaches have demonstrated that vibration monitoring has tremendous potential in
detecting localised defects in the machines. When mounted in proximity of bearing housing (a general
case), these modules can collect the stationery as well as non-stationary signature data of vibration of
bearing housing reliably. Since most vibration sensors mounted in proximity of bearing housings (based
on mechanical impedance considerations); bearing fault detection techniques can be implemented for
online bearing condition monitoring. This module can easily be deployed for different rotating machines
for vibration monitoring purposes (Lei et al. 2013).

Lu & Chu (2011) have studied a novel smart sensing unit for vibration measurement and machinery
condition monitoring. Here the author has embedded accelerometer with the Arduino microcontroller
board, where microprocessor-based smart sensor collects 3-D vibrations; and these stored data in the
microcontroller can be sent to third party devices (Laptop, PC, etc.) for further signal analysis. Jaber and
Bicker (2015) have studied online condition monitoring based fault detection of an unbalanced rotor
induction motor (IM). An open-source quick and secure protocol MQTT (Message Queue Telemetry
Transport) is implemented for reliable communication in connected cars (Dhall & Solanki, 2017).

The main contributions of this paper are:

i. An effective IoT based condition monitoring system developed for automotive power transmission
shaft.
ii. Development of experimental test rig using IoT hardware, software and integration with the cloud
using loT communication protocol discussed.
iii.  Successful implementation of control methodology using experimentations.

2. LABORATORY SIMULATOR AND EXPERIMENTATION

In order to simulate the mechanical response of beam member, a laboratory-scale rotary bending test rig
was modified and AA7475 samples are taken as the representative to the military vehicle drive shaft.
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Figure 1 shows the experimental set-up, along with a data acquisition system and virgin specimen
adopted in this study. Experiments conducted for different loading and rotational speed and frequency
generated at the moment of fracture has taken as a response.

Figure 1: (a) Automotive drive shaft simulator. (b) AA7475 specimen.

2.1 Online Condition Monitoring Using LabVIEW

Aluminum 7475 (AA7475), which is mostly used in automotive application material test sample was
modelled as a representative to the actual driveshaft and loaded into the test rig. Various sensors and
Arduino microcontroller was used for implementing data acquisition system. An adx1345 accelerometer
was mounted on the top of the bearing which connects the propeller shaft for measuring the vibration
signal and connected to the digital input pin of Arduino. An adx1345 accelerometer was mounted on the
top of the bearing which connects the propeller shaft for acquiring the vibration signal and was connected
to the digital input pin of Arduino.

Photo interrupter .
-
-
.
— ] 1BM Bluemix
Load Cell v E— N

Accelerometer Arduino B

[ 4

"l LaWIEW

Limit Switch

Fig 1. System design

Figure 2: System design.
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2.2 loT-based Condition Monitoring System

Real-time condition monitoring achieved by integrating IBM Bluemix cloud platform with the help of
Node-RED. Node-RED is an open-source visual tool which has a lot of support for IoT. It helps loT
developer to integrate hardware, API and cloud. The cloud receives the real-time sensor data from sensors
using the MQTT protocol. MQTT is a lightweight communication protocol, and it receives data in the
form of JSON.

3. METHODOLOGY

The flow diagram shown in Figure 3 represents the methodology implemented in an online condition
monitoring system of fatigue testing unit. In this case, LabVIEW acts as master and Arduino acts as a
slave device. The sensors (photo interrupter and load cell) were used to acquire machine cycle counts
data, and applied data interfaced with Arduino microcontroller. The limit switch was also interfaced with
Arduino.

[ Laboratory scale power shaft assembly

Jiﬁ[ Data acquisition

[ Decision making

Accelerometer o/p

[ Load cell

I.
2y

-

[ Limit switch ]7 Limit

S switch

position
[ Last counter data logging J
[ Delay ]
[ Machine OFF ]

Figure 3: The methodology employed in this study.

The purpose of Arduino is to acquire data from sensors and sends data to LabVIEW for monitoring
purpose. During the actual condition, the limit switch will be in NO logic and fracture condition; the limit
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switch is forced to be in NC logic. NO to NC change can be captured by Arduino and LabVIEW for
identifying the specimen’s fracture to log the machine cycle count and load data at the instant of fracture.

3.1 loT Based Condition Monitoring

Laboratory scale power shaft assembly
Data acquisition

Decion making / User request

User request=1 User request=2 User request=3
If
r 2 vibration If failure
Reset the sensor data Push machine cycle Push Load data to cloud reaches oceurs
count data to cloud threshold
Send shaft unhealthy Push last machine
condition alert to user cycle count and load
data

Figure 4: 10T based condition monitoring.

The rest of the paper deals with global monitoring and health prediction of power shaft test unit via [oT
and the flow diagram as shown in Figure 4, which explains the methodology implemented in this drive-
shaft condition monitoring system through IoT. In this system, [oT Bluemix platform at end user acts as
master and Arduino acts as slave based on the user request or fatigue fracture status, Arduino pushes
sensor data to end user (IoT Bluemix Node-RED platform). The detailed working of a system was
divided into 5 cases and is explained below.

Case 1: Data ‘1’
If the user sends Data ‘1’ from IoT Bluemix Node-RED platform to Arduino, Data ‘1’ is the command to
reset the system parameters of fatigue tester unit.

Case 2: Data 2’
If the user sends Data ‘2’ from IoT Bluemix Node-RED platform to Arduino, Data ‘2’ is the command to
push current machine cycle count data of fatigue testing unit.

Case 3: Data ‘3’
If the user sends Data ‘3’ from IoT Bluemix Node-RED platform to Arduino, Data ‘3’ is the command to
push load data of fatigue tester unit.

Case 4: vibration level reaches the threshold

If the vibration level of power transmission shaft reaches its threshold level, Arduino pushes unhealthy
condition of power shaft alert message to IoT user end. The threshold value will vary depending upon the
material.

Case 5: Power transmission shaft fracture

If power transmission shaft fracture occurs, Arduino pushes instantaneous data of machine cycle count
and load at fracture point to IoT.
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4. RESULTS & DISCUSSION

4.1 Online monitoring using LabVIEW

ATMEGA 328P controller acquires machine cycle count, load and fatigue failure data from respective
sensors in the test rig, and it uploads the acquired data to LabVIEW via serial communication. For
Fatigue Test rig monitoring and data logging, a customised VI was developed, and its logging result is
shown in below Figure 5.

AUTOMATED MEASUREMENT OF FATIGUE TESTING UNIT

— 0. ot VLS
e

e pem Lune deates

A et s

LTy |

B

| fatigue test -
File Edit Format View Help

Automated Measurement on Fatigue Tester unit

No. of Cycles(Last Data) Load(in KG)
675894 21.566

Figure 5: (a) LabVIEW VI front Panel for monitoring and data logging. (b) The result obtained

4.2 IoT Based Monitoring

ATMEGA 328P controller collects data from sensors and uploads the acquired data to the PC via serial
communication. From the serial port, Node.js is the software which pushes the serial port data to IoT
server. Node.js acts as a bridge between the serial port and internet cloud server. The below listed several
actions will happen in the system according to the client request and in fracture conditions.

Table 1: List of actions that occurred during catastrophic failures.

S.No | User Request / Fatigue Status | Corresponding Action

1 User sends data 1 Arduino Resets the machine

2 User sends data 2 Arduino pushes Machine cycle count data to [oT Bluemix Page

3 User sends data 3 Arduino pushes Load data to IoT Bluemix Page

4 Shaft vibration reaches Arduino pushes unhealthy condition alert message to IoT Bluemix Page
continuous threshold

5 Fatigue failure occurs Arduino pushes last machine cycle count and load data to IoT Bluemix

Page
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Figure 6: (a) Node-RED platform. (b) User Request to reset the sensor measurement in Arduino. (c) User
request to push cycle count value from Arduino to cloud. (d) User request to push load data from Arduino to
cloud. (e) Push shaft health status. (f) Last machine cycle count and load data.
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4.3 Vibration signal analysis

The time domain and frequency domain analysis results are plotted in Figure 8 for different loads and
fault conditions.
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Figure 7: The time-domain plot of vibration data for healthy shaft for (a) Load 10 Kg, Speed 800 rpm and
(b) Load 20 Kg, Speed 800 rpm. The time-domain plot of vibration data for faulty shaft for (c) Load 10 Kg,
Speed 800 rpm and (d) Load 20 Kg, Speed 800 rpm. FFT plot of vibration data for healthy shaft for (e) Load
10 Kg, Speed 800 rpm and (f) Load 20 Kg, Speed 800 rpm. FFT plot of vibration data for faulty shaft for (g)
Load 10 Kg, Speed 800 rpm and (h) Load 20 Kg, Speed 800 rpm.
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From the time domain plot, it is observed that the amplitude of vibration for healthy shaft and faulty shaft
increases as the load increased. It is found that the amplitude of vibration of a faulty shaft is greater than
that of normal shaft. Since, the faulty or shaft with significant crack would be in imbalanced rotation,
hence the vibration amplitude would be higher than the healthy shaft; the same was also reported by
Prasad & Sekhar (2018).

5. CONCLUSION

The importance of safe riding with automotive used in military purpose would be a challenging research
since the vehicle operation is rugged. Perhaps developing a system to do online monitoring of those
vehicles also create lot of challenges. In this report, a LabVIEW based online monitoring and control set
up was developed which logs the cycle counts and load data at fracture condition. To ensure the reduced
power conception in online mode, the whole system is programmed to shut down after fatigue failure with
a delay of 60 seconds. The effective loT-based condition monitoring and health prediction system were
also developed for power transmission shaft in rotary bending fatigue tester. The IoT-based model
integrates sensors and Arduino with cloud in real-time for an effective condition monitoring system. The
load, machine cycle count data and crack status acquired from test rig are sent to IBM Bluemix cloud
platform by using Arduino and node.js.
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ABSTRACT

The usage of natural rubber (NR) in the development of laminated rubber-metal spring (LR-MS) for
automotive applications has led to the investigation on its mechanical properties. This paper
describes the use of nano-indentation test to investigate the mechanical properties of standard
Malaysian rubber (SMR) with constant viscosity and epoxidised natural rubber (ENR). The
mechanical properties of SMR Constant Viscosity 60 (SMR CV-60) and 25 mole % ENR (ENR 25)
reinforced with 0, 20, 40 and 60 phr of carbon black (CB) was investigated. The nano-indentation test
was carried out using Berkovich tips at constant load of 2 mN with holding times of 0, 5, 10, 15, and
20 s. It was found that the SMR CV-60 and ENR 25 compounds with 60 phr CB loading recorded the
highest hardness and elastic modulus values, and also had the lowest penetration depth. The test also
revealed that the hardness and penetration depth were independent to the holding times. In contrast,
the indentation elastic modulus was found to be highly affected by the holding time.

Keywords: Standard Malaysian rubber (SMR); natural rubber (NR); epoxidised natural rubber
(ENR), nano-indentation.

1. INTRODUCTION

Rubbers are available in two types, which are synthetic and natural. Synthetic rubber is an artificial
rubber that is produced through the polymerisation process of petroleum by-product. It was invented
to reduce dependencies on the natural rubber (NR) during the World War II. As for today, there are
more than 20 types of synthetic rubber that are available for various applications. On the other hand,
NR is naturally extracted from rubber trees through the tapping process, which is a process of latex
secretion by shearing a thin layer of rubber tree’s bark by using a special tapping knife. There are
more than 2,500 known species of plants that can produce latex. In spite of that, only latex produced
from the Hevea Brasiliensis tree is mostly used for rubbery products due to its quality (Lindley, 1964;
Aravind et al., 2015).

Although synthetic rubbers are well known to offer numerous advantages in terms of mechanical and
chemical properties, NR also possesses advantages over synthetic rubbers. NR can be considered as
green material since it can be continuously supplied by nature as compared to the synthetic rubber,
which is derived from the non-renewable sources (Boonkerd, 2017). Besides that, the price of raw NR
is more economical than synthetic rubber. The price of synthetic rubber normally fluctuates
depending on the current crude oil prices. Other than that, the properties of NR compounds can be
derived from better formulation and processing. NR also allows low heat build-up in dynamic force to
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make it able to withstand large deformations and grants it with the ability to instantly recover when
distorted at room temperature (Chandrasekaran, 2010). The application of NR as the main material for
vibration isolator in automotive applications does not require extensive maintenance due to its
capability of maintaining itself for a long period of time. Additionally, NR also exhibits inherent
damping and spring-like performance in order to reduce the resonance effect. NR can be bonded with
other materials such as metal in order to increase its strength (Heide ef al., 2018).

As one of the largest NR manufacturers and exporters, Malaysia has taken an initiative to promote
local NR in various fields, including construction, automotive and sports. The Malaysian government
has established the Malaysian Rubber Board (MRB) and Tun Abdul Razak Research Centre
(TARRC) to provide the best infrastructure for research and development of local NR. The quality
and competitiveness of Malaysian NR products, especially in vibration isolation, has been proven as
one of the best in the world. One of the examples of Malaysian NR applications in vibration isolation
can be found in the structure of the Sultan Abdul Halim Muadzam Shah Bridge, Penang that is
equipped with high damping NR to withstand from possible large earthquakes (Picken et al., 2012).
Besides that, most of the Malaysian ports also use the Malaysian-made dock fenders as a bumper to
absorb impact from collisions between boats and jetties (Yu ef al., 2001; Kim et al., 2004).

Based on previous research, it was found that the development of the laminated rubber-metal spring
(LR-MS) for automotive mounting applications is currently in trend (Salim et al., 2013, 2014, 2016).
The study on the transmissibility in the axial direction and parameter assessment on LR-MS was
conducted. This study looks into the application of Malaysian NR, which is the vulcanised standard
Malaysian rubber constant viscosity 60 (SMR CV-60) reinforced with carbon black (CB) as the
potential main material, combined with a metal plate for the development of LR-MS. In order to
determine the compatibility of local NR grade as the main substance in the development of LR-MS,
the mechanical properties of rubber reinforced with CB need to be investigated.

This study focuses on the investigation of the mechanical properties of vulcanised SMR CV-60,
reinforced with different CB loadings ranging from 0, 20, 40 and 60 part per hundred of rubber (phr)
using nano-indentation test. Besides that, the commercial 25% mol ENR (ENR 25) with similar
compounding formula and CB loading was also used as a comparison to SMR CV-60. Nano-
indentation test is used in this study as it is more cost-effective and non-destructive, as well as
requiring smaller test pieces as compared to conventional techniques.

2. METHODOLOGY

This section describes in detail the methodologies for material preparation and nano-indentation test.

2.1 Material Preparation

Two types of NR compound were used in this study, namely vulcanised SMR CV-60 and vulcanised
ENR 25. As a collaboration with the Malaysian Rubber Board (MRB), the material preparation of
milling and mixing, as well as the vulcanising processes were conducted in MRB’s accreditation
laboratory in order to maintain the quality of the compounded rubber.

The composition ingredients for the rubber compound were prepared based on phr. The complete
formulation for both rubbers is tabulated in Table 1. The addition of sulphur helped to increase the
crosslinking in the rubbers, which resulted in the improvement of rubber texture from soft to hard.
Meanwhile, the other ingredients, such as zinc oxide, stearic acid and N-cyclohexyl benzothiazyl
sulphenamide (CBS), worked as the accelerator to boost up the sulphur crosslink efficiency. Santoflex
13 and paraffin wax were also added into the compound as ozone protective agents. N330 CB was
used as the filler due to its good surface activity and chemical properties, which influenced good
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interface interaction between the rubber chain and CB particles (Sangwichien et al., 2008). In this
study, the CB loading in the NR compounds was set as the changing parameter, which varied at 0, 20,
40 and 60 phr.

Table 1: Formulation for the SMR CV-60 and ENR 25 compounds.

Ingredient Amount (phr)
SMR CV-60/ ENR 25 100

Zinc Oxide 5
Stearic Acid 2

CBS 0.8
Sulphur 3.25
Black HAF, N330 0, 20, 40, 60
Santoflex 13 3
Parafin Wax 2

The equipment specifications and procedures for the mixing and vulcanisation processes were based
on ASTM D3182: Standard Practice for Rubber-Materials, Equipment, and Procedures for Mixing
Standard Compounds and Preparing Standard Vulcanized Sheets, which is the guideline for preparing
standard vulcanised rubber sheets. The compounding process was started by mixing the dried NR with
other ingredients in the rolling machine for about 10 to 15 min. Then, the compound was left to rest
for at least 4 h to reach its steady state before moving to the next process. The rheometer test was
conducted on the compound in order to obtain the parameter for the vulcanisation process. The
compounds were vulcanised at temperature of 150 °C for 8 to 12 min, depending on the CB
compositions in the NR compound. The vulcanising process refers to the treating of rubber materials
with sulphur in the presence of great heat to improve its elasticity and hardness.

2.2 Test Load Determination

This study provides the findings of conducting the nanoindentation test on vulcanised natural rubber
compounds of SMR CV-6 and ENR 25. An indentation-creep test was conducted at various holding
times starting from 0 to 20 s. A fixed 2 mN test force was used as the maximum peak load. As there
was no specific peak load stated in the ASTM standard, the peak load value was determined by
referring to Oyen (2007) as a precaution in order to avoid excessive applied force or the indenter tip to
indent over the specimen.

Oyen (2007) determined the peak load level (P,...) range, depending on the material’s elastic modulus
(Eciasiic) and Poisson’s ratio (v). This researcher applied P, ranging from 1 mN and 10 mN to indent
materials with £, = 210 MPa and 4 MPa with v = 0.42 and 0.50 respectively. The researcher used a
spherical tip to indent up to 3.05 mm from the thickness of the material. By referring to the range of
P, as stated in the previous research as the limit for maximum applied force and the Young’s
Modulus value obtained from the tensile and compression tests, 2 mN test force was used in this
study.

2.3 Nano-Indentation Setup

The indentation test was used to determine the strength properties of material through its surface. In
this study, the nano-indentation test was conducted to measure the specimens Young’s Modulus and
other properties. The effects of holding time on the material properties was also investigated. The
experiment was conducted by referring to the ASTM standard E2546-15: Standard Practice for
Instrumented Indentation Testing. This standard only covers the practice requirement of indentation
testing without specifying any test force, indentation depth range or any specific indenter types.
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All the tests were performed at ambient temperature of 23 °C. The indentation test was conducted on
eight samples with four different CB loadings using a nano-hardness tester (Shimadzu Dynamic Ultra
Micro Hardness Tester Model DUH-211). The nano-indenter device was equipped with an imaging
device that is capable to switch back and forth from the optical microscope to the indenter tips. The
mounted imaging device helps to accurately identify the desirable indentation point. A standard
Berkovich type 115° triangular pyramidal indenter was used in this study. The machine was operated
with the aid of the DUH211 software that comes together with the equipment.

Both vulcanised rubber sheets with 2 mm thickness were cut into 10 mm x 10 mm squares for the
tests. The test piece size was determined by referring E2546-15. The test piece thickness was set to be
at least 10 times of the maximum indentation depth (if conducting displacement assessment) or six
times of the indentation radius. Meanwhile, the test piece size should not be too small or too big,
depending on the size of indenter holder. All the test pieces’ surfaces were wiped off with a damp
cloth to remove dirt that might affect the indentation results. The test pieces were let to completely
dry before testing.

Each test piece was mounted on a platform to keep it stationary while conducting the indentation test.
The test piece was placed under an optical microscope to determine the indentation point before the
platform was moved to the indenter side. The load-hold-unload test was conducted with a fixed
maximum test force of 2 mN and constant indenter loading speed of 0.2926 mN/sec. The maximum
test force was determined by considering certain conditions, such as the test piece thickness, types of
materials, probability of materials to deform during indentation, surface finish, and machine
competency. The indentation tests were also conducted at different holding times, which varied from
0, 5, 10, 15, and 20 s. All the tests were conducted with three repetitions, where the mean and
standard deviation were calculated using Equations 1 and 2 respectively.

D f

X =

(M

n

and

2

where x is the mean values of the data set, n is the number of data set, and Z fx is the summation of

the all the data set. S represents the standard deviation of the sample, Z means “sum of”, and x

represent each value in the dataset.
This study was carried out with two assumptions: no sink-in and pile-up effect were accounted during

the experiment. The nano-indentation results were recorded and presented in terms of maximum force
(Fnax), maximum indentation depth (%,,,), hardness (H,), and Elastic Modulus (£j).

3. RESULTS & DISCUSSION

3.1 Effect of CB Loading

The experimental results for the nano-indentation test on SMR CV-60 and ENR 25 filled with CB
loadings of 0, 20, 40 and 60 phr are shown in Tables 2 and 3. Based on the obtained results, the

recorded maximum force ranged from 2.00 to 2.01 MPa in response to the test constant parameter,
which was the maximum indentation load at 2 mN.
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Table 2: The nano-indentation properties for the SMR CV-60 compounds.

. . . Carbon loading (phr)
Nano-indentation properties 0 20 40 50
Maximum Force (F,,., mN) 2.01+0.01 2.01+0.01 2.00+0.01 2.01+0.01
Maximum Indentation Depth (4,,,,, pum) 15.36+1.00 13.13+0.25 9.25+1.00 7.20+0.87
Hardness (H, , MPa) 0.33+0.04 0.44+0.02 0.91£0.21 1.80+0.41
Elastic Modulus (E;, , MPa) 5.01+0.79 7.21£0.23 18.29+4.27 42.51+4.27

Table 3: The nano-indentation properties for the ENR 25 compounds.

. . . Carbon loading (phr)
Nano-indentation properties 0 20 40 50
Maximum Force (F., mN) 2.01+0.01 2.00+0.01 2.02+0.01 2.01+0.01
Maximum Indentation Depth (4,,,, um) 12.89+0.45 12.47+1.09 8.69+0.87 6.65+1.54
Hardness (H, , MPa) 0.44+0.03 0.50+0.09 1.03+0.22 1.42+1.04
Elastic Modulus (£, , MPa) 7.21+1.61 8.57+£2.12 21.17+£2.71 51.26+18.84

The relationship between #4,,,, and the CB loading of SMR CV-60 and ENR 25 is presented in Figure
1. It shows that the #4,,,, values decreased with the increase of CB loadings for both NR compounds.
Besides that, the #,,,, value for SMR CV-60 was slightly higher as compared to ENR 25. The highest
hpax value recorded by SMR CV-60 was 15.36 um, while the lowest was 7.20 um. Meanwhile, the
highest #4,,,. value for the ENR 25 compounds was 12.89 pum, while the lowest was 6.65 um.

The graph of H, versus CB loadings is presented in Figure 2. Both NR compounds exhibited similar
graph trend, where H, was found to increase as the CB loadings was increased. Additionally, the
graph also showed that the H, value of SMR CV-60 was slightly lower than ENR 25 with the CB
loadings of 0 phr to 40 phr and conversely higher at 60 phr. The H, values at 0 phr were 0.33 MPa for
SMR CV-60 and 0.46 MPa for ENR 25. H, increased slightly at 20 phr with the value of 0.44 MPa for
SMR CV-60 and 0.50 MPa for ENR 25. Then, at 40 phr, the H, value was found to gradually increase
at the value of 0.91 MPa for SMR CV-60 and 1.03 MPa for ENR 25. The H, values for SMR CV-60
and ENR 25 at 60 phr were 1.80 and 1.42 MPa respectively.

The correlation between 4, and H, can be found in Figures 1 and 2, where 4,, was found to
decrease while H, increased with the increase of CB loadings. This is as the increase of CB loadings
increased the hardness of NR, thus enhancing the NR stiffness to become less elastic. This restrained
the indenter tips to penetrate further into the materials, resulting in lower #,,, as the compound
contains high CB loadings (Callister & Rethwisch, 2011).
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Figure 1: The graph of maximum indentation depth (4,,,,) versus CB loadings for SMR CV-60 and ENR
25.
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Figure 2: The graph of hardness (H,,) versus the CB loadings for SMR CV-60 and the ENR 25.

The graph of E;, for SMR CV-60 and ENR 25 at different CB loadings is depicted in Figure 3. It is
found that £;; for SMR CV-60 was slightly increased from 0 to 20 phr of CB loadings. Contrarily, £
for ENR 25 was found to slightly decrease from 0 to 20 phr. Subsequently, the E;, values for both NR
compounds were found to exhibit a significant increment as the CB loadings was increased up to 60
phr. The recorded E;; values for SMR CV-60 were 5.01, 7.21, 18.29, and 42.51 MPa at 0, 20, 40 and
60 phr of CB loadings respectively. On the other hand, the recorded values for ENR 25 were 8.58,
8.57, 21.17 and 51.26 MPa at 0, 20, 40 and 60 phr of CB loadings respectively. The graph also
showed that the E; values of the ENR 25 compounds were higher as compared to the SMR CV-60
compounds. This shows that the CB particles interact better with the ENR 25 particles to produce
stronger NR chains as compared to the SMR CV-60 particles.
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Figure 3: The graph of elastic modulus (E;,) versus the CB loadings for the SMR CV-60 and the ENR 25.
3.2 Effect of Different Holding Times

In this study, both compounds with different CB loading was indented at holding times of 5, 10, 15,
and 20 s, with the results presented accordingly in Table 4 and Table 5. Based on the table, it was
found that 4, varied at different holding time. This is due to the adhesion in rubbery materials. In
compared to metals, the NR possesses a soft and tacky surface that will be attracted to the indenter
tips during preloading, resulting in negative load and displacement values at the beginning of test
(Chandrashekar et al., 2015).

Table 4: The nano-indentation properties of SMR CV-60 at different holding times.

Time ) ] ] Carbon loading (phr)
Nano-indentation properties
©) 0 20 40 60
Maximum Force (F,,,,, mN) 1.97+0.03 1.97+0.03 2.00+0.03 2.01£0.02
Maximum Indentation Depth (4,,,, pm) 16.55+0.19 13.65+0.56 10.08+1.51 6.22+0.56
> Hardness (H, , MPa) 0.28+0.01 0.41+0.03 0.78+0.21 2.36+£0.94
Elastic Modulus (£;; , MPa) 4.15£0.10 6.87+0.43 14.55+2.93 45.47+3.06
Maximum Force (F,,,,, mN) 1.99+0.02 1.99+0.00 1.99+0.00 2.01£0.02
Maximum Indentation Depth (4,,,,, pm) 18.14£1.18 13.30+0.27 9.85+2.21 6.68+0.28
10 Hardness (H, , MPa) 0.23+0.03 0.43+0.02 0.88+0.21 1.71+0.94
Elastic Modulus (E;, , MPa) 3.61+0.38 7.85+0.22 16.15+6.43 48.93+1.34
Maximum Force (F,,,,, mN) 1.98+0.01 1.99+0.00 1.99+0.00 2.00+0.01
Maximum Indentation Depth (4,,,,, pm) 19.28+1.10 13.50+0.55 10.10£1.20 5.344+0.79
P Hardness (H, , MPa) 0.20+0.02 0.42+0.03 0.80+0.20 2.23+0.65
Elastic Modulus (£}, , MPa) 3.09+0.31 7.90+0.38 15.12+3.87 56.16+2.04
Maximum Force (F,,,, mN) 1.98+0.02 1.99+0.02 1.99+0.02 2.00+0.01
Maximum Indentation Depth (4,,,,, pm) 18.90+0.57 12.47+1.10 9.15+1.28 6.13+0.57
20 Hardness (H, , MPa) 0.21£0.01 0.49+0.09 1.02+0.29 2.06+0.42
Elastic Modulus (£}, , MPa) 3.21£0.17 9.08+1.16 18.17+3.98 55.21£3.81
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Table 5: The nano-indentation properties of ENR 25 at different holding times.

Time _ _ _ Carbon loading (phr)

© Nano-indentation properties 5 " 0 o0
Maximum Force (F,, mN) 1.994+0.03 1.99+0.02 1.99+0.02 1.99+0.02
Maximum Indentation Depth (A, pm) 15.71£0.91 11.51+0.65 8.80+1.14 5.39+0.77

> Hardness (H, , MPa) 0.31£0.04 0.57+0.07 1.00+0.27 2.71+0.70
Elastic Modulus (E;; , MPa) 5.48+0.71 9.64+0.29 19.18+3.07 54.00+3.68
Maximum Force (F, mN) 1.9940.03 1.99+0.02 1.9840.03 1.99+0.03
Maximum Indentation Depth (5, pm) 13.89+1.13 11.02+1.06 8.75+0.64 7.38+0.95

10 Hardness (H, , MPa) 0.40+0.06 0.63+0.13 1.00+0.14 1.43+0.36
Elastic Modulus (£, , MPa) 7.22+41.05 11.67+2.56 21.56+2.59 46.68+7.29
Maximum Force (), mN) 1.98+0.04 1.98+0.03 1.98+0.03 1.99+0.02

15 Maximum Indentation Depth (A, pm) | 15.35%1.12 12.56+1.50 8.89+1.24 5.80+0.66
Hardness (H, , MPa) 0.32+0.05 0.47+0.12 0.98+0.25 2.30+0.54
Elastic Modulus (E;, , MPa) 5.88+0.89 8.51+£2.57 21.97+4.50 66.74+4.56
Maximum Force (¥, mN) 2.00+0.01 2.00+0.01 1.99+0.01 2.00+0.00
Maximum Indentation Depth (/,q,, um) 15.53+0.57 12.92+1.32 8.27+0.42 5.50+0.69

20 Hardness (H, , MPa) 0.34+0.08 0.46+0.09 1.11£0.11 2.58+0.64
Elastic Modulus (E;, , MPa) 6.67+£1.07 8.34+1.36 26.17+1.95 84.56+5.29

The relationship between H, and the different holding times are presented in Figures 4 and 5 for the
SMR CV 60 and ENR 25 compounds respectively. Based on the figures, it is found that the H, values
increased as the CB content was increased. However, it is also observed that the H, values varies with
the increase of holding time for both compounds at different CB loadings.

Figure 4 shows that the H, values of SMR CV-60 with 0 phr of CB loading, was slightly decreased
with the increase of holding time. The values ranged from 0.28 MPa to 0.21 MPa. For SMR CV-60
with 20 phr of CB loading, the H, values fluctuated slightly from 0.41 to 0.49 MPa. The fluctuation
differences increased as the CB loading increased. For SMR CV-60 with 40 phr of CB loading, the H,
values ranged from 0.78 to 1.02 MPa, while for SMR CV-60 with 60 phr of CB loading, the H, values
ranged from 1.71 to 2.36 MPa.

As shown in Figure 5, fluctuating trends for H, were also observed for the ENR 25 compounds with
different CB loadings. For ENR 25 with 0 phr of CB loading, the H, values ranged for 0.31 to 0.40
MPa, while for ENR 25 with 20, 40 and 60 phr of CB loadings, the H, values ranged from 0.47 to
0.63 MPa, 0.98 to 1.11 MPa, and 1.43 to 2.71 MPa respectively.
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Figure 4: The graph of hardness (H,,) versus the holding time for SMR CV-60.
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Figure 5: The graph of hardness (H,)versus the holding time for ENR 25.

The recorded E;, values at different holding times were plotted separately in Figures 6 and 7 for SMR
CV-60 and ENR 25 at different CB loadings respectively. The E;, values for SMR CV-60 at 0 phr CB
loading were found to decrease slightly from 5.01 to 3.21 MPa as the holding time increased. In
contrast, for SMR CV-60 with the other CB loadings, the E;, values were found to increase with the
increasing holding time. The E; values for SMR CV-60 with 20 phr CB loading increased slightly
from 7.21 to 9.09 MPa. On the other hand, SMR CV-60 with 40 phr and 60 phr CB loadings showed a
fluctuating trend for £, as the holding time increased. The E;, values for SMR CV-60 with 40 phr CB
loading ranged from 14.55 to 18.29MPa, for SMR CV-60 with 60 phr CB loading, it ranged from
42.51 to 56.16 MPa.

The fluctuating trend was also observed for the recorded E;, values at different holding times for ENR
25 at different CB loadings. The recorded E; values for ENR 25 showed slight change at various
holding times with the range of 5.48 to 8.58 MPa for 0 phr CB loading and 8.33 MPa to 11.67 MPa
for 20 phr CB loading. The graph also showed that the E;; values for ENR 25 with 40 phr CB loading
was significantly higher than ENR 25 with 20 phr CB loading, with the values ranging from 19.18 to
26.17 MPa. As compared to SMR CV-60, ENR 25 with 60 phr CB loading showed a sudden increase
in the £}, values from 46.68 MPa at 10 s to 66.74 and 84.86 MPa at 15 and 20 s respectively.
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Figure 6: The graph of elastic modulus versus the holding time for SMR CV-60 at different CB loadings.
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Figure 7: The graph of elastic modulus versus the holding time for ENR 25 at different CB loadings.

Figures 6 and Figure 7 show that the £}, values are slightly dependent on the holding time for both NR
compounds at 0, 20 and 40 phr CB loadings. In contrast, significant changes were observed the
compounds with high CB content (60 phr), where the E; values were found to increase with
increasing holding time. As in nano-indentation, the holding time was applied to minimise the creep
effect on the unloading curve, which may affect the hardness and elastic modulus reading. The
holding time also highly affects the E;, for some materials that are indented by the Berkovich tip (Han
etal., 2016).

Additionally, the fluctuating E;; values observed for SMR CV-60 and ENR 25 with lower CB content
were caused by experimental uncertainties that affecting the nano-indentation test results, such as
machine compliance, thermal drift and NR surface roughness. The standard deviation bar showed in
each graph represents the variation of values in the collected data, which was caused by the
experimental uncertainties that could directly affect the instrument performance and indentation
results. The instrument or machine compliance for calibration of the initial contact between the
sample and mounted tips, as well as imprecise machine stiffness value could significantly affect the
measured indentation force and penetration depth data. Besides that, the effect of thermal drift, which
occurs due to the machine thermal expansion and heat generated by continuously running the
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electronic device is quite significant on soft polymer, especially when indented at lower maximum
depth and time relaxation (Lin et al., 2007; Chandrashekar et al., 2015).

3.3 Indentation Work Dissipation

The results for the work dissipation coefficient (u;,) in the indentation of SMR CV-60 and ENR 25 at
different CB loadings under different holding times are presented in Tables 6 and 7. u;, can be
described as the ratio of indentation work value for the elastic component to the total indentation work

(Wpra)- W.ora 18 the total of elastic and inelastic work components, which is expressed as in Equation
3.

W,

ol = W/;rellastic + VVl-ZlelaSﬁC (3)
The dissipated work depends not only on H, and E;, but also on the elastic recovery of material during
the unloading process (Recco et al., 2009). Based on the tables, at 0 s holding time, the y;, values
decreased as the CB loading increased. Besides that, both compounds showed similar behaviour,
where fluctuating u;, values were found, except for SMR CV6 with 20 phr CB loading, whereby w;,
decreased with increasing holding time. It was also found that the u;, values for SMR CV60 were
higher than ENR 25 with similar CB loadings. This behaviour shows the irreversibility of plastic
deformation of both rubber compounds and its capability to store elastic energy at different CB
loadings and holding times.

Table 6: Work dissipation coefficient (u;,) for SMR CV-60 at different holding times.

Work dissipation coefficient (u;, ,%)
) Holding time (s)
Carbon loading (phr) 0 5 10 15 20
0 66.77 66.74 59.51 61.26 60.90
20 58.48 54.78 49.32 47.35 47.29
SMR CV-60 40 47.60 47.86 49.93 47.51 45.32
60 34.98 31.99 28.27 27.64 34.32

Table 7: Work dissipation coefficient (u;,) of ENR 25 at different holding times.

Work dissipation coefficient (u;, ,%)
' Holding time (s)
Carbon loading (phr) 0 5 10 15 20
0 52.02 50.17 41.26 45.24 48.56
20 47.12 38.35 36.20 44.94 43.64
ENR 25 40 43.67 39.28 36.19 30.69 31.72
60 29.60 28.93 24.72 24.00 24.43

4. CONCLUSION

The results of the nano-indentation test conducted in this study shows that the properties of the SMR
CV60 and ENR 25 compounds were highly affected by the CB loadings. The indentation depth
decreased as the CB loadings in the SMR CV-60 and ENR 25 compounds were increased. This shows
that the increasing CB loading increased the stiffness of the NR compounds, thus increasing the
resistance of the NR compounds from indenter tip penetration. In addition, the hardness and elastic
modulus values also increased with the increasing CB loading for both NR compounds. Meanwhile,
in the investigation of the effect of holding time on the indentation of the Berkovich tips, it showed
that the indentation properties were slightly dependent on the holding time, whereby the penetration
depth, hardness and elastic modulus values fluctuated as the holding time increased. The dependency
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of holding time was clearest for the SMR CV-60 and ENR 25 compounds with 60 phr CB loading.
The work dissipation coefficient study also showed that the capability of both compounds to store
elastic energy is highly depended on the CB loadings and holding times.
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ABSTRACT

Fibre reinforced polymers are the contemporary advanced materials that possess high specific
properties when compared to metallic alloys. They have been widely explored since the past few
decades. This research study intends to investigate the quasi-static indentation behaviour of non-
hybrid and hybrid pineapple leaf / Kevlar fibre reinforced composites with various stacking
configurations. Four fibre stacking configurations were fixed in the composite laminates. The
composite panels were fabricated through hot moulding compression process. Quasi-static tensile
and indentation test were then conducted to measure the tensile properties, energy absorption,
maximum indentation force and specific energy absorption of the non-hybrid and hybrid composites.
The front and rear fracture surface of the non-hybrid and hybrid composites were analysed after the
indentation test. The findings evidenced that the hybrid pineapple leaf / Kevlar fibre reinforced
composites showed a positive hybrid effect where the tensile properties, maximum indentation force
and energy absorption were drastically improved after partial incorporation of Kevlar fibre in the
composites. However, the hybrid composites with the outermost Kevlar fibre and middle pineapple
leaf fibre showed comparable tensile and indentation properties to the non-hybrid Kevlar fibre
reinforced composites. The results demonstrated the high potential of hybrid pineapple leaf / Kevlar
fibre reinforced composites in the replacement of non-hybrid Kevlar fibre reinforced composites.

Keyword: Hybrid composites; pineapple leaf fibre; Kevlar fibre; indentation properties; energy
absorption

1. INTRODUCTION

A continuous effort has been given to the exploration of the environmental friendly materials with
high specific properties. Fibre reinforced polymers (FRPs) are regarded as lightweight materials that
possess high specific properties when compared to metallic alloys (Feng et al., 2018). However,
current FRPs applied in the industrial applications are mainly dominated by synthetic fibres and
thermoset matrix. Kevlar fibres are among the high strength synthetic fibres which encompass high
impact resistance, stiffness and toughness (Johnson & Venkatesan, 2018). Due to their high impact
resistance, Kevlar fibres are commonly employed for military and defence applications such as
bulletproof vests, body armours and combat helmets. Despite the contemporary FRPs have high
specific properties but such materials have led to the negative impacts on the environment and human
health (Mostafa, 2019). One of the possible techniques to resolve the problem is by using natural fibre
based composites instead of synthetic fibre based composites in industrial applications.

To date, natural fibre based composites have been employed in aerospace, automotive, electrical and
household applications (Sanjay et al., 2018). Due to the increasing demand for lightweight composite
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materials, it is indispensable to continuously explore the potential of natural fibre based composites.
The shift of synthetic fibre towards natural fibre based composites is expected as they can improve
renewability, biodegradability, environmental friendliness, and reducing the cost and density of the
materials (Afzaluddin et al., 2019). Indeed, the natural fibres have offered innumerable virtues such as
carbon dioxide neutral, less abrasive, low energy consumption, low cost, biodegradability and
lightweight properties (Arthanarieswaran et al., 2014; Paul et al., 2015; Karahan & Karahan, 2015;
Vieira et al., 2017; Feng & Malingam, 2019). On this token, pineapple leaf fibre (PALF) has shown a
great potential in which PALF possesses a relatively high mechanical strength compared to other
natural fibres due to its high cellulose content. Furthermore, PALF is considered as an agricultural
waste as their plant is mainly grown for the fruit rather than the fibres. As a result, the incorporation
of PALF in the composite materials is beneficial to the environment and the mechanical properties of
the composites.

In spite of several attractive features in natural fibres, they also exhibit various shortcomings such as
batch-to-batch variation, lack of thermal stability, weak impact resistance, susceptible to strength
degradation and high moisture sensitivity (Santulli, 2007; Sgriccia et al., 2008; Adekunle et al., 2011;
Asgarinia et al., 2015). The high moisture uptake of the natural fibres eventually leads to poor
interfacial bonding with hydrophobic polymer matrices (Kushwaha & Kumar, 2010). Such
impediments of natural fibres have retarded their use in structural applications. In fact, the demerits of
natural fibres can be resolved using several techniques. Chemical treatments such as silane and alkali
treatments are among the most commonly applied techniques to resolve the demerits of natural fibres.
Silane treatment provides a siloxane bridge across the fibre-matrix interface, thereby improving the
compatibility between fibre and matrix, resulting in the improvement in the mechanical properties. In
contrast, alkali treatment alters the fibre surface structure, which removes a certain amount of
hemicellulose, lignin and pectin, increasing the number of reactive hydroxyl groups on the fibre
surface (Suardana et al., 2011; Sullins et al., 2017). Thus, the alkali treatment results in the
improvement in the aspect ratio of the fibres, leading to the enhancement in the mechanical properties
of natural fibre based composites. However, a more efficient and direct method to remedy the
shortcomings of natural fibres is via the hybridisation with synthetic fibres (Feng et al., 2019a).

Hybrid composites are regarded as the materials that are formed through blending of more than one
type of fibres within the polymer matrix. The hybrid composites allow the freedom of tailoring the
mechanical properties in accordance with certain industrial applications. Hybrid composites can be
grouped into three major classes which are synthetic / synthetic, synthetic / cellulosic and cellulosic /
cellulosic fibre based hybrid composites. However, the synthetic / cellulosic fibre reinforced hybrid
composites are the most widely explored composite materials. The mechanical properties of synthetic
/ cellulosic fibre reinforced hybrid composites have been reported in the literature and the findings
demonstrated that the partial incorporation of synthetic fibre in the natural fibre based composites
improved the mechanical properties (Shahzad, 2011; Ng et al., 2017; Kureemun et al., 2018; Feng et
al., 2019b). Through hybridisation of high strength synthetic fibre with low strength natural fibre, it is
believed that the energy absorption as well as the indentation properties can be enhanced as well.

Generally, composite materials are susceptible to the indentation loading during their service life
(Zhou et al., 2017). Therefore, it is particularly important to investigate the indentation properties of
the composite materials. Liu et al. (2015) studied the temperature effects on the indentation behaviour
of carbon fibre reinforced composites with pyramidal truss cores. The findings revealed that the
increase of temperature reduced the maximum indentation load and energy absorption of the
composite materials due to the degradation of the polymer matrix and the interfacial bonding. Azwan
et al. (2014) investigated the quasi-static indentation behaviour of composite sandwich structures with
glass fibre reinforced polyester as top and bottom layers and polyurethane foam as the core. The
indentation test was conducted with several strain rates on the composite materials. They concluded
that the increase in strain rate eventually led to an increase in energy absorption of composite
materials. Wagih et al. (2016) analysed the quasi-static indentation behaviour of carbon fibre
reinforced epoxy composites. They found that the indentation damage can be divided into four stages,
elastic deformation with no damage, indentation load drop due to matrix cracking, progressive growth
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of delamination and finally drastic load drop. A recent research study has been conducted by Bulut &
Erklig (2018) to investigate the quasi-static indentation behaviour of glass / Kevlar / carbon fibre
reinforced epoxy hybrid composites. The results demonstrated that the hybrid composites exhibited
the highest indentation force and energy absorption compared to non-hybrid composites. Another
recent research study was carried out by Salman et al. (2018) to compare the indentation properties of
non-hybrid and hybrid kenaf / Kevlar fibre reinforced polyvinyl butyral composite laminates. It was
observed that the energy absorption of hybrid composites was superior to those of non-hybrid kenaf
fibre reinforced composites. Overall, non-hybrid Kevlar fibre reinforced composites achieved the
highest energy absorption. However, it should be emphasised that the energy absorption of hybrid
kenaf / Kevlar fibre reinforced composites was comparable to the non-hybrid Kevlar fibre reinforced
composites.

Since composite materials are susceptible to the localised impact loading which results in the damage
of such materials and thus it is necessary to study the indentation behaviours of the composite
materials. The literature studies have shown composite materials exhibited excellent indentation
properties and energy absorption. In this case, it is vital to continuously explore the potential of
composite materials particularly cellulosic fibre based composites. Thus far, the tensile and
indentation properties of thermoplastic based PALF / Kevlar reinforced hybrid composites still remain
unexplored. Therefore, this study intends to evaluate the tensile and indentation behaviours of PALF /
Kevlar fibre reinforced polypropylene hybrid composites with various fibre stacking configurations.
Moreover, the damage properties of the penetrated non-hybrid and hybrid composite laminates are
also analysed.

2. METHODOLOGY
2.1 Materials

Woven PALF and Kevlar fabrics as shown in Figure 1(a) and Figure 1(b) were used as reinforcement
in the non-hybrid and hybrid composites. PALF fabric with an areal density of 315 g/m” was
purchased from Mecha Solve Engineering, Malaysia. Kevlar fabric with an areal density of 200 g/m’
was provided by DuPont Knowledge Center, India. Homopolymer polypropylene (PP) granules were
supplied by the Al Waha Petrochemical Company, Saudi Arabia. The properties of PALF and Kevlar
fibre are summarised in Table 1.
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Figure 1: Plain weave woven: (a) PALF (b) Kevlar.

Table 1: Properties of PALF and Kevlar fibre (Ahmad et al., 2014; Gurunathan et al., 2015).

Properties PALF Kevlar fibre
Tensile strength (MPa) 170 — 1627 3000
Tensile modulus (GPa) 60— 82 124

Strain at break (%) 1-3 2.5
Density (g/cm?) 1.5 1.44
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2.2  Fabrication of Composite Laminates

Non-hybrid and hybrid PALF / Kevlar reinforced composite laminates were prepared via hot
moulding compression method using Gotech hydraulic hot press machine. Furthermore, film stacking
technique was applied to arrange the PALF and Kevlar fabrics as well as PP films before they were
compressed in the hot press machine. PP granules were firstly compressed into the form of films prior
to the composite fabrication process. Meanwhile, PALF fabric was dried in an oven at a temperature
of 80 °C for 24 hours to eliminate the excessive moisture content to avoid the formation of voids
during the composite fabrication. Thereafter, PALF and Kevlar fabrics were stacked alternatively with
the PP films in a 3 mm-thick picture frame mould to allow the optimum fibre impregnation. The stack
was then subjected to a compression moulding process with a temperature of 175 °C and pressure of
3.5 MPa. Preheating was applied to the composite laminates before it was fully compressed in order
to ensure the heat was evenly distributed throughout the composite laminate. Subsequently, the
composite laminate was allowed to cool down until the ambient temperature. Finally, the composite
laminate with a nominal thickness of 3 mm was taken out from the hot press machine for visual
inspection of any defects.

Non-hybrid and hybrid composites were prepared to study the effects of fibre stacking configurations
on the quasi-static tensile and indentation behaviours, including the tensile strength, tensile modulus,
maximum indentation load, energy absorbing capacity and specific energy absorption of such
materials. Figure 2 depicts the different fibre stacking configurations in the PALF / Kevlar based
composite laminates. Each of the non-hybrid and hybrid composite laminates consists of three layers
of woven fabric. The non-hybrid PALF and Kevlar fibre reinforced composites are denoted as [PF]
and [KV]. When one layer of the middle PALF fabric was replaced with Kevlar fabric in the
composite laminate, the hybrid composite is referred to as [H1]. Moreover, the hybrid composite
laminate is represented by [H2] when the outermost PALF fabrics were superseded with Kevlar
fabrics. The fibre weight and volume fractions along with their respective standard deviations are
shown in Table 2. The fibre volume fraction of each composite laminate was calculated with
reference to Equation 1.

Kevlar Kevlar
Kevlar Kevlar
[PF] [H1] [H2] [KV]

Figure 2: Fibre stacking configurations in composite laminates.

Table 2: Fibre weight and volume fraction in composite laminates.

. Lo
Fibre stacking Fibre weight Fibre volume fraction (%)

configuration fraction (%) PALF Kevlar Total
[PF] 31.25 (0.85) 21.62 (0.67) - 21.62 (0.67)
[H1] 28.21 (1.35) 14.62 (0.79) 4.84 (0.26) 19.46 (1.05)
[H2] 26.94 (1.23) 8.02(0.41) 10.61 (0.54) 18.63 (0.95)
[KV] 22.58 (1.03) - 14.81 (0.76) 14.81 (0.76)
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WpaLF + Wkevlar
1% " — PpALF Pkevlar (1)
fibre WpALF Wkevlar WPP

PpALF Pkevlar ppp

where Wpyyr is the weight of PALF, Wkeuviar is the weight of Kevlar fibre, Wpp is the weight of PP,

ppaLr is the density of PALF, pgeyqr is the density of Kevlar fibre and p,,, is the density of PP.

2.3 Experimental Works

The effects of fibre stacking configurations on the tensile properties of non-hybrid and hybrid PALF /
Kevlar based composites were investigated through the quasi-static tensile test. The tensile test was
performed with reference to ASTM D3039 at ambient temperature using the Instron model 8872
servo-hydraulic universal testing machine (UTM) with a load cell capacity of 25 kN. A quasi-static
cross-head displacement rate of 2 mm/min was fixed throughout the tensile test. Extensometer was
equipped on the specimens to monitor the tensile strain. The average tensile strength and modulus
were then measured and recorded for further analysis and evaluation.

Quasi-static indentation test was conducted on non-hybrid and hybrid PALF / Kevlar based
composites with reference to ASTM D6264 using Instron model 5585 Universal Testing Machine.
Maximum indentation force, energy absorption and specific energy absorption were measured during
the indentation test. The composite laminates were cut into the dimension of 100 mm x 100 mm and
arranged in an edge support configuration as demonstrated in Figure 3. A quasi-static cross-head
displacement rate of 1.27 mm/min was fixed throughout the indentation test. Prior to the indentation
test, the composite laminate was clamped and tightened between the top and bottom support plates
using four screws at the corners to avoid any slippage that affects the accuracy and reliability of the
results during the indentation test. An indenter with a 12.7 mm diameter hemispherical tip was used to
perform the indentation test. The indentation test was repeated three times for each of the fibre
stacking configurations and the average findings were recorded for analysis and evaluation. The
results were then represented by force-displacement curves to evaluate the energy absorption and
maximum indentation load of the composite laminates. Finally, the damage behaviours of the
composite laminates resulted from the indentation force were studied.

Indenter
Top and bottom
support plates )
Composite
laminate

Figure 3: Setup of the quasi-static indentation test.

3. RESULTS AND DISCUSSION
3.1 Tensile Properties
The tensile properties of PALF / Kevlar reinforced composites with different fibre stacking

configurations were investigated. The findings obtained from the tensile test were then summarised
and recorded as shown in Figure 4. It is undoubtedly that the hybrid PALF / Kevlar composites
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improved the tensile properties when compared to non-hybrid PALF based composites. On average,
the highest tensile properties were noticed in the non-hybrid Kevlar reinforced composites whereas
the lowest tensile properties were obtained in non-hybrid PALF based composites. It was shown that
the [KV] composite laminates had tensile strength and modulus of 111.73 MPa and 3.56 GPa, which
are respectively 281.20 % and 42.97 % higher than [PF] composite laminates. However,
improvements of 33.50 % and 9.64 % were observed in the tensile strength and modulus when one
middle PALF fabric was superseded with Kevlar fabric in the [H1] hybrid composite laminates. A
further improvement was obtained in [H2] composite laminates when two outermost PALF fabrics
were replaced with Kevlar fabrics. It can be seen that those [H2] composite laminates exhibited
tensile strength and modulus of 100.85 MPa and 3.19 GPa which are 244.08 % and 28.11 % higher
than [PF] composite laminates. From Figure 4, the overall findings demonstrated the incorporation of
Kevlar fibre in the hybrid composite laminates indeed attested positive hybrid effect on the tensile
properties.

Furthermore, it is worth noting that the [H2] composite laminates possessed comparable tensile
properties to the [KV] composite laminates. The tensile strength and modulus of [H2] composite
laminates are merely 9.74 % and 10.39 % lower than [K'V] composite laminates. This trend showed
the high potential of employing hybrid PALF / Kevlar composite laminates, [H2], to substitute those
of non-hybrid Kevlar based composite laminates [KV]. Apart from the comparable tensile properties
of [H2] composite laminates to those of [KV] composite laminates, it can be noticed that [H1]
composites had comparable tensile properties to the [PF] composite laminates as well. These
behaviours evidenced that the tensile properties of the materials are highly dependent on the
outermost layer in the composite laminates. The outermost layers in the composite laminates act as
the main load carriers which attract and sustain more loads during the tensile test. Thus, the skin
layers have a decisive effect on the tensile properties of composite laminates. Feng et al. (2017)
obtained similar results in which the hybrid composite laminates with high strength fabrics as the
outermost layers exhibited higher tensile properties.

=== Tensile
strength

—e—"l'ensile
modulus

80 -

Tensile strength (MPa)
Tensile modulus (GPa)
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Tensile strain (mm/mm)

Figure 4: Tensile properties of non-hybrid and hybrid PALF / Kevlar based composites.

3.2  Quasi-Static Indentation Properties

The indentation behaviours of non-hybrid and hybrid PALF / Kevlar fibre reinforced composite
laminates were investigated through the quasi-static indentation test. Table 3 records the indentation
properties including maximum indentation force, energy absorption and specific energy absorption.
The standard deviations of each of the indentation properties are included in the parentheses as well.
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Table 3: Indentation properties of non-hybrid and hybrid PALF / Kevlar based composites.

. . Maximum Specific energy
Fibre stacking . . . .
configurations indentation force Energy absorption (J) absorption

g ™) (J.m%kg)

[PF] 866.13 (40.66) 8.59 (0.86) 2.85(0.08)
[H1] 2654.95 (140.76) 23.40 (3.37) 7.97 (0.38)
[H2] 4280.06 (206.87) 48.31 (2.47) 18.20 (0.83)
[KV] 5819.00 (135.99) 55.75 (4.19) 20.04 (0.96)

Findings obtained from the quasi-static indentation test are represented by the force-displacement
curves as depicted in Figure 5. As can be seen in Figure 5, the force-displacement curves of the non-
hybrid and hybrid composite laminates showed a very similar trend irrespective of fibre stacking
configurations. The trend demonstrated the increase of indentation force along with the increase of
displacement up to a maximum indentation force was reached. In fact, the indentation process of the
composite laminates can be divided into three major regions. The load increased at the initial stage up
to the peak point where the matrix cracking and initial delamination were noticed. After that, fibre
breakage together with the higher extent of delamination occurred that resulted in the reduction in the
load-carrying capacity of the composite laminates. Finally, the composite laminates were penetrated,
that indicates the complete fracture, leading to the friction between the indenter and the composite
laminates. The observation is in agreement with the results obtained by Bulut & Erklig (2018) in
which the non-hybrid and hybrid Kevlar / glass / carbon fibre reinforced composites evidenced the
similar trend during the indentation process.
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Figure 5: Force-displacement curves of non-hybrid and hybrid PALF / Kevlar based composites.

The energy absorption of the composite laminates was measured by calculating the area under the
force-displacement curves. Figure 6 elucidates the maximum indentation force and energy absorption
of the non-hybrid and hybrid PALF / Kevlar reinforced composites. Overall, the maximum
indentation force and energy absorption were noticed in the non-hybrid Kevlar fibre reinforced
composites. On the contrary, the non-hybrid PALF reinforced composites showed the lowest
indentation force and energy absorption. The maximum indentation force and energy absorption of
non-hybrid Kevlar fibre reinforced composites are 571.84 % and 549.01 % higher than non-hybrid
PALF based composites. Nonetheless, the results demonstrated a positive hybrid effect where the
maximum indentation force and energy absorption of the composite laminates were significantly
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improved when Kevlar fibre was partially incorporated. In comparison with the non-hybrid PALF
based composites, the improvements in the maximum indentation force and energy absorption are
206.53 % and 172.41 % when one middle layer of PALF was substituted with Kevlar fibre. Moreover,
it was shown that the [H2] composite laminates exhibited maximum indentation force and energy
absorption of 4280.06 N and 48.31 J which are 394.16 % and 462.40 % higher than [PF] composite
laminates. These trends demonstrated the potential of Kevlar fibre in enhancing the indentation
resistance and energy absorption of the hybrid composite laminates.

Nevertheless, it is interesting to emphasise that the [KV] composite laminates evidenced the
maximum indentation force and energy absorption which are only 35.96 % and 15.40 % higher than
[H2] composite laminates, implying that [H2] composite laminates had comparable indentation
properties to the [KV] composite laminates. Since the indentation resistance and energy absorption of
the composite laminates are highly dependent on the outermost fabric layers, hence the [H2] and [KV]
composite laminates had attested superior indentation properties particularly the energy absorption
over those of [PF] and [H1] composite laminates. In fact, the indentation resistance of the composite
laminates is governed by the bending stiffness of each fabric layer and the outermost fabric layers are
the main constituents that have the decisive effect on the indentation properties. Therefore, the
placement of the high strength Kevlar fibre as the skin layers is considered as an alternative fibre
stacking configuration which contributes to higher indentation properties.
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Figure 6: Maximum indentation force and energy absorption of composite laminates under quasi-static
indentation.

Lightweight and environmental friendly characteristics are those of criteria which are taken into
consideration when searching for an alternative material to supersede synthetic fibre based
composites. In this context, it is pivotal to consider the specific properties of non-hybrid and hybrid
PALF / Kevlar reinforced composites. Figure 7 shows the specific energy absorption of the composite
laminates with different fibre stacking configurations. The specific energy absorption was measured
according to the Equation (2) by dividing the total energy absorption by the areal density of the
composite laminates.

_ Egpsolute
Areal density

(2)

Especiﬁc

where Egpsolute 1S the total energy absorption.
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On average, the trend of the specific energy absorption of the composite laminates as shown in Figure
7 is very similar to the absolute energy absorption. The highest specific energy absorption was noticed
in [KV] composite laminates while [PF] composite laminates evidenced the lowest specific energy
absorption. The excellent specific energy absorption was still observed in those of composite
laminates with the incorporation of high strength Kevlar fabric as the outermost layers. When the
areal density of the composite laminates was taken into consideration, [H2] composite laminates still
attested the comparable specific energy absorption of 18.20 J.m*/kg which is only 9.18 % lower than
[KV] composite laminates. It is worth noting that the difference in the specific energy absorption of
[H2] and [KV] composites was even diminished when compared to their absolute energy absorption.
Due to the similar density of PALF and Kevlar fibre, the overall trend of specific energy absorption
did not show any significant difference to the absolute energy absorption of PALF / Kevlar based
composites.

Specific energy absorption
(J.m¥kg)

[PE] [HI] [HZ] [KV]
Fibre stacking configuration

Figure 7: Specific energy absorption of composite laminates subjected to indentation.

3.3 Damage Assessment

The damage assessment of the non-hybrid and hybrid PALF / Kevlar reinforced composites was
conducted on the fracture composite laminates to justify the findings obtained from the quasi-static
indentation test. The damage behaviours of the non-hybrid and hybrid PALF / Kevlar reinforced
composites were evaluated on the front and rear surface of the fracture composite laminates. Table 4
depicts the fracture surface of the front and rear sides of PALF / Kevlar reinforced composites. From
Table 4, it was noticed that the damage behaviours of the composite laminates were highly influenced
by the fibre types and fibre stacking configurations.

As can be seen in Table 4, the damage was more severe in the PALF based composites in comparison
with Kevlar based composites. The crack length of the fracture composite laminate was diminished in
both the indented and rear sides when the Kevlar fibre was partially incorporated in the composite
laminates. When comparing the damage behaviours of the composite laminates with different fibre
stacking configurations, [PF] and [H1] composite laminates exhibited similar damage behaviours
while the damage behaviours of [H2] composite laminates were similar to those of [KV] composite
laminates. On average, the crack propagation of [H2] and [KV] composite laminates was apparently
smaller than the [PF] and [H1] composite laminates. This is attributed to the placement of high
strength Kevlar fibre in the outermost layers of the composite laminates, leading to the reduction in
the crack propagation of the composite laminates.
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Table 4: Fracture surface of PALF / Kevlar reinforced composite laminates.

Composites Front Rear

[PF]

[H1]

[H2]

[KV]

In addition, the composite laminates had evidenced more severe damage on the rear surface instead of
the indented surface, implying that the rear surface of the composite laminates was susceptible to
higher damage and deformation level during the indentation process. The damage due to the
indentation force can be due to the tension-shear and compression-shear. During the indentation test,
the damage was initiated with a dent on the indented side, which was then followed by crack initiation
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and propagation on the rear surface. The crack propagated continuously along with the increase of the
indentation displacement until the complete fracture of the composite laminates. Fibre pull-out, fibre-
matrix delamination and fibre breakage were observed in the composite laminates as well, which were
shown in Table 4. However, the fibre-matrix delamination was more significant in Kevlar based
composites compared to PALF based composites, indicating that PALF based composites
encompassed better fibre-matrix adhesion. Nonetheless, it should be emphasised that the
incorporation of Kevlar fibre indeed resulted in the global deformation of the composite laminates
after subjected to indentation force, resulting in an increase in the energy absorbing capacity.

4. CONCLUSION

This research study intends to investigate the quasi-static tensile and indentation properties of non-
hybrid and hybrid PALF / Kevlar reinforced composites with various fibre stacking configurations.
According to the findings obtained from the quasi-static indentation test, several conclusions have
been drawn:

1. The average findings evidenced the high potential of hybrid composites especially [H2]
composite laminates in terms of tensile properties. The results showed the partial replacement of
PALF with Kevlar fabrics had undoubtedly improved the tensile properties of the composite
laminates, indicating the positive hybrid effect towards the enhanced tensile properties.
Moreover, it should be noted that the [H2] composite laminates had shown comparable tensile
properties to the [KV] composite laminates. The tensile strength and modulus of [KV] composite
laminates are only 10.79 % and 11.60 % higher than [H2] composite laminates. Therefore, [H2]
composite laminates had evidenced a high potential to substitute the non-hybrid [KV] laminates.

2. The partial addition of Kevlar fibre in the composite laminates had led to the positive hybrid
effect in the indentation properties. The improvement in the indentation properties was noticed
when the Kevlar fibre was partially incorporated in the composite laminates. However, the
highest indentation force and energy absorption were observed in the [KV] composite laminates
whereas [PF] composite laminates showed the lowest indentation properties. Moreover, [H2]
hybrid composite laminates had demonstrated a comparable indentation resistance and energy
absorption to the [KV] composite laminates. The [H2] composite laminates evidenced the
indentation force and energy absorption of 4280.06 N and 48.31 J which are only 26.45 % and
13.35 % lower than [KV] composite laminates.

3. In the context of energy absorption, a similar trend to the indentation force was observed. The
partial substitution of PALF with Kevlar had improved the energy absorbing capacity of the
composite laminates. When one middle layer of PALF was replaced with Kevlar fibre, the
energy absorption was enhanced by 172.41 % while the improvement of 462.40 % was noticed
when the outermost layers of PALF were substituted with Kevlar fibre. When comparing the
energy absorption of composite laminates with different fibre stacking configurations, composite
laminates with Kevlar in the outermost layers attested higher potential in the energy absorbing
capacity in comparison with the composite laminates with PALF as the skin layers.

4. Since the specific properties and the environmental friendliness are the main concerns in
searching for alternative materials to supersede the synthetic based composites, the specific
energy absorption of PALF / Kevlar reinforced composites was measured. In accordance with the
results obtained, hybrid composites [H2] still demonstrated a high potential in the energy
absorbing capacity to replace those of non-hybrid [KV] composite laminates. [H2] composite
laminates still showed comparable energy absorption of 18.20 J.m*/kg which is merely 9.18 %
lower than [KV] composite laminates. The trend of the specific energy absorption is very similar
to the absolute energy absorption since the PALF and Kevlar have a similar density. The overall
results have concluded the high potential of employing PALF in the hybrid composite laminates
in order to achieve the balance in environmental friendliness and the indentation properties.
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ABSTRACT

Bioaerosol concentrations are significantly affected by environmental conditions. Therefore,
bioaerosol sampling is important to monitor and control air quality, in particular to control airborne
diseases. This study was conducted in August 2019 to investigate the air quality in a government
premise in Selangor, Malaysia. The sampling sites were selected randomly from the same building.
One of the samples was collected from a garden as outdoors sample, while others were collected
indoors, which included the pantry, toilet, staff rooms, store rooms, meeting room, prayer room,
exhibition hall and training room. The eleven sampling sites differ from each other in terms of the
presence of personnel, windows, air conditioning system, water source, organic substrates and
flooring materials. For bioaerosol sampling, the Andersen impaction method was applied using
Nutrient Agar (NA) non-selective media plates. Three units of biological air samplers (SKC Quick
Take 30, USA) with setting of 2 min sampling time and volume flow rate of 28.3 L/min were used in
each sampling location. The plates were incubated at 35 °C for 24 h and underwent the plate count
process using an automatic colony counter (Interscience Scan 4000, USA). The total number of
bacterial colonies for 24 and 48 h were counted and recorded before the bacterial concentrations
were calculated using the concentration of biological contaminants calculation formula. The results
showed that all the indoor and outdoor locations were still at healthy levels and do not exceed the
maximum limit of 1,000 CFU/m’ for the total number of bioaerosol particles that has been
recommended by the National Institute of Occupational Safety and Health (NIOSH) and American
Conference of Governmental Industrial Hygienists (ACGIH). However, the staff room exceeded the
culture count for total bacteria of 500 CFU/m’ that was recommended by ACGIH. The higher
bacterial concentrations in the staff room and prayer room than the garden could be influenced by
several factors including presence of personnel, air ventilation, flooring material, water sources and
organic substrates. In conclusion, the airborne bacteria presence could possibly originate from
outdoor sources, with textile and humans as the main vectors of the contamination in both locations,
especially during the haze period.

Keywords: Bioaerosol; indoor and outdoor environments; biological air sampler; automatic colony
counter; haze period.

1. INTRODUCTION

Bioaerosols are airborne particles that originate from living organisms, such as viruses, intact bacterial
cells and spores, protozoa and their cysts, fungal cells and spores, and plant pollen grains and spores.
Bioaerosols have been shown to cause health problems related to indoor air quality (Schwab et al.,
2003). Approximately 5 to 34% of air contamination is caused by bioaerosol particles (Gizaw et al.,
2016), which could also lead to the declination of indoor air quality. Air sampling is a popular method
of conducting microbial examinations, as it allows for direct toxicological evaluation with results that
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can be related to a concentration that is expressed in terms of colony forming units per cubic meter
(CFU/m’) (Yassin & Almougatea, 2010). Furthermore, monitoring of environmental factors, such as
temperature and relative humidity, can be a useful tool to explain possible bioaerosol sources
(Stetzenbach et al., 2004). Since bacteria require specific environmental conditions to grow and
propagate, their concentrations are significantly affected by these factors (Mouli et al., 2005).
Therefore, bioaerosol sampling is important to monitor and control air quality, in particular to control
airborne diseases.

Many studies have been conducted to investigate the relationship between bioaerosols as one of the
air components and human infectious diseases (Douwes et al., 2003; WHO, 2009). A number of
airborne bioaerosol assessments have been conducted by researchers over these past two decades,
whereby it has been reported that the concentration of pollutants vary between indoor and outdoor
environments (Pastuszka et al., 2000, 2005; Bernstein et al., 2008; Aydogdu et al, 2010; Nasir &
Colbeck, 2010; Pegas et al., 2010; Salleh et al., 2011; Dumata & Dudzinska, 2013; Moon et al., 2014;
Karottki et al., 2015). It is not clear which specific components primarily account for the presumed
health effects. Dose-response relationships have often not been described and knowledge about
threshold values is also not available. This relative lack of knowledge is mainly due to the lack of
valid quantitative exposure assessment methods (Douwes et al., 2003). The information of the
dispersion size of particles is also limited (Latif ef al., 2014). Bioaerosols differ from aerosols based
on their biological characteristics and a detailed study on controlling the dispersion of the particles is
required (Lee, 2011).

Air contamination can occur if the air components are disturbed and imbalance. Hence, solid, fluid or
gas air contaminants would not just affect human health and quality of life, but also would affect
animals and plants too. Its effects could be either direct or indirect because the air flow in the Earth’s
atmosphere is very turbulent and dynamic. The direct effect can be seen in declination of human
health level, while the indirect effect could pollute, spoil and damage infrastructure, especially
building structure (Rao et al., 1996).

Many would have thought that indoor air is safer and cleaner than outdoor air. Outdoors is assumed to
be more polluted because of its wide, open and unlimited space. Besides that, there are a lot of
possible sources of air contamination, such as from vehicles, industrial areas, open burning, cigarette
smoke, as well as from natural phenomenon such as drought, acid rain and volcano eruption.
However, according to the United State Environmental Protection Agency (EPA) (1987), indoor
levels of pollutants may be up to 100 times higher than outdoor pollutant levels. Indoor contamination
has been ranked as among five top public health risks (Kotzias, 2005; Gawronska & Bakera, 2015).
Poor air quality is often related to the factors of heart and lung diseases (Shin et al., 2015). Indoor air
quality is particularly important to humans since we spend up to 90% of time indoors (Klepeis, 2001).

Common sampling techniques such as impactors, filters, impingers and cyclones are used to separate
and collect bioaerosols (Macher et al., 1995; Willeke & Macher, 1999; Haig et al., 2016). In
microbiological research, after air sampling, it is essential to accurately enumerate microbial cells. For
example, as a key step in developing new antimicrobial agents, the determination of minimum
inhibitory concentration (MIC) requires inoculation of a precise number of viable microorganisms
(Balouiri et al., 2016). The microbial concentration calculation can be done by direct microscopic
count (Brock & Bohlool, 1974), flow cytometry (Muirhead et al., 1985; Porter et al., 1997) and most
probable number counting assay (MPN) methods (Makkar & Casida, 1987). The agar plate method is
inexpensive and the procedures are simple. However, it takes a long time for cells to be cultured and
to obtain the laborious manual counting results, which could take up to a few days (Hazan et al,
2012; Davis, 2014). Therefore, to reduce manual work and its related human error, commercial
automated colony counters, such as ProtoCOLTM (Synbiosis, UK), EC2TM (BioMérieux, Marcy-
10Etoile, France) and Scan TM 500 (Interscience, Woburn, MA, USA), have been developed through
applications of image processing algorithms (Song ef al., 2018).
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Several advantages of using an automated colony counter system are: it increases sample throughput;
it can count colonies of different colours simultaneously so that counts can be less time-consuming; it
can improve data accuracy as count data are automatically transferred onto digital files; and plate
count data can be checked at a later date since automated counting systems use electronic data files
that allow storage of plate images and numerical results. Moreover, its performance is superior to
routine manual counting of plates especially in the presence of higher numbers of colonies (Brugger et
al., 2012).

After the total number of bacteria is obtained and recorded, the bacterial concentration can be
determined using the concentration of biological contaminants calculation formula:

Colony Forming Unit (CFU) x 1000
Flow Rate (L/min) X Duration (min)

(1)

For indoor air quality assessments, concentrations measured in test environments are typically
compared to baseline data from reference areas or data reported in the literature (Rao et. al, 1996).
Reponen et al. (1992) recommended using the extreme of the data distributions culturable bacteria
and fungi (5,000 and 500 CFU/m’ respectively) as indicators of the presence of abnormal indoor
sources or insufficient ventilation in urban and suburban residences in a subarctic climate (e.g.,
Finland). However, the general consensus is that it is not possible to set numeric concentration limits
for bacteria or fungi in indoor environments (Heikkinen ef al., 2005).

Although indoor environments are considered to be protective, they can become contaminated with
particles that present different and sometimes more serious risks than those related to outdoor
exposures, when their concentrations exceed recommended maximum limits. These are 1,000
CFUs/m’ for total number of bioaerosol particles set by the National Institute of Occupational Safety
and Health (NIOSH) and American Conference of Governmental Industrial Hygienists (ACGIH) with
the culturable count for total bacteria not to exceed 500 CFUs/m’ (Cox & Wathes, 1995; Jensen &
Schafer, 1998).

The objective of this study is to determine indoor and outdoor bioaerosol concentration levels in
selected locations using the impaction air sampling method and automatic colony counter for bacterial
concentration plate count. In addition, the relation of the bioaerosol concentration levels with the
sources of airborne microorganisms in the built environment will also be studied.

2. MATERIALS AND METHODS
2.1 Preparation of Nutrient Agar (NA) Medium

A total of 10 g of NA powder was weighed and dissolved in 50 ml distilled water in a conical flask.
The solution was stirred using magnetic stirrer (700 rpm) and heated up on a hotplate (130 °C) until
the murk was almost cleared. The solution was poured into an autoclave bottle and autoclaved at 121
°C for 20 min. A volume of 15 ml of the autoclaved medium solution was poured into each sterile
petri dish until the bottle was empty. The agar medium was left to dry at room temperature in laminar
air flow before placing the stock in a refrigerator at 4 °C. The medium was pre-warmed to room
temperature before being used in the bioaerosol sampling.

2.2 Air Sampling

The sampling sites were selected randomly from the same building of a government premise in
Selangor, Malaysia. One of the samples was collected outdoors (garden), while the others were
collected indoors, which included the pantry, toilet, staff rooms, store rooms, meeting room, prayer
room, exhibition hall and training room. The 11 sampling sites differ from each other in terms of the
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presence of personnel, windows, air conditioning system, water source, organic substrates and
flooring materials. The required equipment were prepared and sterilised to avoid sample
contamination. The Andersen impaction method (Andersen, 1958) was applied using NA non-
selective media plates. All measurements were performed in triplicate. Three units of SKC biological
air sampler (SKC Quick Take 30, USA) with setting of 2 min sampling time and volume flow rate of
28.3 L/min were used in each sampling site. All the sampling plates were incubated immediately at 35
°C for 24 h.

2.3 Bacterial Enumeration

The sampling plates were taken out from the incubator every 24 and 48 h for the plate count process
using an automatic colony counter (Interscience Scan 4000, USA). The total number of colonies for
24 and 48 h incubation for each sampling plate was counted and recorded. After the plate count
process for 48 h, all the sampling plates were sealed with parafilm and stored back in the refrigerator
at 4 °C. The bacterial concentration for each location was determined using the concentration
biological contaminants calculation formula.

3. RESULTS AND DISCUSSION

The characteristics for each sampling sites are described in Table 1, which could possibly contribute
to the presence of airborne bacteria at the sampling sites. The images of the sampling plates captured
using the automatic colony counter for both indoor and outdoor environments are shown in Figure 1.
Figure 2 shows the bacterial concentration at every sampling site after 24 and 48 h of incubation.

Table 1: Description of characteristics of each sampling site.

Sampling Site Characteristics of Sampling Site

Air conditioning

Wood flooring material
Water source

Low human presence
Windows

Air conditioning

Carpet flooring material

High human presence

Organic substrate source (e.g., food)
Windows

Staff Room
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Air conditioning

Carpet flooring material
High human presence
Windows

Air conditioning

Tile flooring material

Water source

High human presence

Organic substrate source (e.g., food)
Windows

Prayer Room

Air conditioning

Wood flooring material
High human presence
Textiles

Windows

Air conditioning
Carpet flooring material
Moderate human presence

Store Rorh

Tile flooring material
Low human presence
Textiles
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* Air conditioning
* Tile flooring material
* Low rate of human occupancy

File Room

¢ Tile flooring material

* Plants

* Moderate human presence
* Water sources

¢ Windows

* Air conditioning

¢ Tile flooring material

* Low human presence

* Organic substrate source
(e.g., food)

* Textiles

* Windows

* Open space

* Plants

¢ Moderate human presence

¢ Organic substrate source (e.g., soil)
* Water source

Garden
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Exhibition Hall Garden

Figure 1: Images of sampling plates for the various locations.
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Figure 2: Bacterial Concentration at each sampling site after 24 and 48 h of incubation.

The results show that all the indoor and outdoor locations had under 1,000 CFU/m’ of total number of
bioaerosol particles that has been recommended by NIOSH and ACGIH. However, the staff room
exceeded the culture count for total bacteria of 500 CFU/m’, which is recommended by ACGIH.

It was also found that the staff room and prayer room had higher bacterial concentrations than the
garden (the outdoor location), which could be explained by several factors.

Air contamination in a building is normally caused by the building itself or outdoor sources (EPA,
1987). In indoor environments, humidity, temperature and availability of organic substrate could
promote the growth of microbial (Lamoth & Greub, 2010). Air conditioning (AC) systems is one of
the technical solutions to improve air quality and provide a comfortable workplace environment
indoors. AC systems could reduce up to 80% of the pollutant rate from the air. However, without
regular maintenance and cleaning, it could promote the growth of many bioaerosol agents (Law et al.,
2001). Therefore, building users have some degree of control over AC systems as a source of airborne
microorganisms (Prussin et al., 2015).

The water source in the prayer room contributes to high bacterial concentration since bacteria could
also be transmitted through water, in addition to transmission of bacteria through the air, which comes
from the opened windows. Bacteria could also be transferred indoors by dust particles as the main
vector of the contamination (Di et al.,, 2010; Hewitt et al., 2012; Nazaroff, 2016). In addition, during
the air sampling process, there was a haze crisis that occurred in Malaysia from mid-July to late
September 2019, which could have contributed to the high bacterial concentration in the indoor and
outdoor environments. It was reported that the haze was caused by intense forest fires that had raged
across the Indonesian regions. Haze contains dust and smoke particles that could affect human health.
Some studies have found that haze periods are associated with high bioaerosol concentrations (Li et
al., 2015; Wei et al., 2016; Li et al., 2017; Xie et al., 2018). Bioaerosols can live well in the air with
nutrients supported by cloud, rainwater and particles (Womack et al, 2010). Even in harsh
atmospheric hard conditions, such as high solar radiation, low moisture and nutrients, and large
dispersing capability, the atmosphere can gradually evolve into one of the habitats for microbes and
thus, there is a large amount of microbes in the air (Henderson & Salem, 2016).
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The sampling sites with high human presence had high numbers of bacterial concentrations, including
the staff room and prayer room. Humans are one of the primary sources of bioaerosols in built
environments (Qian et al., 2012; Adams et al., 2013), whereby the main source of airborne
contamination from outdoors into indoors is through transfer from human activities (Koistinen et el.,
2004; Kopperud, 2004). Airborne bacteria, especially during haze periods, could attach to human
clothes and be brought into indoor locations.

In addition, skin transient flora also plays an important role as a source of bioaerosol contamination.
Transient flora could replicate and contaminate the air by the shedding of skin or cleansing routine
such as washing hands (Noble et al., 1976; Mackintosh et al., 1978; Fox et al., 2010). Bacteria in
human bodies could also contaminate the environment by mucous and respiratory fluid secreted
orally, such as through sneezing, coughing, talking and breathing (Klepeis ez. al., 2001; Brasche &
Bischof, 2005). These bacteria might be trapped on the carpet in the staff room and wood surfaces in
the prayer room since people keep coming into the room and stay in the room for long periods.
Moreover, sweat and respiration from human bodies could be substrate sources for the
microorganisms (Lamoth & Greub, 2010). Human skin, oral cavity and nasal passage are the common
habitats of bacteria in indoor environments (Bouillard et al., 2005; Prussin et al., 2015; Hayleeyesus
& Manaye, 2014; Bragoszewska et al., 2018).

While the floor in the staff room was fully covered by carpet, textiles such as prayer clothes and mats
were provided in the prayer room, which could act as potential surfaces for microbes to move from
one place to another and even reproduce on it. Almost all natural textile materials and clothing made
of cotton, wool, silk, etc., are known to be susceptible to microbial attacks, as these fabrics provide
and offer large surface areas and absorb moisture, thus providing a suitable atmosphere for microbial
growth and reproduction (Cardamone, 2002). Natural fibres have protein (keratin) and cellulose,
which provide basic requirements such as moisture, oxygen, nutrients and temperature for bacterial
growth and multiplication. When in contact with human bodies, they provide an ideal environment for
the growth and multiplication of pathogenic microbes, giving rise to objectionable odour, dermal
infection, allergic responses and other related diseases (Thiry, 2001).

4. CONCLUSION

From the results given by the automatic colony counter, the staff room and prayer room have higher
bacterial concentration as compared to the garden. These high bacterial concentrations could be
affected by various factors that caused the bacterial growth or transmission into these rooms, such as
presence of personnel, air ventilation, flooring material, water sources and organic substrates. The
airborne bacteria presence could possibly originate from outdoor sources, with textile and humans as
the main vectors of the contamination in both locations, especially during the haze period.

Even though the total number of bioaerosol particles at all the indoor and outdoor locations were still
at healthy levels and did not exceed the maximum level of 1,000 CFU/m’ that has been recommended
by NIOSH and ACGIH, attention should be given to control the environmental factors that favour the
growth and multiplication of microbes in indoor environments to safeguard the health of personnel,
especially in the staff room which has exceeded the culture count for total bacteria of 500 CFU/m’
that has been recommended by ACGIH. It is highly recommended to conduct further investigation in
the future on why there were high plate count results at certain locations in the building, and also to
identify the genus and species of airborne bacteria from the bioaerosol samples in order to determine
whether the bacteria present in the air at the locations are pathogenic to humans. This would allow for
appropriate further action to be taken after the sample identification is done.
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ABSTRACT

People are exposed every day to a variety of bioaerosols, including airborne bacteria, which can lead
to both beneficial and detrimental effects to the environment and human beings. This study was
conducted in July 2019 to investigate the air quality at a government premise in Selangor, Malaysia.
The sampling sites were selected randomly at the same building. One of the samples was collected
outdoors (garden), while the others were collected indoors which include the pantry, toilet, staff
rooms, store rooms, meeting room, prayer room, exhibition hall and training room. The 11 sampling
sites differ from each other in terms of the presence of personnel, windows, air conditioning system,
water source, organic substrates and flooring material. For bioaerosol sampling, the Andersen
impaction method was applied using a Tryptic Soy Agar (TSA) non-selective media plate. Three units
of SKC biological air sampler (SKC Quick Take 30, USA) with setting of 2 min sampling time and
volume flow rate of 28.3 L/min were used in each sampling location. The plates were incubated at 35
°C for 24 h, before the bacterial colonies were observed and segregated into different groups based
on their morphology, such as colours, shapes and sizes. The selected bacterial colonies were then
serially subcultured using the streaking method in order to obtain the pure colonies for identification
purposes using a Biolog microbial identification system (Biolog Gen Il Technology, USA). The
isolates were from four genera, which were Bacillus, Staphylococcus, Micrococcus and
Pseudomonas. Thirteen bacteria were identified at species level. The most dominant species was
Bacillus marisflavi, which was found in all the indoor sampling sites. Meanwhile, for the outdoor
sampling site, only Bacillus pumilus was found. In conclusion, airborne bacteria presence could
possibly originate from outdoor sources, with human activities as the main vector of the
contamination.

Keywords: Bioaerosol; airborne bacteria; indoor and outdoor environments; biological air sampler;
microbial identification system.

1. INTRODUCTION

Bioaerosol is one of the airborne pollutants that is usually associated with compounds of biological
origin. Bioaerosols include all pathogenic or non-pathogenic, live or dead fungi and bacteria, bacterial
endotoxins, mycotoxins, peptidoglycans, B (1, 3)-glucans, viruses, high molecular weight allergens,
pollens, and biofilm (Bloomfield et al., 1998; Douwes et al., 2003; Ariya & Amyot, 2004; Bigg &
Leck, 2008). Bioaerosols, as important components of atmospheric aerosol, account for 30 to 80% of
the particulate matter (PM) in the atmosphere (Jaenicke, 2005; Huffman et al., 2012; Frohlich et al.,
2016). Airborne microorganisms could be pathogenic and cause various respiratory tract disease and
allergies (Douwes etal., 2003). They also play important functions in atmospheric
chemistry and nucleation processes, such as biotransformation of  organic  matter, carbon
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cycling, photochemical reactions and cloud formation to influence global climate (Morris etal.,
2014; Frohlich et al., 2016).

Bioaerosol monitoring in occupational environments is a rapidly emerging area of industrial hygiene.
It is one of the many tools industrial hygienist uses in the assessment of indoor environmental quality,
infectious disease outbreaks, agricultural health and clean rooms. This assessment includes the
measurement of viable (culturable and nonculturable) and nonviable microorganisms in both indoor
(e.g., industrial, office or residential) and outdoor (e.g., agricultural and general air quality)
environments. In general, indoor bioaerosol sampling need not be performed if visible growth is
observed. In addition, contamination, such as microbial growth on the floor, wall or ceiling, should be
remedied. If personnel remain symptomatic after remediation, air sampling may be appropriate.
However, industrial hygienists should bear in mind that false negative results are quite possible and
should be interpreted with caution (Jensen et al., 1994; Jensen & Schafer, 1998).

In general, indoor microflora concentrations of a healthy work environment are lower than outdoor
concentrations at the same location (ACGIH, 1989; Macher et al., 1995). If one or more genera are
found indoors, in concentrations greater than outdoor concentrations, then the source of amplification
must be found and remedied. Bioaerosol sampling is often performed outdoors for pollen and fungi to
assist allergists in their treatment of patients by identifying taxa distribution and concentration in air
over time. On occasion, outdoor bioaerosol sampling is conducted in an occupational environment
(e.g. agricultural investigations and sewage treatment plants). Indoor bioaerosol sampling is often
conducted in both occupational (e.g., industrial and office environments) and non-occupational (e.g.,
residential and educational buildings) settings (Jensen et al., 1994; Jensen & Schafer, 1998).

Most bioaerosol sampling devices involve techniques that separate particles from the airstream and
collect them in or on a preselected medium. Impactors, filters, impingers and cyclones are four
common sampling techniques used to separate and collect bioaerosols (Macher et al., 1995; Willeke
& Macher, 1999; Reponen et al., 2009; Haig et al., 2016). After air sampling, microbial identification
methods are required to distinguish the taxa of the microbes. There are many microbial identification
methods, such as microscopic examination (Burge, 1995), polymerase chain reaction (PCR) (Saiki et
al., 1985), laser induced fluorescence (LIF) (Résch et al., 2005) and cellular fatty acid analysis
(Sasser, 1990a, b).

2. MATERIALS AND METHODS
2.1 Preparation of Tryptic Soy Agar (TSA) Medium

A total of 3 g of Tryptic soy broth (TSB) powder was weighed and dissolved in 100 ml distilled water
in a conical flask. The solution was stirred using a magnetic stirrer (700 rpm) and heated up on a
hotplate (130 °C) until the murk was almost cleared. The solution was poured into an autoclave bottle
and autoclaved at 121 °C for 20 min. A volume of 15 ml of the autoclaved medium solution was
poured into each sterile petri dish until the bottle was empty. The agar medium was left to dry at room
temperature in laminar air flow before placing the stock in a refrigerator at 4 °C. The medium was
pre-warmed to room temperature before being used in the bioaerosol sampling.

2.2 Air Sampling

The sampling sites were selected randomly from the same building of the government premise. One
of the samples was collected outdoors (garden), while others are collected indoors, which include the
pantry, toilet, staff rooms, store rooms, meeting room, prayer room, exhibition hall and training room.
The 11 sampling sites differ from each other in terms of the presence of personnel, windows, air
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conditioning system, water source, organic substrates and flooring materials. The required equipment
was prepared and sterilised to avoid sample contamination. The Andersen impaction method was
applied using a TSA non-selective media plate. All measurements were performed in triplicate. Three
units of SKC biological air sampler (SKC Quick Take 30, USA) with setting of 2 min sampling time
and volume flow rate of 28.3 L/min were used in each sampling site. All the sampling plates were
incubated immediately at 35 °C for 24 h.

2.3 Colony Selection from Sampling Plates and Subculture

After 24 h of incubation, the microbial colonies at the sampling plates were observed and segregated
into different groups based on their morphology, such as colours, shapes and sizes. Selected microbial
colonies were then serially subcultured using the streaking method in order to obtain the pure colonies
for identification purposes. The pure colonies were incubated at 35 °C for 24 h before being used in
the pre-identification process.

2.4 Pre-ldentification Process: Inoculum Preparation

Before proceeding into the microbial identification process, the inoculating fluid should be prepared
in a biosafety cabinet. The turbidity of the inoculating fluid that was specialised for bacteria
identification (IF-AN) was examined with a turbidimeter with 100% transmittance set as control.

2.5 Pre-ldentification Process: Inoculation of Microplates

Each cell from the pure colony plates was collected and transferred into IF-AN solution using a sterile
cotton swab. The cotton swab was stirred and swirled slowly until it mixed with the fluid. The
turbidity of the suspension fluid was tested using a turbidimeter to be at an acceptable range of 97 —
98 %. Each microplate was labelled with the date and sample name. Each suspension fluid was
poured into a multichannel pipette reservoir before a volume of 100 ml was pipetted into each
microplate using a multichannel pipettor until all 96 microplate wells were filled with the suspension
fluid. Each microplate was covered with its lid and incubated at 35 °C for 24 h. All the pure colony
plates were sealed with parafilm and stored in the refrigerator at 4 °C.

2.6 Identification Process Using a Microbial Identification System

After 24 h of incubation, all the microplates were observed a using a Biolog microbial identification
system (Biolog Gen III Technology, USA) with the Biolog GEN III Database for the identification
process, and was continuously incubated and identified for up to 5 days. For the remaining
unidentified colonies, resubculturing was done from the pure colony plates using the streaking method
and incubated at 35 °C for 24 h. The steps for inoculum preparation and microplate inoculation were
repeated for the identification process. Microplates were discarded after all the bacterial colonies were
identified.

2.7 Subculture, Incubation and Observation of Fungi

After the identification process, there were four remaining unidentified colonies that were suspected
to be fungi. Resubculturing was done from the fungi pure colony plates using cork borer and potato
dextrose agar (PDA) plates. The subculture plates were incubated at 26 °C and the morphology of
fungi growth on the subculture plates were observed daily for three days before being used in the
DNA sequencing identification process.
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2.8 Identification Process Using DNA Sequencing

The fungal ITS genes were amplified using universal primers ITS1 and ITS4. The total reaction
volume of 25 pl containing gDNA were purified using a commercial kit extraction method, 0.5 pmol
of each primer, 200 uM of each deoxynucleotides triphosphates (ANTPs), 0.5 U of DNA polymerase,
a standard PCR buffer and water. The PCR was performed as follows: one cycle for initial
denaturation (98 °C for 2 min); 25 cycles for annealing and extension (98 °C for 15 sec, 60 °C for 30
sec and 72 °C for 30 sec), and one cycle for the final extension of the amplified DNA (72 °C for 10
min). The PCR products were then purified using a standard method and directly sequenced using a
BigDye® Terminator v3.1 cycle sequencing kit (Applied Biosystems).

3. RESULTS AND DISCUSSION

The species identification of bacteria and fungi for both indoor and outdoor environments are shown
in Tables 1 and 2 respectively. Figures 1 and 2 indicate the number of bacteria and fungi found from
each sampling site, while Figure 3 shows the frequency of locations found for each bacteria species.
Bacillus marisflavi, Micrococcus luteus, Bacillus pumilus and Bacillus idriensis were found in ten, six
and three sampling sites respectively. Bacillus megaterium, Staphylococcus aureus and
Staphylococcus epidermidis were all found in two sampling sites, while the rest were found in only
one sampling site.

Table 1: Streaking plates of bacteria species identified with probability value (P) and locations found.

Streaking Plates Species ldentification Locations Found
Staphylococcus xylosus
(P =0.638) Staff Room 2
Kytococcus sedentarius
(P =0.726) Pantry
Pseudomonas stutzeri Pantry
(P=0.516) Prayer Room
Pantry
Training Room
. . . Staff Room 1 & 2
Bacillus marisflavi
(P =0.653) Store Room 1& 2
’ Meeting Room
Prayer Room
Toilet
Exhibition Room
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Bacillus idriensis
(P =0.596)

Toilet
Meeting Room
Store Room 1

Micrococcus luteus A
(P=0.779)

Prayer Room
Toilet

Staff Room 1 & 2
Meeting Room 2
Store Room 2

Bacillus megaterium
(P=0.734)

Toilet
Staff Room 1

Staphylococcus epidermidis
(P=0.596)

Training Room
Prayer Room

Staphylococcus aureus ss aureus
(P=0.569)

Store Room 1 & 2

Bacillus simplex
(P=0.624)

Training Room

Staphylococcus sciuri ss sciuri

(P =0.582) Staff Room 2
Bacillus pumilus Garden
(P=0.582) Toilet
. Staff Room 2

146




Bacillus endophyticus

(P =0.610) Staff Room

NUMBER OF SPECIES

SAMPLING SITES

Figure 1: Number of bacteria species identified in the sampling sites.

Table 2: Subculture plates of fungi species identified and locations found

Subculture Plates Species Identification Locations Found

Garden

Cunninghamella echinulata Training Room

Coprinellus sp. Garden
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NUMBER OF SPECIES

Trichoderma reesei

Garden

Toilet

Meeting Room
Exhibition Room
Store Room 1 & 2
Staff Room 1 & 2
Prayer Room

Aspergillus carbonarius

Staff Room 1 & 2
Toilet
Prayer Room

SAMPLING SITES

Figure 2: Number of fungi species in identified in the sampling sites.

P. stutzeri: 2 B. endophyticus: 1
~_ pny

-—

M. luteus A: 6

K. sedentarius: 1

: o ———
S.xylosus: 1 °

S. sciuri; 1 _———
S. epidermidis: 2_—
S. aureus: 2_—"

B.simplex: 1 g pumilus: 3

B. idriensis: 3

__B. marisflavi: 10

\_B. megaterium: 2

Figure 3: Number of sampling sites where each bacteria species was found.
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For the bacteria found in all the sampling sites, basically, all the isolated genera were common
bacteria found in the air and non-pathogenic (Hayleeyesus & Manaye, 2014). The sources of temporal
and spatial distribution of bioaerosols, such as sampling sites, seasons, meteorological factors (air
temperature, relative humidity (RH), wind speed and wind direction) and anthropogenic emissions
(PM;5, PM,g, SO,, NO,, CO, and O3) may increase the chances of airborne bacteria being found at the
sampling sites (Bowers et al., 2012; Boreson et al., 2004). In this study, several factors were taken
into consideration, such as presence of personnel, air ventilation, carpet, wood and tile flooring
materials, water source, organic substrates from food, and the haze season.

The various bacteria species isolated might be influenced by the haze season that occurred in
Malaysia from mid-July to the end of September 2019. Bioaerosols can live well in the air with
nutrients supported by clouds, rainwater and particles (Womack et al., 2010). Although the
atmosphere provides survival conditions for airborne microorganism due to microbial intrinsic
properties, different microbes can better adapt themselves to certain environment and develop into
preponderant species in disparate atmospheric settings (Zhai et al., 2018).

Bacillus is one of the common genera in the air (Hayleeyesus & Manaye, 2014), in residences (Adams
et al., 2014) and retail stores (Hoisington et al., 2016). B. marisflavi has been identified in marine
waters (Yoon et al., 2003; Khaneja et al., 2010). It has also been detected in marine water samples,
whereby Akayli et al. (2016) found its presence in intestinal microflora of a marine fish species.
However, like all members of the genus Bacillus, B. marisflavi is capable to form highly resistant
dormant endospores in response to nutrient deprivation and other environmental stresses (Sonenshein
et al. 2002). These spores can be easily made airborne and disperse by wind (Jaenicke, 2005; Merrill
et al., 2006). Thus, spores might migrate long distances, land in a given environment but never
germinate there. Considering that the traditional method for isolating B. marisflavi requires that the
organism be in its spore form, there is no guarantee that when a strain is isolated from a particular
environment, it is actually growing at that location. Thus, to date, the question of where B.
marisflavi grows remains largely unanswered. B. pumilus was only found in the garden because it is
naturally found in soil, marine and terrestrial areas (Satomi et al., 2006; Liu et al., 2013; Lai et al.,
2014), in the air at high altitudes (Shivaji et al., 2006), and in the roots of some plants used as
antimicrobial agents (Kaushal et al., 2017).

Both genera of Micrococcus and Staphylococcus are dominant in office buildings (Bonetta et al.,
2010). They are also among the resident microorganisms on human skins (Kloos & Musselwhite,
1975; Peters et al., 1990; Bouillard et al., 2005) and are also available in the air via the shedding of
skin to the surrounding (Hayleeyesus & Manaye, 2014; Prussin & Marr, 2015) that might be trapped
on the carpet or wood surfaces. This explains why Staphylococcus sp. was found in sites such as the
staff room, prayer room and training room, which have higher presence of personnel, in addition to
the flooring material in the rooms being made of wood and carpet. The Staphylococcus sp. and
Micrococcus sp. found are non-pathogenic but could lead to opportunistic infections (Albertson et al.,
1978; Gozalo et al., 2010; Nemeghaire et al., 2014; Zhou et al., 2016).

Stagnant water is known to be a breeding ground for Pseudomonas sp. and this could be a cause for
the persistence of this bacterium in the sampling sites. In addition, the presence of personnel infected
with Pseudomonas sp. in the sampling sites might have led to the occurrence of Pseudomonas sp. in
the study. It is also found in food courts where there is high organic substrate from food (Rajasekar &
Balasubramanian, 2011). Among cultivable bacteria, the Gram-positive bacteria, which is generally
the dominant bacteria isolated from bioaerosols, take up a large part of all detected genera in different
studies (Amato et al., 2007; Frohlich et al., 2016; Raisi et al., 2012). These proportions may change
with other parameters, but the overall trends are basically constant (Kowalski et al., 2017). P. stutzeri
is found everywhere, including soil, water and eye makeup (Ozbek et al., 2010), which explains the
existence of the bacteria in prayer room and pantry. However, P. stutzeri infections are rare.

The toilet had the highest number of bacteria species found as plumbing system is a major contributor
to bioaerosols in built environments (Prussin et al., 2015). Some uncommon species (such as B.
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marisflavi and P. stutzeri) that originate from the soil, marine plants and animal microflora are also
found contaminating indoor environments (Koistinen et al., 2004; Kopperud et al., 2004). The
bacteria could be transferred into the indoors by dust particles as the main vector of the contamination
(Di et al., 2010; Nazaroff, 2016). The sampling sites with high human presence have high number of
bacteria species found, such as the toilet, prayer room, staff room and pantry. This is as humans are
one of the greatest sources of bioaerosol in built environment (Qian et al., 2012; Adams et al., 2013) .

Fungi samples were found due to their high survivability and longevity.
Cladosporium, Aspergillus and Penicillium have the highest frequencies in relevant reports, which
shows that they are the dominant genera of airborne fungi (Sharma, 2011; Pyrri & Kapsanaki, 2011;
Sepahvand et al., 2013; Bezerra et al., 2014). In addition, fungi could also grow in TSA medium as it
is a non-selective medium. Thus, Cunninghamella echinulata, Coprinellus sp., Trichoderma reesei
and Aspergillus carbonarius were also found in the bioaerosol samples. All the isolated fungi were
found in the outdoor environment (garden). The fungi species were also found in every indoor
sampling sites, except in the pantry. For future research, it is beneficial to conduct sampling on
airborne fungi at the same sampling sites using specific medium agar for fungal growth such, as PDA.
Before conducting the DNA sequencing identification process, the fungi samples were first identified
using the microbial identification system. However, this can be considered as a poor identification
method because it detected the fungi samples as bacteria with low probability value (less than 0.5),
even though using inoculating fluid that is specifically used for bacterial identification only.

4. CONCLUSION

From the results obtained using the microbial identification system, four genera and thirteen bacteria
species were identified. In addition, four fungi species have been identified using DNA sequencing.
Bacillus sp., Micrococcus sp., Staphylococcus sp. and Pseudomonas sp. were the four main genera of
airborne bacteria found in the indoor and outdoor environments. Several factors, such as presence of
personnel, air ventilation, flooring material, water source and organic substrate, are considered as the
main sources of bacterial contaminations in both environments. As B. marisflavi was found to be the
most dominant species, a better understanding of its ecology could be useful for uncovering the still
largely unknown determinants enabling the dispersal and fate of such populations in environmental
conditions. Even though the bacteria found were mostly non-pathogenic and not harmful to human
beings, attention should be given to control environmental factors that favour the growth and
multiplication of microbes in indoor environments of the building to safeguard health of personnel.

While the information provided from the microbial identification system was time saving and very
helpful for bacteria identification, it was not effective enough to distinguish between fungi and
bacteria species at the initial stage. Therefore, it is important to develop a smarter, and more time
saving and accurate technology in the future to obtain more reliable data for the identification analysis
of the bioaerosol samples. Observation through microscope can also be done in future research to
study the morphological details of each species and to compare with the results given by the Biolog
GEN I1II Database. In addition, to study precisely on bacteria, anti-fungal agents should be applied on
the agar medium to avoid the unwanted fungal growth.
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ABSTRACT

Military training involves activities that are strenuous and requires high endurance. Strenuous activity is
associated with depression of immune functions and can lead to immune function defects. This can
compromise the performance of the military personnel in the field. Thus, we aimed to study the pattern of
urinary cytokine levels in military personnel after a 5 km jungle trek with full battle gear for five
consecutive days. Six male army physical instructors of similar age (32.7 £ 2.2 years) were recruited for
the study. After collection of a baseline urine sample, the subjects completed a 5 km jungle trek with full
battle gear in a tropical environment. At the end of the jungle trek, another urine sample was collected.
The same protocol was repeated for five days and at the end of the jungle trek on the Day 5, another
urine sample was collected. The urine samples were analysed for the cytokines (IL-1 p, IL-6, TNF-a, IL-
Ira and IL-10). The Wilcoxon-Mann-Whitney test was used to compare the urine cytokines between the
baseline, and the end of Days 1 and 5. Our study showed that pro-inflammatory cytokines 1L-1f and IL-
6 showed a steady increase from baseline to Day 5 and remained persistently high even at the end of the
five days’ of the jungle trek. Anti-inflammatory cytokine IL-1ra showed an initial increase, but was
decreased by Day 5, while no changes were seen in IL-10 levels. On the whole, studying cytokine
secretion pattern would help us in understanding the body’s response to strenuous activities conducted by
military personnel.

Keywords: Interleukins; urinary cytokines; strenuous exercise; military training; tropical environment.

1. INTRODUCTION

Cytokines are hormone-like molecules that help regulate and mediate our immune response to injury at
the cellular level. They are classified based on their function as either pro-inflammatory or anti-
inflammatory interleukins (IL). Pro-inflammatory cytokines include IL-1, IL-6, IL-la and IL-1 B. Of
these cytokines, IL-6 is considered the most important of the pro-inflammatory cytokines, while IL-1 beta
is an acute phase cytokine. Anti-inflammatory cytokines include interleukin 1 receptor antagonist (IL-
Ira), IL-4 and IL-10. These cytokines are released in response to pro-inflammatory cytokines and their
action is to inhibit the release of pro-inflammatory cytokines and thus stop the inflammatory process. A
classic example is IL-1ra, which is the receptor antagonist to the IL-1 family of cytokines (Turner et al.,
2014)
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Studies have found that prolonged and strenuous exercise leads to an increase in the activities of pro-
inflammatory cytokines, such as tumour necrosis factor-a (TNF-a), 1L-18 and IL6. This is followed by
increase of anti-inflammatory cytokines, such as IL10 and IL-Ira in order to balance the pro-
inflammatory cytokines (Markovitch et al., 2008; Nielsen et al., 2016). Strenuous exercise is associated
with muscle soreness and injury, which provokes the release of pro-inflammatory cytokines. This pattern
of cytokine release is responsible for the rapid migration of neutrophils to the site of muscle injury and
followed later by monocytes to aid in the healing process (Prame Kumar et al., 2018).

Strenuous physical activity and exertion is an inherent part of military training. Thus, one would expect a
milieu of cytokine activity in military personnel undergoing training. Whilst cytokine production and
inhibition is a normal process of the cellular and tissue protection and healing, the pattern and production
of cytokines can vary due to many external factors, such as environmental conditions in which the
training is conducted (Izquierdo et al., 2009). A tropical environment with high humidity and temperature
can influence the type and amount of cytokines produced by the body (Cosio-Lima et al., 2011).
Characterisation of the cytokine pattern can be useful to optimise training protocols. Thus, in this study,
we aimed to quantify urinary cytokine levels in military personnel after a 5 km jungle trek with full battle
gear in a tropical jungle environment for five consecutive days.

2. METHODOLOGY

2.1 Baseline Measurements

Six male army physical instructors of similar age were recruited for the study. Table 1 provides the
subject characteristics. The subjects were briefed about the study protocol and an informed consent was
obtained from the subjects. The study protocol was reviewed by the University Research Committee and
the study was conducted in accordance with the Declaration of Helsinki and the guidelines set by

Resolution 198/96 of the National Health Council (World Medical Association, 2001).

Table 1: Subject characteristics.

Characteristics Average Standard Deviation
Age (years) 32.7 2.2
Height (cm) 166.0 5.0
Weight (kg) 69.0 5.0

2.2 Experimental Design

The study protocol consisted of a 5 km jungle trek within the complex of the National Defence University
of Malaysia (UPNM). It is built in a dense tropical jungle forest with a typical tropical climate and
environment. At the start of the experiment, the subjects were allowed to be familiarised with the jungle
trek course. The experiment protocol consisted of trekking the jungle in full battle field gear for five
consecutive days. On the first day of the jungle trek, baseline urine samples were collected. Then, the
subjects were asked to don full battle gear and undertake the 5 km jungle trek. At the end of the course,
urine samples were collected again. A similar jungle trek and urine protocol were repeated for Days 2 to
5. The final urine samples were collected at the end of Day 5 of the jungle trek.
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23 Biochemical Analysis

The urine samples collected were stored at -80°C until analysis. On the day of the analysis, the urine
samples were thawed and centrifuged, and the supernatant was used for analysis. The urine samples were
used for the analysis of five different types of cytokines, namely, IL-1p, IL-6, TNF-a, IL-1ra, and IL-10.
The cytokines were measured using commercially available enzyme linked immunosorbent assay kits
(Cloud-Clone Corp., Texas, USA). The protocols of the respective kits were followed and absorbance was
measured using a SpectraMax 5M (Molecular Devices, CA, USA) analyser. Calibration curves were
generated using a four-parameter logistic regression analysis via the SpectraMax software (Molecular
Devices, CA, USA).

24 Statistical Analysis

Tests of normality were conducted and a non-parametric test (Wilcoxon-Mann-Whitney test) was chosen
to compare the urine cytokines between baseline, and end of Days 1 and 5. A p-value of <0.05 was
considered significant.

3. RESULTS AND DISCUSSION
3.1 Interleukin Assay Results

The results of our study showed a 40 and 12% increase in pro-inflammatory cytokines IL-1p and IL-6 at
the end of the five days of the jungle trek respectively. Both these cytokines also showed a gradual
increase from baseline, and end of Days 1 and 5. However, TNF-a, another pro-inflammatory cytokine
did not show any increase. Anti-inflammatory cytokine IL-1ra showed a 65% decrease, while IL-10
showed a 13% increase. Similar to cytokines IL-1 and IL-6, the gradual increase and decrease of IL-1ra
and increase of IL-10 was also noted (Figures 1 and 2). However, these changes at the end of the fifth day
were not statistically significant for all the cytokines.

3.2 Discussion on Pro-Inflammatory Cytokines - TNFa, IL-6, and IL-1beta (Figure 1)

Pro-inflammatory cytokines are secreted by activated macrophages and play a central role in mediating
and enhancing the inflammatory process. These cytokines facilitate the influx of lymphocytes, monocytes
and neutrophils to region of tissue injury and thus promote tissue healing (Dinarello, 1992). There is also
evidence that shows pro-inflammatory cytokines, such as TNFa, IL-6 and IL-1B, are involved in the
regulation of pain (Zhang & An, 2007). The results from our study show that the concentration of IL-1, a
pro-inflammatory cytokine increased gradually over the five consecutive days of strenuous exercise
among the military personnel. This gradual increase can be due to the effect of strenuous exercise on the
inflammatory pathway. Strenuous exercise is known to induce skeletal muscle damage as well as DNA
damage (Zainuddin ef al., 2019). This may lead to activation of the inflammatory pathway and secretion
of IL-1B by monocytes and macrophages as a defensive mechanism by the injured cells (Peake, 2002).
Existing literature also suggests non-immune cells, such as fibroblast and endothelial cells, also have the
ability to secrete IL-1P (Teijaro ef al., 2011; Peake et al., 2015). Once secreted by these cells, IL-1p acts
as a priming agent for the initiation of a downstream cascade of events leading to tissue fibrosis. It is also
important to note that normal healthy cells do not normally express IL-1f, and cell injury acts as a trigger
for its secretion (Lopez-Castejon & Brough, 2011). Cytokine profiling following strenuous exercise has
been extensively studied, but the findings are not consistent. Ostrowski et al. (1999) found a two-fold
increase in IL-1p after a marathon race, but Nielson ef al. found no changes in IL-1p after a marathon run.
Our study involved five days of consecutive strenuous exercise. We found at the end of day 1 that there
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was no difference in IL-1P from the baseline. However, at the end of the fifth day, a 40% increase was
noted. This shows that IL-1p does not increase immediately, but over a period of time and with constant
injury elicited on the muscle tissue, IL-1P secretion increases and initiates inflammation. This is seen in a
study on ranger-training course, where IL-1p showed a small increase during the course, however, IL-1
remained increased during the post-exercise period (Nielsen et al., 2016).
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Figure 1: Pro-inflammatory cytokine response for the baseline, and Days 1 and 5 of the experiment protocol.

IL-6 is another important pro-inflammatory cytokine apart from IL-1p in the inflammatory pathway. It is
considered both as a pro-inflammatory cytokine and an anti-inflammatory myokine (Petersen & Pedersen,
2005). Increased levels of IL-6 have been associated with muscle damage following strenuous exercise
(Kim et al., 2015). Its increase following strenuous exercise is considered beneficial as it promotes the
healing process (Pedersen et al., 2001). However, increased 1L-6 following sustained strenuous exercise
can lead to impairment of immune function through decrease in mucosal immunity. In a study conducted
on military personnel after a five day military training regime, high circulating levels of IL-6 were found
and linked to decrease in mucosal immunity (Nielsen et al., 2016). This finding is similar to our study,
which showed a 12% increase at the end of five days of strenuous jungle trek.

Unlike IL-1p and IL-6, the concentration of TNF-o was reduced, though not statistically significant by the
end of Day 5 as compared to the baseline. This finding was against our preliminary hypothesis where we
anticipated increase in all the pro-inflammatory cytokines. A number of studies have found increase in
TNF-a levels following marathon runs, strenuous exercise as well as acute exercise (Ostrowski et al.,
1999; Moldoveanu et al., 2000). However, there are studies that have shown no change in TNF-a levels
after marathon races (Drenth et al., 1995). This finding is explained by the fact that high levels of anti-
inflammatory cytokines, such as IL-10, could have prevented the secretion of pro-inflammatory cytokines
including IL-6 (Nielsen et al., 2016). However, this was not the case in our study. In our study, we found
increase in IL-1B and IL-6, but almost no increase in IL-10. We feel that exercise induced increase in
catecholamines, acting through beta- adrenergic receptors, that caused this decrease in TNF-a secretion.
Yano et al. (2010) in a study on TNF-a production following pathogen stimulation by strenuous exercise
found that the suppression of TNF-a depends on the translation of TNF-a mRNA in the tissues.

33 Discussion on Anti-Inflammatory Cytokines - IL-1ra and IL-10 (Figure 2)

Anti-inflammatory cytokines, such as IL-1ra and IL-10, have been shown to reduce the cytokine mediated
inflammatory responses. Following cell injury, IL-6 is known to stimulate the secretion of IL-1ra, which
in turn binds to and blocks IL-1 receptors, and thus exerts anti-inflammatory effects. Thus, IL-1ra levels
usually rise much later after IL-6 secretion (Duzova et al., 2009). Mild to moderate exercise causes IL-1ra
to increase about 2 to 3 h after the peak of IL-6 (Duzova et al., 2009). In our study, we found a 65%
decrease in levels of IL-1ra at the end of five days of strenuous exercise. Initially at the end of Day 1,
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there was a gradual increase, but by the fifth day, the levels were markedly reduced. This could be
explained by the fact that increase in IL-6 over the five day period was only 12% and this increase would
not have been sufficient to sustain the stimulation to secrete IL-1ra. IL-10 is also known to cause
inhibition of IL-1ra and TNF-a secretion, but in our study we did not find an increase in IL-10. The main
function of IL-10 is to inhibit the activation of T cells, NK cells and macrophages. Thus, IL-10 by
orchestrating the inflammatory responses acts as a negative feedback to limit the activation of these
immune cells. However, in our study, this function of IL-10 was absent and thus caused pro-inflammatory
cytokines to rise constantly.
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Figure 2: Anti-inflammatory cytokine response for the baseline, and Days 1 and 5 of the experiment protocol.

4. CONCLUSION

In conclusion, the present study provides new data on cytokine profiling of a strenuous military activity in
a tropical jungle environment. We found there was a steady increase in pro-inflammatory cytokines
mainly mediated by IL-1B. Even though IL-6 is considered as a main pro-inflammatory cytokine
responsible for inducing anti-inflammatory cytokine secretion, our results showed that increase in IL-6
was not sufficient to induce secretion of anti-inflammatory cytokines. Instead, we found that anti-
inflammatory cytokines decreased as the strenuous physical activity continued. Thus, further studies are
required to look into the role of IL-1p in long term strenuous physical activity and strategies to inhibit IL-
1B might prove beneficial in accelerating the healing process during the recovery period.
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ABSTRACT

Chemical, biological, radiological, nuclear and explosive (CBRNe) hazards used as agents during conflicts
and terrorism are a threat to any civil society, negatively impacting economical, human, political and
environmental aspects. When a country is stricken by CBRNe, several related events can significantly
debilitate the public health system’s assets, placing additional demands on the health-care organization of the
country and neighbors. The consequences for the health of a population might be both direct, such as deaths
and injuries, and indirect with long-term aftereffects such as disruption of basic health services, damages to
infrastructures and lack of medical personnel. This article provides an overview on the multidimensional
impact of CBRNe events on the healthcare sector in the Middle East (Afghanistan, Iraq, Lebanon and Syria)
and the countries’ efforts in setting up the basis for health system recovery. Our main aim is to emphasize
that the rebuilding of an effective healthcare system is a long-term process that requires multiple actions and
actors, with epidemiological surveillance being the cornerstone. We maintain that reinvesting in effective
health monitoring systems is essential to support countries in meeting the health needs of their populations in
post-CBRNe events. This is the first necessary step for appropriately allocating resources, driving
investment, setting up preventive strategies and decision-making responses. Furthermore, especially when
referring to fragile states, acquiring knowledge on the health needs of the threatened population holds a
paramount importance for providing preparedness planning and enhancing resilience of the public health
system in case of future CBRNe events.

Keywords: CBRNe events; epidemiological surveillance; health monitoring system; health system recovery;
Middle East.

1. THE IMPACT OF CBRNe EVENTS ON HEALTHCARE

The use of chemical, biological, radiological, nuclear, and explosive (CBRNe) agents during armed conflicts,
as an act of terrorism or when accidents happen, can have complex and multidimensional impact on a
country’s structure, affecting from economic, political, social and health sectors to food security
(Moramarco, 2018). Specifically, when referring to the health sector, all facets of a health system are likely
to be stricken, especially during protracted long-lasting events: basic health delivery services are jeopardized
through general damage and specific destruction of health structures - as recently happened in Iraq (The
Guardian, 2016) and Syria (The Washington Post, 2018) - with health facilities sometimes becoming specific
targets of strikes. Consequently, human capital and medical staff are suppressed, with medical personnel
directly killed or forced to flee, looking for better life conditions and a more comfortable environment to
work in. The crippling of healthcare infrastructure compromises routine health delivery systems - at times
vaccines and other lifesaving drugs have been intentionally blocked from reaching civilians (The National,
2018) - creating a population susceptible to potential disease outbreaks (Nnadi et al., 2017). When outbreaks
occur in these settings, they rapidly spread, often with a high probability of prolonged transmission, owing to
unavailable treatment facilities, and poorly trained or lack of health personnel, coupled with population
displacements. These are all events that significantly heighten the risk of disease transmission, as well as
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increase the morbidity and mortality rates of the affected population (Murray et al., 2002). Indeed,
populations that have experienced such events present the worst indicators of infant, child (Black et al.,
2003) and maternal mortality (Johnson, 2017). In addition, even neighboring countries are threatened not
only because of the direct consequences of CBRNe, but also for their indirect impact: people forced to flee
increase the number of displaced people and refugees, putting more pressure on the health services of the
hosting countries; and outbreaks of infectious diseases can easily spread, representing a global public health
hazard (UN News, 2018). Refugee camps experience the highest rates of infection and case fatality due to
scarce resources (Brown et al., 2002).

The countries’ first priority becomes limiting injuries and deaths, with public investments inevitably drawn
away from sustainable development goals and redirected to emergency response activities, but also to
military and defensive pursuits. In such settings of security and time limitations, assessing healthcare (both
health needs of the population and availability of health services) is not easy. Lack of systematic information
gathering hampers effective decision-making, mobilization, resource allocation and advocacy for health.
This complex scenario can last even long after the emergency cessation.

2. LONG-TERM RECOVERY OF HEALTH SYSTEMS IN POST-CBRNe EVENTS

The recovery of health systems after direct CBRNe events or their indirect consequences is a complicated
endeavor and a long-term process that requires multiple human and financial investments (Rutherford &
Saleh, 2019). Recovery is defined as the process of rebuilding, restoring and rehabilitating the public health
system following an emergency; it includes remediation techniques that may be applicable to facilitate the
return to normality, as well as moving to self-sufficiency, sustainability and resilience. While the immediate
response to an emergency can be relatively short, recovery is a long-running process that continues until the
disruption is rectified, the needs of the affected are met, and the demands of services are satisfied (HM
Government, 2013). This long-term phase can last months or even years, as its aim is to revitalize, rebuild
and repopulate / re-use affected areas, favoring the progress to self-sufficiency, sustainability and resilience.

Recovery should be considered not only as a response to a specific disaster, but since the latter might be due
to lack of preparedness, it has to be considered also as the basis for future readiness. Preparedness includes
plans to be prepared for, and respond to, a wide range of hazards and threats, essential to save lives and to
facilitate early response and timely recovery operations in case of future emergencies. It is, indeed, important
to provide continuity plans integrated into wider emergency plans (Boyd et al., 2013). Therefore, monitoring
the needs of populations in terms of health and availability of health services - tracking their evolution over
time - requires tools for information gathering and data analysis in order to drive effective decision-making,
as well as mobilization and resource allocation.

2.1. Epidemiological Surveillance as the Basis for Health System Recovery

Especially in fragile states, the reconstruction of a functional public health system — which includes
stabilization initiatives and investments in reestablishing or in some cases establishing for the first time a
system of health services for the population - is a key element to address both the acute and ongoing health
needs, to guide decisions, and to optimize future activities (OECD, 2011). The priorities and resources
devoted to planning, preparedness, and response are of paramount importance, and the only way to
appropriately allocate them is conducting a reliable initial situation analysis and a routinely epidemiological
surveillance'. As applied to public health, the term “surveillance” means the close monitoring of the
occurrence of selected health conditions in the population (Berkelmann et al., 1997). In 1963, disease
surveillance was defined as “the continued watchfulness over the distribution and trends of incidence
through systematic collection, consolidation, and evaluation of morbidity and mortality reports and other
relevant data” (Langmuir, 1963), which implies information for action (World Health Assembly 21, 1968).

! «Epidemiological Surveillance is the ongoing, systematic collection, analysis, interpretation, and dissemination of
data about health-related events for use in public health action to reduce morbidity and mortality and to improve
health” (Centers for Disease Control and Prevention, 2001).
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Surveillance data can be in fact also used to detect changes in health practices, evaluate control measures,
and describe the natural history of a health event in a community. Therefore, since it is crucial to identify the
important contextual variables that influence the country’s assets and development, surveillance requires
commitment to data collection. Its ultimate goal is the formulation of public health policies to promote health
and prevent diseases (Bonita et al., 2003).

After CBRNe events, as well as during conflicts (especially when protracted), affected local governments are
often deeply weakened, having usually limited capacity and resources to manage on their own all the
necessary reconstruction tasks. Therefore, public health recovery is generally also supported by private or
international donors (Rubenstein, 2009). These principles go along with building the capacity of the local
health authorities to engage in the essential tasks of leadership, planning and oversight.

3. EVIDENCE FROM MIDDLE EAST COUNTRIES

Examples of the devastating effects of CBRNe events on countries’ asset come from the Middle East. The
location of the region’s confines, generally on the eastern side of Mediterranean Sea, has always led to some
confusion over changing definitions (Hazbun, 2012). In the most common definition, usually the region
comprises of Afghanistan, Bahrain, Iran, Iraq, Jordan, Kuwait, Lebanon, Oman, Pakistan, Palestine, Israel,
Qatar, Saudi Arabia, Syria, Turkey, the United Arab Emirates, and Yemen. Historically, the Middle East has
been one of the most critical regions of the world. Crises in the region resulted from various reasons, and led
to long-lasting conflicts and terrorism attacks, most of which have involved CBRNe agents, or have been
triggered by their real or perceived threats. Such events had a major impact on health systems and,
consequently, on populations’ health (Coutts et al., 2013). A recent Global Burden of Disease Study (GBD
2013) analyzed the burden of disease and injuries in the eastern Mediterranean region as of 2013, when the
region faced unrest as a result of revolutions and wars during the so-called Arab uprisings (Mokdad et al.,
2016). The study showed that the eastern Mediterranean region was going through a critical period of the
health sector, with a call for increasing health investments in the region, in addition — of course - to reducing
conflicts.

In the Thirteenth General Program of Work for 2019-2023 (GPW 13), the World Health Organization
(WHO) emphasized the need for reliable and timely health information in order to ensure healthcare
delivery, health policy development and implementation, with the strengthening of health information
systems being a priority in the region (WHO, 2018).

31 The Case of Afghanistan

Afghanistan had a reasonably functioning health sector before the Soviet invasion in 1979, when the country
entered into a prolonged war. There have been reports that both Soviet and Mujahedeen forces used various
types of chemical agents (US Department of State, 1982). Such reports were mainly based on testimonies
and on some symptoms of the victims; thus, they have never been confirmed. Details and official
documentation on the use of these agents are indeed still lacking (Schwartzstein, 1982). Following the Soviet
withdrawal of 1988-1989, Afghanistan plunged into a civil war, resulting in the rise of the Taliban regime,
which exacerbated the already compromised situation. After the September, 11 terrorist attacks in 2001, the
US-led intervention resulted in the fall of the Taliban regime. In 2002, when the transitional government,
with the support of the international community, tried to re-establish systems and services in all sectors, it
became clear that physical and social assets were severely damaged, although little information was available
about their extent (Fujita et al., 2011).

Today, the country is still facing challenges and fragility. Several chemical attacks have been reported (55
between 2008 and 2013, with 55 people killed and 2,683 injured), but not all of them were confirmed
(Johnston’s Archive, 2015). For example, in 2012, 16 poison attacks on high schoolgirl in the Northern
Region, Takhar province, were reported. Several — may be all - of these cases seemed to involve poisoning of
the school's water supply; overall, 1,355 children and 28 teachers and staff were reported injured in these
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attacks. However, WHO inspectors did not confirm the presence of a poison, alleging that the cases might be
the result of mass hysteria (Johnson, 2015).

As a consequence of all these events, many health infrastructures were damaged and the health system
almost stopped working (Cook, 2003). Afghanistan’s health system has become one of the worst in the
world, with destroyed public structures, reduced technical and health staff (killed or forced to live in exile),
and no investments made in the health sector. One of the major challenges has been the unavailability of
medicines and the low quality of the few available drugs. In 2002, health indicators were very poor,
including a maternal mortality ratio of 1,600 per 100,000 live births, an infant mortality rate of 165 per
1,000, and an under-five mortality of 257 per 1,000 (Waldman & Hanif, 2002; Bartlett et al., 2002).

The post-conflict situation provided a unique opportunity to redesign and rebuild the health system, almost
from scratch, with the Ministry of Public Health (MoPH) promising on various occasions that there would be
extra attention (The Daily Outlook Afghanistan, 2017). One of the earliest activities in the health sector was
the national health resources assessment, in 2002, when available resources in the country (human, material,
financial) were mapped (Ministry of Health Transitional Islamic Government of Afghanistan, 2002)*.

To reverse this decline, the MoPH began working with the international community and civil society, first to
provide emergency health services to a long-suffering population, and then to reconstruct the health system.
The establishment of a “Basic Package of Health Services”, with a major expansion of the availability of
primary health services and the reach of vaccination programs, started to bring important improvements in
key health indicators (Ministry of Health, Transitional Islamic Government of Afghanistan, 2003). To give
an example, in 2010 infant mortality fell to 77 per 1,000, while under-five mortality decreased to 97 per
1,000 (USAID, 2014). Nowadays, the WHO is still providing technical assistance to the MoPH for the
implementation of the National Disease Surveillance and Response system (NDSR), including the Early
Warning component for responding to epidemics outbreaks.

3.2 The Case of Iraq

In the 1970s, the Iraqi health system was one of the best and most advanced in the Middle East (Middle East
Health Magazine, 2012). However, its capacity and performance started to deteriorate during the 1980s, then
further worsening in the last few decades as a result of continuous wars, sanctions, loss of health workers,
looting, political interference, and economic sanctions. Some of those events have been a direct consequence
of CBRNe events or their perceived threats. During the Iran-Iraq War (1980-1988), the use of samarium,
tabun, and mustard gas on a large scale was reported against both Iran and the Kurdish populations in
northern Iraq. For a period of about five years from 1983 to 1988, the Iraqi army used chemical weapons
several times (Razavi et al., 2014). The worst attack was conducted in 1988 on the Iraqi Kurdish town of
Halabja. The event was also known as the Halabja Massacre or Bloody Friday,’ since it was one of the
deadliest chemical attacks in history after the First World War (Hiltermann, 2007). The chemical gasses
lasted some 45 minutes, causing 6,000 civilians deaths, 5,000 of them within less than 10 minutes (eight
times more than the daily victims of one of the big epidemics of the middle ages) (Mohamed-Ali, 1992; The
New York Times, 2003). Severe damage was reported in people exposed - between 7,000 to 10,000 - most of
them civilians (The Times, 2010). Before and after the attack on Halabja, poison gas was used in various
other towns and villages in the border regions with Iran and Turkey during the so-called Anfal Campaign
(Mlodoch, 2017). Those events triggered the involvement of multinational military operations, from the US-
led, which dragged the country into recurring and long-lasting conflicts, up to the recent ISIS (the so-called
Islamic State) occupations. Nowadays, Iraq is still one of the world’s most landmine-affected countries:
years of conflicts have left landmines, cluster munitions, and unexploded bombs all over, preventing

? One of the main findings was the limited number of female health professionals (approximately one female doctor,
one female nurse and one midwife for every 50,000 individuals). This was a major constraint, which resulted from the
post-Taliban society.

® The attack was conducted by Saddam Hussein’s forces in the final months of the eight-year Irag-Iran war and was also

part of Iraqi efforts to counter-attack Kurdish militias forces, supported by Iran.
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communities from using their land and displaced populations from returning home (Mine Action Review,
2018).

One of the results of this complex scenario was that health indicators fell over the years to levels comparable
to some of the least developed countries. Most updated health-care data, when available, confirms that the
Iraqi population is still paying a crippling price for the continuing violence, political infighting and widely
acknowledged rampant corruption within the health system (Webster, 2011). Over the years, the number of
hospital beds in Iraq declined from a high of 1.95 per 1,000 people in 1970 to a low of 1.30 per 1,000 people
in 2012 (Trading Economics, 2019). As a consequence of lack of proper sanitation system and inadequate
timely response, Iraq experienced recurring cholera outbreaks in 2007, 2009, 2012, and 2015. In October
2007, the outbreak spread to 9 out of the 18 provinces across Iraq, with more than 3,315 blood samples
testing positive for Vibrio cholerae, the bacterium causing the disease. Fourteen people died from the
disease. The most affected areas were Kirkuk (2,309 cases) and Sulaymaniyah (870 cases). In 2015, Iraq
faced an outbreak of cholera that started in September along the Euphrates valley. A total of 2,810
laboratory-confirmed cases of cholera, from 17 governorates, were reported by WHO from mid-September
to November, with two related deaths (WHO, 2015). The health system received a shock after the ISIS took
over about one third of the country in 2014. Nowadays, in spite of the defeat of ISIS and much rebuilding,
health infrastructure is still not fully restored (Devi, 2018). In terms of areas of displacement, at the end of
2018, the Kurdistan Region of Iraq was the area hosting the largest number of internally displaced people -
IDPs: 1.8 million people, a nearly 30% increase in the population of the region (IOM, 2018). The increasing
number of displaced people and, consequently, their disease caseload poses new challenges to the local
government and humanitarian agencies in the provision of health care, diagnostics and medications. In
particular, concern has been raised on the access to care among minority groups displaced by ISIS, such as
the Yazidis (Cetorelli et al., 2017). Moreover, the latest offensive of the Turkish army against the Kurdish
population in Syria is a rising concern for new refugee flowing to the Iraqi Kurdistan Region (KRI) (north of
Iraq), with the reopening of refugee camps.

Field researches conducted in the KRI before the refugee crisis found that if the population continued to
grow at current rates and physician utilization rates were similar to nearby countries, the KRI would have
needed an additional 2,097 physicians by 2020 (an increase of more than 33%) (Moore et al., 2014).
However, contrary to the national needs, many skilled health workers and young graduates have continued to
leave.

National development plans call for a realignment of the health system with primary health care as the basis
(Al Hilfi et al., 2013). Several problems in the epidemiological monitoring system have been identified.
Specifically, existing data collection and use is fragmented, inconsistent and often of poor quality, with
routine data collection not standardized across the country. The result of it is inadequate knowledge of the
health status of the population and insufficient understanding of its needs, limited public health vision and
organization, as well as lack of prevention activities and preparedness response plan (Ross et al., 2017). For
example, despite 30 years having passed since the chemical attack in Halabja, the Kurdistan population
continues to suffer from its long-term psychological, health and environmental consequences (Mlodoch,
2017). After many years, survivors are still reporting chronic symptoms, such as respiratory, digestive and
neurological disorders; increased miscarriages and infertility; blindness; leukemia, lymphoma and other
cancers; post-traumatic stress disorder, depression and feelings of guilt, aggression, and alienation; as well as
congenital malformations and other birth defects (Jiyan Foundation for Human Right, 2014). These
deteriorated medical conditions put survivors in need of continuous medical care and support. Additionally,
mental health with declared psychiatric and social dysfunction, have been observed even decades after the
initial incident. Consequences are found not only among survivors but also the second generation seems to
be affected. These observations call for field-researches and for further investigations. Recent articles have
suggested that the long-term impact of war on psychosocial, physical health and emotional life is often
overlooked by policy makers, despite the evidence that traumatized populations remain disadvantaged on a
number of economic and social fronts long after fighting has ceased (Galea et al., 2003). Further researches
are needed to determine the societal costs of human rights abuses and to identify groups of persons at
increased risk of psychological dysfunction years after the fighting stops (Dworkin et al., 2008).
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In order to respond to these health priorities, the University of Rome Tor Vergata (Italy) and Ministry of
Health of KRI have been implementing, since 2015, an electronic system for epidemiological monitoring and
health surveillance in the Kurdistan Region, with the aim of extending it to the whole of Iraq. The system -
launched by means of the project “Development and Implementation of a Health Monitoring and
Epidemiological Surveillance System in Iraqi Kurdistan” - has been designed to manage healthcare data, by
collecting, storing, managing, and transmitting patients’ electronic medical records, including diagnoses,
vaccinations, births and deaths. At the end of October 2019, 59 centers were active, with more than 600,000
disease events recorded in the four governorates of Dohuk, Erbil, Halabja and Sulaymaniyah (Emberti
Gialloreti et al., 2020a). The software is run by the health and administrative personnel of the local health
centers, who have already been trained in data collection, analysis and disease coding (Moramarco et al.,
2019).

33 The Case of Lebanon

Since the 70s Lebanon has been threatened by years of social and political instability, deeply influenced by
the neighboring Syria, which controlled Lebanon from 1976 to 2005. After Syria’s withdrawal, the Israeli
and Hezbollah militias continued to attack and counterattack against each other, culminating in a war in 2006
that left much of south Lebanon devastated. The Israeli government admitted to have used phosphorus
weapons in Lebanon during this conflict. These are not forbidden by international law but several experts
believe they should be re-classified as chemical weapons. Despite the Israeli government claiming their use
according to the rules of international law, there have been numerous reports that phosphorus munitions
injured and killed civilians, with unexploded cluster bombs threatening the Lebanese population even after
the end of the war (The Guardian, 2006).

Since the start of the Syrian crisis in 2011, in light of the volatility and complexity of the conflict, concerns
exist over the potential for the Syrian regime to transfer chemical weapons to non-state actors, such as
Hezbollah in Lebanon (Brooks et al., 2018), that might also threaten a fragile peace in the country (The
Globe and Mail, 2018).

Nowadays, Lebanon is indirectly experiencing the consequences of neighboring conflicts and CBRNe related
events. With some 1.5 million Syrians refugees - about a quarter of the Lebanese population - in addition to a
large community of Palestinian refugees, the country hosts the largest concentration of refugees per capita
and the fourth largest refugee population in the world (Government of Lebanon & the United Nations, 2019).
A robust response has been timely mounted by the local government in partnership with the international
community, helping to avert dire consequences. Over the years, the situation for refugees has been stabilized
and even slightly improved in many sectors, but over two thirds of Syrian refugees still remain in poverty
and 90% are experiencing food insecurity. The large presence of displaced populations has increased demand
on infrastructure and health services, which lack the capacity to fully meet the needs. Currently, nearly one
third of refugee households remains unaware of where to access medical services in case of an emergency
(UNHCR/UNICEF/WFP, 2018), suggesting the need for strengthening communication and preparedness.
These impacts are likely to be significant, and to continue into the long-term, with particular concern for
health security and the likely increase of infectious diseases risk (Republic of Lebanon MoPH, 2016).
Overall vaccination coverage rates remain sub-optimal, with recently experienced outbreaks of vaccine
preventable diseases (867 cases of measles in 2018) and water-borne diarrhea (Government of Lebanon &
the United Nations, 2019). The pressure on healthcare institutions caused by the increased demand for
services could be an additional potential source of conflict and CBRNe-related events in this already fragile
state.

It is impossible to completely define the epidemiological and health services impacts of such human flows
even in the future. The vulnerable situation of Syrian refugees could be only indirectly deducted from annual
household surveys: for example, in 2018, 4,446 Syrian refugee households from 26 districts across the
country were randomly visited, feeding the data on the Vulnerability Assessment of Syrian Refugees in
Lebanon (VASyR) (UNHCR/UNICEF/WFP, 2018). This data may underestimate the overall load of the
situation, or not being anymore representative of the situation due to the relighting of the tensions in Syria in
October 2019.
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In order to address this, efforts have been geared towards strengthening the local MoPH both centrally and
peripherally, as well as the overall primary healthcare system. Recently in 2017, the MoPH has established a
Health Information System to monitor health indicators and related outcomes necessary for future health
planning and decision-making. The online system connects 75 Public Health Centres to the Primary Health
Care Unit in the MoPH, ensuring the centralization of information and rapid transferring of data to the
Ministry of Health (WHO, 2017).

34 The Case of Syria

The Syrian conflict started in March 2011, involving the government and a spectrum of anti-government
factions including the so-called Islamic State - ISIS. Warring parties have proliferated, from additional
jihadist groups, to Russian and US-led coalition forces. Since its beginning, the Syrian crisis claimed
hundreds of thousands of lives and countless injuries among civilians. Aerial bombings and shelling rapidly
became primary causes of direct deaths of civilians, calling into question the use of wide-area explosive
weapons in urban areas (Guha-Sapir et al., 2018). According to United States intelligence, Syria has had a
stockpile of chemical weapons since 2012, and — according to the same source - over the past years both the
Syrian government and ISIS have been responsible for chemical weapons attacks (Arms Control
Association, 2019). In 2013, the United Nations called for an immediate investigation, since the government
was suspected of using chemical weapons in an attack on civilians outside Damascus, where more than 1,300
people were killed, many of them women and children (CNN, 2013). The latest attack was reported in
Douma, in April 2018, where the Organization for the Prohibition of Chemical Weapons (OPCW) concluded
in its final report that a toxic chemical, likely chlorine, had been used (UN Security Council, 2019).

Just recently, in October 2019, Turkey launched an offensive into north-eastern Syria against the Kurdish
forces who controlled the region. Images showed smoke rising with civilians fleeing towns. During the
airstrike on the border town of Ras-al-Ayn, some civilians were reporting suspected signs of being exposed
to chemical substances (phosphorus gas). The OPCW claimed to be aware of the situation in Syria and to be
investigating the alleged use of chemical weapons (Independent, 2019). At the time we concluded this
article, the chemical attack was not yet confirmed but the situation might have evolved.

The protracted conflict had a cumulative destructive effect on the economy, infrastructure, agricultural
production, food systems, social institutions, as well as human resources. Syria has become one of the most
dangerous places for healthcare providers, where hundreds of healthcare workers have been killed and / or
tortured, and several health facilities deliberately destroyed (Fouad et al., 2017). As a main result, the health
system has been directly and indirectly impacted catastrophically, with supply lines interrupted and a general
degradation of key services (The Syrian Centre for Policy Research, 2015). The large scale breakdown of
health services led to a decrease in life expectancy and an increase in childhood mortality (Guha-Sapir et al.,
2018), that has obliterated the public health gains made in the past (Abbara et al., 2015). Despite moderately
high vaccination coverage rates in pre-conflict Syria (UNICER & WHO, 2012), recent reports of infectious
disease outbreaks have become increasingly common. Today’s reduced coverage rates are striking, if
compared to 2010, a time in which more than 80% of the target age group was vaccinated (de Lima Pereira
et al., 2018). After having being considered for 15 years as a polio-free country, Syria reported a polio
outbreak in 2013-2014, which also spread to neighboring countries (Ozaras et al., 2016). The formal
recognition of the outbreak prompted a multi-country regional response, with a variety of actors involved in
immunization campaigns (WHO Regional Office for the Eastern Mediterranean, 2016).

The armed conflict has caused massive and continuous exoduses of Syrians: more than 5 million people are
still displaced inside the country, with another five million living in neighboring countries, mainly Egypt,
Iraq, Jordan, Lebanon, and Turkey (Operational Portal Refugee Situation, 2019). The majority of the
refugees rely on humanitarian assistance to meet their basic needs. The health systems of the hosting
countries have been challenged to respond to the diverse health needs of the refugees, while trying to
preserve services for their own citizens. The need for emergency and basic health services, such as
reproductive and maternal / child health, draws a disease burden profile consistent with that of middle-
income countries (Akik et al., 2019). High risk of epidemics in neighboring countries were registered (WHO
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Regional Office for the Eastern Mediterranean, 2013), with increased rates of tuberculosis reported among
Syrian refugees in Lebanon and Jordan.

While there has been some attention on the challenges of meeting health needs of Syrian refugees in
neighboring countries, very little has been documented about the humanitarian challenges within Syria. It is
estimated that over seven million people in the country are without access to basic healthcare (UNOCHA,
2016), but insufficient information is available about the effects of the conflict on the health of the
population inside Syria (Ismail et al., 2016). A recent World Bank study found — even if the results are not
yet confirmed - that in Syria, more people may have died because of the breakdown of the health system than
because of direct fatalities due to fighting (World Bank Group, 2017).

In order to monitor the health care in the country, in early 2013 the Syrian Ministry of Health and sector
partners adapted a tool called HeERAMS (Health Resources and Services Availability Mapping System). The
key information assessed the functionality status of the public health system, including health infrastructure,
human resources, availability of health services, equipment, medicines at primary and secondary care level.
HeRAMS has been developed to provide timely information, in order to support decision-making and
coordination of health sector actors in emergencies, but can also be applied to post-emergencies, recovery
and development contexts (WHO Regional Office for the Eastern Mediterranean, 2017).

4. DISCUSSION

After CBRNe events, especially during long-lasting conflicts, a country’s situation is often characterized by
a weakening of the health system, complicated also by the limited quantity and quality of human resources
(Lanjouw et al., 1999). The field-reports from Afghanistan, Irag, Lebanon and Syria provide evidence of
CBRNe conflict-related threats on the public health asset, exposing the existing systems to fragility, and
difficulties in maintaining and strengthening them (Sharara & Kanj, 2014). Health structures collapsed, while
many health professionals have been killed or forced to flee, causing a shortage of personnel. The loss of
human resources and talents has been huge, while investments have been diverted from civilian to military
facilities (Mokdad et al., 2016). The breakdown of health services, and water and sanitation treatment plants,
increased exposure of people to vulnerabilities, lack of investments in public health, as well as huge flux of
refugees and displaced people have opened the door to disease outbreaks, even beyond borders. As an
example of the impact of Syrian war to neighboring countries, Syria and Iraq experienced the reemergence of
polio in areas declared polio-free before the conflicts (Arie, 2014), due to deep decline in health
infrastructures and delivering devices (i.e., immunizations). The caseload of diseases among refugees and
displaced people (especially in Iraq and Lebanon), posed new challenges for hosting government and
humanitarian agencies in the provision of early assessment, health care, diagnostics, and medications.

Alongside the direct and relatively short-term causalities, long-term and potentially health devastating
consequences stemmed also from the erosion of the states’ ability to conduct health monitoring and
surveillance, thus being not only unable to identify, prevent and treat adverse health conditions, but also to
set up effective strategic plans. In these fragile states, health data are still mostly estimated by modeling
techniques using other available variables and figures, often collected from neighboring countries or from
countries with a similar health profile. Occasionally, data are deduced from surveys, censuses, household
recalls for death, or United Nations estimates that account for migration. Frequently, data trends show
discrepancies in case report numbers between government and non-government controlled areas, and
interpretation is hampered by uncertainties over sentinel surveillance coverage and base population numbers
(Ismail et al., 2016). Uncertainty about population denominators (due to unknown numbers of killed people,
limited capacity to monitor in- and out-flows, collapse of prewar statistical services, and outdated census
figures) impedes meaningful analysis of health data (e.g., coverage indicators) and accurate service delivery
planning (e.g., vaccination) (Diggle et al., 2017). This condition can last even long after emergencies and
CBRNe events, especially in war-torn countries, so that targeted health interventions and preparedness plans
do not exist, or are not fully and timely implemented.

The rebuilding process includes a wide array of actions and actors (Rutherford & Saleh, 2019). Collecting,
analyzing and interpreting data on the health of the population (epidemiological surveillance) is the
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fundamental starting point to know its status and the hazards threatening it, in order to address its specific
needs, thus providing timely and useful evidence, which is essential for effective decision making (Murray,
2009; Lopez & Setel, 2015). Indeed when talking about public health systems, one of the primary
responsibilities of any government is to protect health throughout three key elements: prevention, early
detection, and timely and effective response. Public health surveillance is the epidemiological foundation for
modern public health (Bonita et al., 2003), which has proven to have a central role in health policies
planning and evaluation, thus being termed “the foundation of all public health practice” (Henderson, 2016).
Investment and proper research towards post-events reconstruction is imperative for addressing healthcare
problems and establishing an effective resilience (Rutherford & Saleh, 2019). A key requirement for
effective health system development is the availability of reliable health indicators (Kruk et al., 2010).
Therefore, health monitoring systems providing useful data for epidemiological surveillance are essential to
support local governments during the effective rebuilding of an efficient public health system. In addition,
the epidemiological surveillance system will also act as an early warning system, which is extremely
important especially for fragile states (Emberti Gialloreti et al., 2020b). Only with rapid alerting of suspected
cases of diseases can countries implement appropriate response measures to mitigate their negative impact.
After CBRNe emergencies, as well as after each complex emergency, guidance for health interventions
consistently highlights in fact the need for simple but effective health monitoring systems covering basic
health information data of the population (i.e., mortality and morbidity data), health services delivery and
response planning (UNHCR, 2007). Innovative strategies are needed to provide long-term strengthening of
public health services and provision of health care access for the whole population, including refugees,
displaced persons and minorities.

Nevertheless, a critical role is played by the strengthening of leadership and management capacities at all
levels. Supporting capacity building and technical leadership should not be neglected and always be
considered a key priority integrated into the humanitarian health response in emergency areas (Diggle et al.,
2017).

5. CONCLUSION

CBRNe events often leave a damaged health system behind. Building or re-building a public health system
has epidemiological surveillance as a paramount basis for producing relevant statistics and access the health
needs of the population in post-CBRNe events. This allows governments to support day-to-day health
management, population’s health protection and promotion, while providing useful data for long-term
planning and health policy development. Therefore, the recovery phase after CBRNe events, especially in
war-torn countries, is a long process which requires inputs at all levels from multiple stakeholders.
Coordinated actions offer an opportunity to set in place the foundations for nationwide governance and are
the backbone for a post-conflict empowerment of the health system. Hitting those targets, especially in
fragile states, serves as guide in planning future interventions and in strengthening the country’s health
institutions, preventing deep impact consequences in case of further CBRNe events.
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