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ABSTRACT

This paper presents the development of a prototype unmanned surface vessel (USV) platform

forwater quality measurement. Based on several hull concept designs made using Solidworks,
the catamaran design was determined as the most suitable for the platform due to its stability
and manoeuvrability performance. The platform's design was optimised using computational
fluid dynamics (CFD) analysis to study its resistance and dynamic flow. Hydrostatic
simulation was done using Maxsurf'to determine the geometry of the platform's hull. Several
displacements for selected drafts were obtained, which was used to estimate the maximum
total load on board the platform. Glass reinforced plastic (GRP) composite material was
selected for the hull's fabrication due to its strength and light weight. Five layers of GRP were
applied on the mould to get a strong structure. The development the overall system design
of the platform consisted of electrical, mechanical, control and communications systems,
and sensors according to the specific draft and displacement. The buoyancy test conducted
for the completed prototype showed that its performance is consistent with the results of the
hydrostatic simulation.

Keyword: Unmanned surface vessel (USV), catamaran; hydrodynamic and hydrostatic
simulations; glass reinforced plastic (GRP); buoyancy test.
1. INTRODUCTION

Unmanned surface vessel (USV) (also known as unmanned surface craft (USC)) is one of
the solutions for marine, river and lake applications, such as marine environment monitoring,
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hydrologic survey, target tracking and scientific survey, depending on sensor requirements
(DON, 2007; Manley, 2008; Bertram, 2008; Jianhua et al., 2009; Dinesh, 2010). Hardware
systems in USV platforms are easily reconfigurable and the safety of the craft does not
require the code freeze that is often necessary for work on underwater vehicles (Curcio et
al., 2008). Due to the uniqueness of the platform, it can be customised for law enforcement
agencies, emergency services and military applications to reduce or eliminate the need to
endanger human lives in many situations (Reed et al., 2006; Manley, 2008; Bertram, 2008;
Dinesh, 2010). USVs can also be useful as an underwater navigation aid to provide unmanned
underwater vehicles (UUVs) with accurate navigation data that is required for successful
missions (Leonessa et al., 2003). Using portable side scan sonar, USVs can be used for
underwater mapping and acoustic measurement. (Beck ef al., 2008). In addition, USVs
can also be used for harbour protection systems as they can provide mobile and flexible
surveillance. USVs can be equipped with state of the art sensors for underwater and air
surveillance, such as surface wave radar, infrared camera and swimmer detection system
(DON, 2007; Bertram, 2008; Manley, 2008; Dinesh, 2010).

This study is aimed at developing a prototype USV platform for water quality measurement.
Such measurements are presently conducted using Royal Malaysian Navy (RMN) vessels,
which involves a lot of man power and is only suitable for deep-water applications. The
proposed platform will be used for littoral and fresh water applications, as well as areas that
are difficult for naval vessels to access.

The prototype will use low cost acoustic transducers integrated with a Global Positioning
System (GPS) receiver for localisation. It will be equipped with a digital compass for heading
data and a Horiba water quality system. This paper will present the development of the
prototype at STRIDE’s Maritime Technology Division (BTM), which includes the concept
design using Solidworks, hydrodynamic and hydrostatic simulations using FLUENT and
Maxsurf respectively, system design (consisting of fabrication, and electrical, mechanical
and communication systems), and buoyancy test.

2. CONCEPT DESIGN AND SIMULATIONS
2.1 Concept Design

Several concept designs were developed using the Solidworks 2009 design software,
including mono-hull and catamaran (twin-hull) (Figure 1). It was determined that the
catamaran design was the most suitable to meet the requirements for placement of several
sensors, electronic systems and batteries, due to its stability with respect to roll and wave, and
its shape which reduces resistance at high speeds (Caccia et al., 2005; Manley, 2008; Jianhua
et al., 2009). Its wider design, as compared to the mono-hull, provides good hotel load and
better manoeuvrability.

Defence S&T Tech. Bull. 2
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(@) (b)
Figure 1: USV concept design: (a) Mono-hull. (b) Catamaran.

For the mono-hull concept design, only one propeller unit is needed for propulsion, while
catamaran uses one propeller for each hull. The heading control for the mono-hull platform
uses an extra actuator for rudder control, which is actuated by a servo motor system, while
the catamaran platform does not need any additional actuator controls because the steering
is based on differential propeller revolution rates. Figure 2 shows the final design concept of
the USV catamaran platform.

Figure 2: The final concept design of the catamaran platform.

The overall dimensions of the platform are 1.1 x 0.87 x 0.44 m. The total volume of the
platform reflected the total of amount displacement of water, which is equal to the buoyancy
force or total weight of the water displaced. Based on this principle, the total weight of the
total payload, such as the power system, sensors, electronic circuits, navigation system and
other related scientific equipment, can be computed. The assembly drawing was converted to
.igs and .step formats for hydrostatic and hydrodynamic analyses.

2.2 Hydrodynamic Simulation

Estimation of hydrodynamic forces is important to investigate the motion and performance
of the platform. The numerical approach was used to obtain hydrodynamic parameters,
such as velocity and pressure, in order to understand the pressure distribution that acts on
the platform, whereby higher pressure provides higher resistance to the platform and vice-
versa. Computational fluid dynamics (CFD) analysis is a suitable tool to understand the
physical effect of fluid flow on hulls, which is difficult to be measured using other measuring

Defence S&T Tech. Bull. 3
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techniques (Muljowidodo et al., 2010a). This simulation was conducted using FLUENT, a
CFD software that includes the FLUENT solver and Gambit pre-processor. Gambit was used
to create the volume and mesh generation, while the solver was used for simulation setup,
solving process and post-processing (Thomas et al., 2008).

Figure 3(a) shows the pressure coefficient distribution on the platform with flow rate of 1
ms!. The pressure coefficient is not constant but varies as a function of speed, flow direction,
object position, object size, and fluid density and viscosity. The flow direction towards the
front of the platform (points 1 and 2) gives a greater drag as compared to other parts of the
platform as it faces the maximum pressure, which is caused by the maximum velocity drop.
The velocity contour in Figure 3(b) indicates a velocity drop at high pressure surfaces, which
leads to turbulence after the vehicle passes. Figure 3(c) shows the flow behaviour in the
surrounding region of the platform, with the different colour arrows indicating the magnitude
and direction of velocity.

The hull design concept is analysed using FLUENT to investigate the critical areas with
higher pressure points that will result in velocity drop. Based on the results obtained, these
critical areas were adjusted with dynamic design to reduce the total resistance. While the
platform will operate at low speeds due to the low sampling rate of the acoustic eco-sounder,
lower resistance or drag of the platform will result in better manoeuvring performance and
increased efficiency of the thrusters.

. 618002 @
1758402
2

(@) (b)

222255838583

H

(c)
Figure 3: Hydrodynamic simulation of the platform: (a) 3D view of pressure
coefficients, (b) velocity contour. (¢) velocity magnitude of the flow in the surrounding
region of the platform.

Defence S&T Tech. Bull. 4
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2.3 Hydrostatic Simulation

The displacement of the platform at a given draft was obtained by dividing the submerged
volume by the appropriate density factor (35 ft*/tonne for salt water or 36 ft*/tonne for fresh
water). This computation was used to determine the appropriate total payload for platform
for the selected drafts (Table 1). This data was used with Maxsurf 15.0 to determine the
geometric properties of the hull form, particularly the underwater part (Figure 4). The
simulation was conducted in fixed trim condition with fresh water density of 1,000 kg/m?.

Table 1: Computed displacements for the platform at selected drafts.

0.050] 0.075] 0.100| 0.150| 0.175] 0.225
1.807| 5.328] 11.10| 25.12| 34.79] 55.07

Figure 4: Hydrostatic simulation using Maxsurf.

3. SYSTEM DESIGN
3.1 Fabrication

The platform hull was fabricated using glass reinforced plastic (GRP) composite material
due its strength and light weight (Muljowidodo et al., 2010b) (Figure 5). The hull shaping
process was conducted manually according to the design until the desired mould was
obtained. Epoxy was applied on the mould, and then, GRP matting was applied on top of it.
Another layer of epoxy was applied to ensure that the material conformed to the mould and
that no air was be trapped between the GRP and the mould. The process was repeated with
another layer of epoxy and GRP matting with different directions for five layers for durability
and strength, especially to sustain the 8 kg of lead acid battery at each side of the hull. The
work had to be done quickly before the epoxy started to cure.

Defence S&T Tech. Bull. 5
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© (d)
Figure 5: The platform’s fabrication using GRP: (a) The hull shaping process. (b)
The moulding process. (c¢) Five layer of GRP applied on the mould. (d) The completed
upper and bottom casing.

3.2 Hardware and Sensor Allocation

The platform is controlled using a ground controller station, located at the shore, using an
embedded programmable interface controller (PIC) with low energy consumption (maximum
of 7.5 W). Communications between the platform and ground station is bidirectional using
a Black Box RF modem. Since all the sensors on the platform use the National Marine
Electronic Association (NMEA) protocol, a data rate of 4,800 bits/s was configured on the
RF Modem.

The propulsion system consists of two Technadyne 400 W underwater thrusters, providing
10.4 and 5.9 kg forward and reverse thrusts respectively. These two thrusters are the control
base for differential propeller revolution to propel the platform for forward, backward and
turning movements. The control signals emanate from the keyboard or PS2 controller of a
laptop via the RF Modem, together with the GPS, gyrocompass and acoustic eco-sounder
data in ASCII format. All the sensors’ data will be processed by the NMEA multiplexer unit
before being sent by the RF Modem. A PIC controller circuit was developed for the thrusters’
control and data acquisition. The platform was also equipped with a wireless camera
system for on-board monitoring and localisation purposes. Two units of 12 V, 24 AH lead

Defence S&T Tech. Bull. 6
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acid batteries were integrated with DC-DC power converter to provide power for the main
propulsion system, sensors and other related equipment. As shown in Figure 6, the power
converter provides 24 V for the thruster system, and 12 V supply for GPS, gyrocompass,
eco-sounder, electronic circuits, camera and NMEA multiplexer. Figure 7 shows the internal
mounting for the batteries, power converter circuit and PIC control system.

Wireless

cameraup to
USV Platform 1kmLOS ﬂ
NMEA RF Link

Multiplexer

Eco-sounder . —_—
up to 300m
depth = =

RF Modem Ground Station
ro 900MHz up

ontrol ] .'. to 25km LOS

Figure 7: The internal mounting for the batterles, power converter
circuit and PIC control system.

4. BUOYANCY TEST

The total payload fitted on board the prototype is at present 20 kg. Based on the hydrostatic
simulation, the draft and displacement of the prototype can be predicted. The underwater
thrusters should be totally submerged below the waterline level to ensure it operates properly.
The prototype was designed for draft ranging from 10 to 18 ¢cm in order to get a variation of

Defence S&T Tech. Bull. 7
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total payload that is allowed to be fitted on the platform. The displacement is equal to overall
weight of the prototype and payload on board the prototype.

Figure 8 shows the buoyancy test of the prototype using a variation of total payload for
comparison with the hydrostatic simulation results. The maximum payload that can be
achieved is 34.5 kg for 17 cm of draft in fresh water, indicating that the hydrostatic simulation
results are consistent with prototype’s performance. There would be a slightly different
displacement if the prototype operates in salt water due to the density factor. The density of
sea water is 1,025 kg/m?, while for fresh water, it is 1000 kg/m?. This would result in different
displacements; for example a draft of 17.5 cm would result in 34.79 kg of displacement in
fresh water, and 35.66 kg in sea water. As salt water has higher density, extra payload can be
added when the prototype operates in the sea water as compared to in fresh water, with the
same draft.

Figure 8: Buoyancy test conducted to determine the prototypes’s displacements at
various drafts.

5. CONCLUSION

In this paper, the concept design, hydrodynamic and hydrostatic simulations, system design,
and buoyancy test of the prototype USV platform were described. For future expansions, the
total payload of the prototype can reorganised based on the displacements at various drafts,
while additional functions can be included by fitting applicable sensors and transducers.
Future applications such as side scan sonar capability, laser scanning system and better
wireless communication protocols for broadband data transmission will be explored.
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ABSTRACT

While a number of camouflage patterns have been designed, none of them are suitable for
the Malaysian coastal environment. Hence, this research objective is aimed at designing a
camouflage pattern for Royal Malaysian Navy (RMN) coastal patrol boats. Representative
coastal environment training grounds in Lumut (Perak), Pulau Indah (Selangor) and Port
Dickson (Negeri Sembilan) were selected. The captured images of the study areas were
converted to digital and artistic patterns. The patterns were then clustered to five index
colours, with the colours redefined using the collected field colour measurements and in-
service camouflage reference colours of infrared reflectance (IRR) paint. The selection of
the regions of interest for the pattern templates were picked based on the variation of colour
composition. After comparison of a few generated patterns based on colour composition, the
most suitable camouflage pattern template was selected.

Keywords: Camouflage pattern; coastal patrol boat; Lab colourspace; digital and artistic
patterns, k-means clustering.

1. INTRODUCTION

The primary role of Royal Malaysian Navy (RMN) coastal patrol boats is to uphold the
security of the national maritime zone. Their presence should not be easily identified to
ensure the success of their operations. Hence, the boats should have an effective camouflage
pattern which closely resembles the background of coastal environments in order to reduce
the probability of detection. These days, there are many camouflage patterns available on the
shelf, from classic woodland patterns to computerised digital patterns for a wide variety of
applications (Mitchell & Staples, 1999; Cuthill ez al., 2005; Grigoryan et al., 2009; Bartczak
et al., 2009; Hambling, 2012; Abdul Ghaffar et al., 2012). However, they do not match the
Malaysian coastal environment.

The classic woodland pattern has long been established due to its concealment characteristics
and suitability for forest environments (Mitchell & Staples, 1999; Cuthill et al., 2005;
Hambling, 2012). The improvement of the woodland pattern to the recent trend of digital
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(pixelated) camouflage pattern is due to the dithering effect, which does not show solid lines
between the colours. The digital pattern is able to degrade edges of shapes to disrupt the
form of target objects, and would require more time for detection and recognition in specific
environments (Cuthill et al., 2005; Billock et al., 2008; Venezia & Peloquin, 2011; Abdul
Ghaffar et al., 2012). In addition, the determination of the pattern size to be created is also
a vital criterion. This is due to the visual ability of human eyes significantly being subjected
to the spatial resolution of the objects related to its distance. Therefore, the pattern designed
usually includes micro- and macro-elements for its effectiveness in close and particular
distances. For instance, small elements cannot be seen from a distance (Friskovec et al.,
2010; Jia et al., 2010; Cho et al., 2011; Venezia & Peloquin, 2011; Abdul Ghaffar et al.,
2012).

By considering these requirements, this research was conducted to design a camouflage
pattern for coastal patrol boats which is suitable for the Malaysian coastal environment. At
this stage of the study, the pattern was assessed only in the visual spectrum, and did not include
the near infrared and thermal spectral regions. As a typical patrol boat is situated at some
distance from the observer and from the beach, the camouflage pattern size is determined
by the macro-elements that explicitly exhibit bunches of leaves instead of a single leaf. The
scope of work of the study is as shown in Figure 1.

2. METHODOLOGY
2.1 Data Acquisition

The selected coastal areas were in Lumut (Perak), Pulau Indah (Klang, Selangor) and
Tanjung Tuan (Port Dickson, Negeri Sembilan). In addition, a vegetation area in the STRIDE
laboratory compount was used for comparison between coastal and land areas. Digital images
of the selected coastal areas were captured using a Canon EOS1000D digital single-lens
reflex (DSLR) camera with standard lens (50 mm) from a distance which was affixed with
a representative scale such as field markers and colour reference to compensate for different
sunlight illuminations at different areas and time. The distance was measured using a Vector
21 laser range finder. The field colours were measured using a Minolta colour meter at 10°
illumination, while gloss was measured using a Micro-TRI gloss meter at 60° illumination.
One of the data acquisition activities conducted by the research team is shown in Figure 2.

Defence S&T Tech. Bull. 11
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Select suitable
coastal area (affix
scale and colour
references)

Shootraw digital Process the images to
photograph using digital and artistic
DSLR camera patterns

Colour segmentation
process to five index
colours using k-
means clustering

Pick the region of Redefine to actual

interest as pattern field or reference
template colours

Comparison of Final pattern
pattern templates template

Figure 1: Summary of the processes involved in designing the camouflage pattern for
coastal patrol boats.

Figure 2: The research team conducted field data acquisition at Pulau Indah on 21-22
February 2012.

Defence S&T Tech. Bull. 12
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2.2 Image Processing

Postprocessing of the captured images was kept at a minimum. Apart from in-camera
correction for distortion and white balance, the images were further corrected for white balance
based on the colour reference. The images were first converted from the native RGB (red,
green, blue) colourspace to the Lab (luminance, red-green, blue-yellow) colourspace. This
was done because dyes used in camouflage pattern printing are defined in Lab colourspace
(Abdul Ghaffar et al., 2012). The images were then converted to digital and artistic patterns.

The generated patterns, which were in a wide range of colours, were extracted to five index
colours using k-means clustering (MacQueen, 1967; Wagstaft et al., 2001; Kanungo et al.,
2002), which is a method that is commonly used to partition a data set into £ groups (in the
case of this study, five). It selects £ initial cluster centres and iteratively refines them so that
each element (in the case of this study, the colours of the generated patterns) is assigned
to its closest cluster centre and each cluster centre is updated to the mean of its constituent
elements. The algorithm converges when there is no further change in assignment of the
elements to the clusters.

The colours of the resulting clusters were then redefined using the collected field colour
measurements and the in-service camouflage reference colours of infrared reflectance (IRR)
paint. Finally, after comparison of a few generated patterns based on colour composition, the
most suitable pattern template was selected.

3. RESULTS AND DISCUSSION

Hundreds of images of the selected coastal areas, including mangrove vegetation, man-made
objects, houses and vessels, were acquired. However, for this manuscript, only the images of
mangrove vegetation are shown. The corresponding images at Port Dickson, Pulau Indah and
STRIDE are shown in Figures 3-5 respectively. After the digitalisation and artistic conversion
processes, the images were then segmented into five index colours using k-means clustering.
The completed consequent patterns are shown in Figures 6-9.
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Colour reference

(b)
Figure 3: Images of same coastal area at Port Dickson taken from different distances:
(a) From 10 m, with 1.2 m rods and colour reference. (b) From 130 m.

(@) (b)
Figure 4: Images of different coastal areas at Pulau Indah taken from different
distances: (a) From 10 m. (b) From 130 m.

J,

Figure 5: Image of vegetation at the STRIDE laboratory compound taken from
distance of 30m.
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() (b)
Figure 6: Images of the coastal area at Port Dickson (Figure 3(b)) after k-means
clustering: (a) Digital pattern. (b) Artistic pattern.

(2) (b)
Figure 7: Images of the coastal are at Pulau Indah taken from 10 m (Figure 4(a)) after
k-means clustering: (a) Digital pattern. (b) Artistic pattern.

(@) (b)
Figure 8: Images of the coastal area at Pulau Indah taken from 130 m (Figure 4(b))
after k-means clustering: (a) Digital pattern. (b) Artistic pattern.
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(b)
Figure 9: Images of vegetation at the STRIDE laboratory compound (Figure 5) after
k-means clustering: (a) Digital pattern. (b) Artistic pattern.

The colours of the patterns were redefined using the in-service camouflage reference colours of
IRR paint (Siew, 2009) for black, brown and sand, and the collected field colour measurement
for green (i.e., the average colour of mangrove leaves) (Figures 10 and 11). The chromaticity
values of the patterns in Lab colour space at 10° observation for the corresponding colours
are given in Table 1.

Table 1: Chromaticity values for the colours of the camouflage patterns.

Chromaticity Value | Acceptable
Lightness colour
Colour i L a b difference Gloss
AE

Black 23.7 -0.29 0.67

Brown 31.8 6.82 7.83 Less than / Less than 5
Green 36.43 -9.01 20.19 equal to 2.0

Sand 59.6 0.31 8.05

Subsequently, the size of the pattern template was determined by comparing the actual size
of the boat (11.5 x 0.9 m) and the image. From Figure 3(a), the actual size of the rod scale is
1.2 m, which is equivalent to 120 pixels in the image. Hence, the size of the pattern template
which is equivalent to the size of the boat is 1,130 x 90 pixels.

The selection of the regions of interest for the pattern templates were picked based on the
variation of colour composition. The generated pattern templates are shown in Figures 12
and 13. The most appropriate pattern templates could then be selected from comparison
of colour composition of the generated patterns as shown in Figures 14 and 15. Based on
this comparison, it was determined that the most suitable templates are Figure 14(b) for the
digital pattern and Figure 15(c) for the artistic pattern.

Defence S&T Tech. Bull. 16



Development of camouflage patterns for coastal patrol boats.

(b)

(© (d)

Figure 10: Images of the digital patterns after redefining the colours. The yellow
outlined rectangles indicate regions of large colour variations, which were the regions of
interest for pattern template selection. (a) The coastal area at Port Dickson. (b, ¢) The
coastal area at Pulau Indah taken from 10 and 130 m respectively. (d) Vegetation at the

STRIDE laboratory compound.

(b)
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(© (d)

Figure 11: Images of the artistic patterns after redefining the colours. The yellow
outlined rectangles indicate regions of large colour variations, which were the regions of
interest for pattern template selection. (a) The coastal area at Port Dickson. (b, ¢) The
coastal area at Pulau Indah taken from 10 and 130 m respectively. (d) Vegetation at the
STRIDE laboratory compound.

(a) (b)

(© (d)
Figure 12: The selected pattern templates for the corresponding digital patterns in
Figure 10.

(a) (b)
el VAl inSithe

(©) (d)

Figure 13: The selected pattern templates for the corresponding artistic patterns in
Figure 11.
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() (b)
(©) ()

Figure 14: The generated camouflage patterns for the coastal boat using the
corresponding digital pattern templates in Figure 12.

(@) (b)
(©) (@)

Figure 15: The generated camouflage patterns for the coastal boat using the
corresponding artistic pattern templates in Figure 13.

4. CONCLUSION

This paper has presented a method for generating camouflage patterns for coastal
environments. For effective implementation of the proposed method, colour accurate images
need to be produced, followed by the appropriate image analysis and segmentation routine to
generate the pattern templates. The prototype camouflage patterns proposed in this study will
undergo field evaluations using RMN coastal boats. In addition, the proposed method will be
adapted to generate camouflage pattern templates for other environments.
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ABSTRACT

This study deals with the need to develop analytical instruments to optimise rescue operations
involving radiological exposure. It reports several aspects of analysis and characterisation
of orphan radioactive sources. The protection problems in cases of detection and securing of
radioactive sources are analysed, with particular attention to safety and security of operators
and population from exposure, identification of attention areas, and detection of specific
values of dose. After defining the characteristics of orphan radioactive sources, the authors
examine the fundamental radiometric parameters. All these parameters have been integrated
in a customised software, known as GREAT (Georeferenced Radiological Evaluation &
Analysis Tool), that allows for rapid mapping of radiological risks by georeferencing of the
data collected. Particular attention has been dedicated to the theoretical model and support
tools aided to the choices of first responders. Radiological event, their consequences and the
tools developed will be described by the authors in order to demonstrate the importance of
this software for improvement of rescue operations.

Keyword: Orphan radioactive source, radiological diffusion, first responders;
georeferencing software, radiation dose.
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1. INTRODUCTION

Radioactive sources are used throughout the world for many applications, particularly in
heavy industries, medicine and research. The risks associated with such uses are strictly
connected to their physical characteristics; activity, types of radionuclides, methods of
manufacture, etc. (IAEA-TECDOC, 2004). In the case of conventional applications, the
risks associated are usually well known and their activities are officially established. In the
European Union (EU), the provisions for the protection of population and workers against the
risks of ionising radiation are given by European Atomic Energy Community (EURATOM)
directives (EURATOM, 1984, 1989, 1990, 2006), while in Italy, the main guidelines are
included in MOI (2009, 2011), which is an extension of MOI (1995).

However, problems related to orphan radioactive sources (the ones that are not under control)
are different as they can be accidentally found by persons that do not know their effective
harm. They may also present particular risks that do not allow for easy identification, due to
their small dimensions, often smaller than of a pen. To protect against such events, melting
plants have to equip themselves with radiometric instrumentations for control of metal scrap
in the input, so as to reduce the risk of accidental introduction of radioactive sources in the
processing cycle (Knoll, 2010).

As part of the community plan of action in the field of radioactive waste (EURATOM, 1992),
the European Commission published a study on the management and disposal of disused
sealed radioactive sources in the EU (Angus et al., 2000). The authors evaluated 500,000
units of sealed radioactive sources that were distributed to operators in the EU states since
1950. Of this amount, 110,000 units are still in use, while the remaining units have been
stocked in temporary storage, returned to the manufacturers for the purpose of reuse, or
sent to disposal plants and subjected to the system of management of radioactive waste. The
national authorities face unsafe situations when sources are not managed properly or are
left without any control, with the possibility of dangerous health consequences. Angus ef al.
indicated that around seventy sources get out of the authorities’ control every year.

The study deals with the problems mentioned above and the authors present a software that
was developed for rapid mapping of radiological diffusion and associated risks in cases of
accidental and deliberate releases. The main research objectives are to define a conceptual
model for a spatial decision support system (SDSS), oriented to the problem of radiation
hazard, for identifying the requirements of both mobile and control rooms; to develop the
prototype of the software for first responders, that allows web access in order to georeference
source localisation and dose rate measurements at a safe distance from the source and to
develop the prototype of the control room components according to the service oriented
architecture (SOA) paradigm, which allows usability through Open Geospatial Consortium’s
(OGC) web services within the Intergraph’s incident command tool, known as the Intergraph
Incident & Resource Management System (I’RMS).
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2. RADIOLOGICAL CHARACTERISTICS TO MEASURE RADIOLOGICAL
RISKS

The main radiological characteristics, particularly those useful for this study, are commonly
divided into (Cazzoli et al., 2003):

1. Source:

e Activities

» Constant range
2. Field values:

* Exposure
» Kerma, is a size of dose, but its measurement in air is also used as the field value

3. Values of the dose:
e Absorbed
* Equivalent
e Effective.

There is a direct relationship between these variables:

| Source =¥ Field =¥ Dose

2.1 In-Field Operations with Unknown Radiological Sources

In cases of operations with the presence of orphan sources, the operators often work with
unknown sources. The external exposure of an operator may be limited by observing the
following rules:

* Reducing the irradiation time

* Increasing the distance

» Using a screen / shield to reduce the intensity of radiation

2.1.1 Reducing the Irradiation Time

The value of the dose increases linearly with the intensity of radiation /,  and time ¢ (Figure
1). The operation must therefore be planned carefully in order to minimise, as far as possible,
the intervention times. In any case, the dose values established by law should not be exceeded.
The dose values are defined from three quantities; absorbed dose D, equivalent dose H and
effective dose E. Absorbed dose is the amount of energy that is deposited in any material by
ionising radiation. Equivalent and effective doses relate the amount of radiation received by
a person with resulting biological damage and hence, are called radio-protection quantities.
In order to plan for an operation with sealed sources (in absence of contamination risk) the
most important value is the effective dose because the effective dose in radiation protection
and radiology is a measure of the cancer risk to a whole organism due to ionizing radiation
delivered non-uniformly to part(s) of its body. It takes into account both the type of radiation
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and the nature of each organ being irradiated. (Gallo et al., 2012).

Dose

Dose=1,,,, xt

Dose,

0 t t

Figure 1: A plot showing the trend of increase of effective dose 7, with time 7.

2.1.2 Increasing the Distance

Taking into account a generic distance d from the source, the value of the field, in terms of
intensity of exposure, is inversely proportional to the square of the distance (Figure 2) and
directly proportional to the activity, and is expressed using the following equation:

T4

== M

where:
I = Exposure intensity [C/(kg*h)]

« ['= Gamma specific constant, which is a characteristic of each radionuclide
[(C*m?) / (kg*h*Bq)]
* A= Source activity [Bq]

* d = Distance from source [m].

It is evident how it is important to organise rescue operations keeping the greatest possible
distance from the source (IAEA TECDOC-1162, 2000). Starting with the knowledge of the
radiation field, in the case of exposure to whole body with the radiation (our case study), it is
possible to calculate the values of the doses that should be assumed.
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I

* d

Figure 2: A plot showing the trend of decrease of radiation dose vs time.

2.1.3 Using a Screen / Shield to Reduce the Intensity of Radiation

The radiations, propagating in space, interact with matter in their passage causing ionisation
that can be direct (for the alpha and beta radiation) or indirect (for the gamma radiation
and neutron) (UNI, 2001). The interaction between radiation and matter and the different
penetration capabilities are a function of (IRCP, 1996):

1. Type of radiation
2. Its energy

3. Characteristics of the exposed matter.

Alpha radiations rapidly convert their kinetic energy into material ionisation, with a modest
path. The free electrons, in turn, cause a secondary ionisation. Following a possible excitation
of atoms, an emission of electromagnetic radiation of low energy (non-ionising) is also
possible. Alpha radiation is arrested by less than 10 cm of air or by a simple sheet of paper.
In cases of irradiation of people, such radiation stops on the very first layer of the skin, and
only in cases of high energy (about 7 MeV) can it reach the germinative layer of the skin,
at a depth of 70 um. This type of radiation is therefore not dangerous in cases of external
irradiation. However, the scenario changes in case of internal contamination of the human
body (with internal irradiation), where the damage would lead directly to organs and tissues
(ICRP, 2007; Knoll, 2010).

Beta radiations and electrons have modest capability of penetration of matter, but higher than
those of alpha particles. These radiations can move in the air for about 4 m or 4 mm in water
(for energies with order of magnitude of 1 MeV). The germinative layer of the skin can be
reached by particles with energies of above 70 keV. Personal protective equipment (PPE)
used by firefighters provides good shielding for these types of radiation. In the air, dozens of
ionisations per cm are produced. As a result of excitation of the atoms of the exposed material
by beta radiation, there is the reemission of energy in the form of electromagnetic waves. The
strong deceleration of the beta particles can cause a second order emission of X-ray-called
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“Bremsstrahlung”. The emission has intensity that increases proportionally with the atomic
number of the irradiated material. The phenomenon constitutes a risk greater than the one of
the beta radiation from which it derives, being X-rays more difficult to shield. It is useful not
use materials with a high atomic number to shield beta radiation. A good shielding of the
beta radiation is also given by the first layer of material with low density, which reduces the
production of X-rays (ICRP, 2007; Knoll, 2010).

Gamma radiations can absorbed by huge lengths of matter. In terms of interaction mechanism
between matter and radiation, at low energies, the photoelectric effect prevails, at medium
energies the Compton effect prevails, while at large energies the pairs creation prevails. For
the charged particles, the beam of radiation is slowed down in an almost uniform mode and is
stopped almost simultaneously, while for photons, the beam is reduced as it progresses within
the material, and the photons that continue on their path maintain the same initial energy.
For such radiation, it is important to refer to the so called half-value layer (HVL), or half-
value thickness, through which the initial intensity of the incident radiation is halved. These
thicknesses are a function of the type of exposed material and the energy of the radiation.
X and gamma radiations are effectively attenuated by materials with a high atomic number,
such as lead (ICRP, 2007; Knoll, 2010; Gallo et al., 2012).

2.2 Intervention Procedures in Cases of Sealed Radioactive Sources

During an operation with the presence of sealed radioactive sources, there is an immediate
need to delimit an area which must be kept away the population. This area should have
dimensions of not less than those of the so-called “area of concern”, so as to ensure that
the area outside it does not exceed the legal effective dose limit of 1 mSv. The limits of
the attention area can be determined analytically using the data of the source (if known) or
following in-field measures of intensity and dose. It is necessary to determine the area of
danger for the population. This is possible by making measurements of field intensity or
dose, depending on the instruments available. With knowledge that the value of the intensity
of dose and relative distance uniquely identifies the intensity-distance curve (Figure 2), the
intervention can be planned. Multiple measurements are necessary to reduce the errors.
Assuming that the operator is working with a tool that provides the intensity value of the
effective dose, at a distance d, the operator measures an intensity value of effective dose /.
The value of /,, compared to the values (unknown) 4 and /" is:

T4

I e )

Taking into account a generic distance d,, the value of intensity /., can be expressed as:

T4

1
E, d22 3)
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For Equations 2 and 3, obtaining the values of 4 and 7, the following equation can be derived:
]Elxdl2 =1E2xd22 (4)
from which calculate the value of 7, can be computed as follows:

E, I EX T2 5)

Using Equation 5 (setting the intensity values of effective dose for the operation), it is
possible to calculate the relative distances and in particular the width of the attention area
(Malizia et al., 2012).

3. ACCELERATING SMARTER DECISIONS: GEOSPATIAL TECNOLOGIES
FOR SAFETY IMPROVEMENTS DURING RESCUE OPERATIONS

From this analysis, it is clear that the primary task of first responders is to protect the
population from the risks arising from exposure to ionising radiations and then to define
promptly the attention area (while working in safe and secure conditions of course) (Malizia
et al.,2012; Gallo et al., 2012). It is possible to identify, in an analytical way, the size of the
attention area and to carry out calculations of the dose absorbed by those who remain in the
irradiated area. One of the problems that need to be dealt with immediately is the possible
evacuation of buildings or closure of roads in the attention area. The principal requirements
here are essentially:

1. To locate the area affected by the radiation

2. To evaluate the possibility moving the source to a safe distance to avoid
the evacuation of particular buildings, such as hospitals, or to allow the
reopening of important communication routes.

In order to address these problems and improve rescue operations systems, a software that
allows the geo-referencing of results of radiological calculations is needed. Hence, the authors
have developed the software GREAT (Georeferenced Radiological Evaluation & Analysis
Tool), interfaced with Intergraph’s geospatial solutions, for an unknown radioactive source
case, by applying the equations outlined above. In the first screen of the software (Figure
3(a)), called Calcoli (calculations), values of radiation intensity, measured in mSv/h, distance
to which the measurement is taken and estimated time of operation is entered. By setting
these boundary conditions, the software calculates the values of attention area, operating
distance and in-field distance for special rescues teams, as well as the distance of attention for
the population in case of non-removal of the source, conventionally identified for a residence
time of 365 days.
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The second screen of the software (Figure 3(b)) enables the user to display the attention areas
on Microsoft Bing Maps (MBM). On the left of the screen, there is a zoom slider and darts
to move the sight of the map, an operation which can also be performed using a mouse, in
order to frame the area concerned. The display of the various areas of attention is possible
by clicking on Draw (after assigning the source point on the map). The identification of the
source point can be done manually by clicking with the mouse on the point identified or by
entering the coordinates of latitude and longitude values.

Mappa 5

Dati misurati in pSv/h

Intensita misurata (uSw/h) 600 Alla distanza d {m)
Dati impostati per un intervento

Tempo stimato intervento (h) 96

Risultati

Distanza atten. per popolaz. senza
rimozione sorg. (t=365g) (m)

Distanza attenzione per popolazione
(t=t interv.) (m)
Distanza intervento squadre speciali
{t=t interv.) (m)

I 362.491379207837 I 37.9473319220206

Distanza intevento (t=t interv.) (m) I 8.48528137423857 3.79473319220206

:
Slovacca

Budspest

Ungheria

Zagabria .
Bosnia-Erzegovina
Croazia Serbia

sofa  Bulgaria

Skopje
Tiana

Albania

(b)
Figure 3: The screens of the software: (a) The first screen, which is used to include
boundary condition of operation parameters. (b) The second screen, which is used for
mapping operations.
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The developed software is a web application built with Silverlight, which is a Microsoft
technology that allows for deploying rich internet applications (RIAs). The programming
language used is C# (C sharp). Regarding the map, Silverlight Bing Map is used for the
control of the components, providing input coordinates and drawing the map.

In Figure 4, the presence of a source is simulated at Policlinico Tor Vergata University as the
focus area. The software immediately provides a map of the area to organise the evacuation.
The critical areas are identified by the circles, of which the largest is the attention area for
the population.

Mappa @

Road Aeral | Lat:el.s (e
"

Figure 4: Simulation of a radiological risk at Policlinico Tor Vergata University.

The software has been interfaced with geospatial solutions from of Intergraph’s Emergency
Operation Centers. An emergency operations centre (EOC) enhances an area’s ability to
coordinate multi-agency responses to disasters and emergencies. It is equipped to perform a
number of crisis management functions but is also able to function as a day-to-day operations
resource, and supports efforts to test and exercise contingency and response plans (Cassani
et al., 2010). It is activated during emergencies that overwhelm the normal day-to-day
functions of first responders. It typically performs the functions of information collection,
processing, display and dissemination, management and coordination of interagency
activities, implementation of relevant plans, and command and control of assigned resources.

The key to Intergraph’s approach is standards and interoperability. Intergraph has enjoyed
a long, successful partnership with OGC, since it was found in 1994, to create open and
extensible software application programming interfaces for geographic information systems
(GIS) and other mainstream technologies. Intergraph’s I’RMS (Figure 5) serves as the core
of an EOC, and provides a full-SOA system to view and manage resources and activities
associated with an event, as well as providing integrated situational awareness during
planning, response, recovery and mitigation. Its open architecture and standards-based design
provides the interoperability and information sharing vital for success during each phase of
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consequence management.

L — | & . :
Figure S: Intergraph I2RMS’s 2D Common Operational Picture (COP) interface.

I’RMS goes beyond simple resource monitoring to what is called presence management. The
Common Operational Picture (COP) console of [’RMS integrates several key components,
including wireless communications, geospatial software, location tracking tools and the
Internet, to help operators to plan, manage and track mobile assets and personnel. I’RMS can
track and manage multiple resources using the latest in radio frequency identification (RFID)
technology, Global Positioning System (GPS), automatic vehicle location (AVL) systems,
cell and sensor technologies (using radar and electro-optic sensors) and geospatial mapping
applications (2D and 3D COP interfaces). This solution is service oriented architecture
(SOA) based and offers a thin-client system to view and manage these resources. Intergraph’s
SmartClient is used to give EOC’s personnel a rich data entry GIS client into a simple web
browser using a Java-based technology. The solution is designed to be a client of OGC’s web
services, and to publish maps and reports on the Internet using Intergraph’s geospatial Web
servers, GeoMedia WebMap and ERDAS Apollo.

4. CONCLUSION

Orphan radioactive sources are a potential dangerous for the population. In cases of their
occurrence, it is important to take the necessary radiation protection measures, such as
evacuation and closure of adjacent areas to quickly identify the areas affected by the radiation
hazard. The use of the developed georeferencing software makes it simpler to achieve good
safety and security standards. It is clear how such a tool, providing an overview of the scenario
and areas involved, can optimise the operations of first responders who are equipped with
handheld computers with web access. The detection of a safe area in which to temporarily
place the source is relatively simple and can be readily verified using the software.

The software can also be a useful aid for companies and institution that deal with transport of
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radioactive sources, with the possibility to check, for the intended path, the areas potentially
affected as a result of an accident with the source of exposure. In addition, it can also be
potentiated with a mask for cases of known sources, as well as with the inclusion of other
fields for the evaluation of additional elements such as values of doses taken by those who
are in the radiological hot spot.
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ABSTRACT

Biohazards are non-conventional threats that are very difficult to manage. This is due to
difficulties in the identification of biological agents that are responsible for the onset of a
disease, which can be bacteria, viruses, fungus or toxins. In Italy, the first response system to
biohazards is provided by the National Fire Brigade (NFB) (Corpo Nazionale dei Vigili del
Fuoco - CNVVF). The aim of this work is to evaluate the procedures adopted by the NFB for
the management of biohazards. This is done by comparing the statistics of NFB interventions
in 2000-2010 for potential biohazard events, and chemical and radioactive risks. A series of
solutions is then proposed to improve the NFB's national response system for biohazards.

Keywords: National Fire Brigade (NFB), biohazards,; chemical, biological, radiological
and nuclear (CBRN); interventions,; specialist biologists.

1. INTRODUCTION

Biohazards is a very complex subject which is not easily explored. In fact, while for chemical
and radiological-nuclear hazards we can often refer to well-known data, it is not the same
for risks in the biological context (Kaszeta, 2012). The reason for this lack of information
is clear; biohazards have still not been completely understood. For example, the molecular
mechanisms of cancer development have only recently been associated with viruses directly
transmitted (Butel, 2000). Moreover, commercialised systems and instruments do not currently
exist to identify several biological agents, and the ones that exist do not allow instant infield
identification. Hence, it is often necessary to use complex laboratory instrumentation for
certain and rapid determination. The use of laboratory techniques require extended periods of
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time to get an answer. Additionally, the appropriate response is not always clear.

In Italy, the first response system to biohazard events is provided by the National Fire Brigade
(NFB) (Corpo Nazionale dei Vigili del Fuoco - CNVVF). In the last decade, the NFB had
to create a new division to operate in these “new risk scenarios” (we used the term “new”
taking into account the classical background of infield operators). Following events involving
biohazards, such as envelope and package contamination with anthrax spores (2001), and the
potential spread of the avian influenza pandemic (2006)), circulars decrees were issued ad
hoc by the Ministry of Interior (MOI) in order to provide operative directions for firefighters
(MOI, 2001a; MOI, 2006). Immediately afterwards, the NFB was equipped with modern
facilities for the detection and management of biological agents (e.g. mobile laboratories,
decontamination units, etc.).

The aim of this work is to evaluate the procedures adopted by the NFB for the management
of biohazard events. This is done by comparing the statistics of NFB interventions in 2000-
2010 for potential biohazard events, and chemical and radioactive risks. A series of solutions
is then proposed to improve the NFB’s national response system for biohazard events.

2. THE NFB AND THE ITALIAN MANAGEMENT OF CBRN RISKS
2.1 NFB’s Role in CBRN Events

The NFB, a key element of the Italian civil protection system, is part of the Department
of Fire, Rescue Service and Civil Defense, which operates under the MOI. It consists of
approximately 35,000 units. The NFB ensures urgent technical rescue, even in circumstances
of unconventional risks. Its original primary objective is “to protect the safety of persons and
things, by preventing and extinguishing fires and providing technical services in general,
including those related to air defence” (MOI, 1941). The functions of the NFB was formally
updated in MOI (2006), whereby the role of the NFB for chemical, biological, radiological
and nuclear (CBRN) events is also defined, particularly in terms of counteracting the risks
arising from CBRN substances, including from possible non-conventional crimes aimed at
damaging people or property, using adequate instruments and mobile units. Therefore, in
order to respond effectively to CBRN events, the NFB requires suitable technical skills,
resources and specialised equipments.

2.2 NFB’s Response Levels

NFB’s model response for CBRN events is described in the NFB intervention model (MOI,
2001b). It is a mechanism of response that involves three different competency levels related
to the complexity of the handling of the event. According to the intervention model, the local
team (normally the closest one, the “basic team”) must reach the location of the event first.
This team will then evaluate the situation, and determine the requirements for adequate means
and support of other teams more qualified for that type of intervention. The intervention
teams based on the level of qualification are as follows:
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a) Basic team: Locally qualified to ensure the first intervention;
b) Province specialists: Present in each provincial command;

c¢) CBRN regional operative unit: Present in each command in the regional capital
towns.

Some of the regional commands are equipped with mobile analytical CBRN laboratories.
It is specifically built for the CBRN unit of the NFB to carry out chemical, radioactive and
biological sample analyses at the event site. Thus, they are able to obtain results in a shorter
amount of time (Gulli et al., 2008).

2.3 Scenarios and Type of Intervention

In the case of biohazard events, the NFB refers to MOI (2001b) to define the standard
scenarios of intervention. Several possible scenarios of action are presented:

a) Presence of suspicious material without clear traces of powder or liquid;

b) Presence of suspicious material with clear traces of powder or liquid dispersed on
surfaces but not spread within the environment;

c) Presence of suspicious material with clear traces of powder dispersed on surfaces
and also spread within the environment.

Similarly, the types of events can be traced to the following three categories:

a) Release (or risk of release) without (or no risk of) fire or explosion;
b) Release (or risk of release) with (or risk of) fire or explosion;

¢) Recovery of hazardous substance (or suspect) without (or remote) risk of loss.

3. BIOHAZARDS

Biohazards are linked to the exposure to biological agents and represent a potential danger
for public health. Biohazards may arise from a variety of events involving biological agents,
such as the natural diffusion; the accidental diffusion (e.g., spill from a biotechnology
industry) or the intentional release into the environment (e.g., for terroristic attacks or war
actions) (EC, 2012).

Biological agents are microorganisms, including those which have been genetically modified,
cell cultures and human endoparasites, which can cause any infection, allergy or toxicity
(EC, 2000; MOL, 2008; DOL, 2012). According to EC (2000), biological agents can be
classified into four risk groups depending on their level of risk of infection:
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a)
b)

d)

Group 1: Agents that are unlikely to cause human disease.

Group 2: Agents that can cause human disease and might be a hazard to workers. They
are unlikely to spread to the community, and there is usually effective prophylaxis or
treatment available.

Group 3: Agents that can cause severe human disease and present a serious hazard to
workers. They may present a risk of spreading to the community, but there is usually
effective prophylaxis or treatment available.

Group 4: Agents that cause severe human disease and are a serious hazard to workers.
They may present a high risk of spreading to the community, and there is usually no
effective prophylaxis or treatment available.

CDC (2012) further classifies the most important biological agents into three categories:

a)

b)

Category A: Agents that can be easily disseminated or transmitted from person to
person. They result in high mortality rates and have the potential for major public
health impact. They might cause public panic and social disruption, and require
special action for public health preparedness.

Category B: Agents that are moderately easy to disseminate. They result in moderate
morbidity rates and low mortality, and require specific enhanced diagnostic capacity
and disease surveillance.

Category C: Emerging agents that could be engineered for mass dissemination in the
future because of their availability. They are easy to produce and disseminate. They
are potentially linked to high morbidity and mortality rates, and major health impact.

Biological agents can be further classified according to certain characteristics that define the
hazard to health (NATO, 1996):

a)
b)

c)

d)

Infectivity: The aptitude of an agent to penetrate and multiply in the host;

Pathogenicity: The ability of the agent to cause a disease after penetrating into the
body;

Transmissibility: The ability of the agent to be transmitted from an infected individual
to a healthy one;

Ability to neutralise: Means to have preventive tools and/or therapeutic purposes.

Each biological agent can be transmitted through one or more ways. The transmission modes
are mainly (La Placa, 2010):

a)
b)

c)

Parenteral: Agents that are transmitted through body fluids or blood;

Airway (by droplets): Agents that are emitted by infected people, which can then be
inhaled by surrounding people;

Contact: Through which the agents present on the surface of the infected organism
can infect another organism;
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d) Oral-fecal route: Through objects, foods or other items contaminated with the feces
of infected patients, or through sexual contact.

4. STATISTICS FOR NFB INTERVENTIONS FOR CHEMICAL AND
RADIOLOGICAL RISKS, AND POTENTIAL BIOHAZARDS

Since 2000, the NFB publishes on their website statistics of province command interventions
for yearly periods (NFB, 2012). For this work, statistics regarding CBRN was collected
for analysis. In particular, as shown in Table 1, the interventions involving chemical and
radiological risks were examined. The total number of interventions involving chemical
substances was obtained by adding all the events classified as “chemical substances involved”
and “other inflammable and liquid and/or gaseous combustibles”, which includes “accident
with a vehicle transporting dangerous substances”, “flipping over of a truck transporting
dangerous substances” and “a gas leak”. The total number of interventions involving
radioactive substances is reported in the official NFB statistics tout court and includes, among
others, “recovery of radioactive lightning rod” and “recovery of radioactive substances”.

Table 1: NFB interventions in 2000-2010 involving chemical and radioactive
substances. (Adapted from NFB (2012)).

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 Mean

Total interventions | 646.395| 751.388 | 706.556 | 713.184 | 736.434 | 750.617 | 716.053 | 717.892 | 745572 | 782.897 | 736.673

Chemicalsubstances | o000 | 35570 | 37763 | 34301 | 32001 | 32786 | 31834 | 31388 | 27737 | 31174 | 28361
involved
% of total
interventions
Radiactive
substances involved
% of total
interventions

434 4,73 534 481 4,63 437 445 437 372 398 3,85 4,42

207 276 216 205 392 213 173 197 326 1929 243

003 0,04 0,03 0,03 005 003 002 003 0.04 025 0,03 0,05

The estimation of the percentages of interventions involving chemical and radioactive
substances over total interventions is calculated for yearly periods. The mean percentage is
obtained by averaging the annual percentages calculated over total yearly interventions.

While chemical and radiological risks are clearly evaluated in the NFB’s statistics, this is
not done for biohazards, which is neither considered nor put into a table. For this reason, in
order to conduct a statistical analysis, we considered the types of interventions that can be
potentially associated to biohazards (natural, human related or voluntary) as the following:

a) Saving of people;

b) Recovery of dead people;
c) Saving of animals;

d) Recovery of dead animals;

e) Transport of patients.
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The non-specific category “general assistance services” was not considered. Following this
notional evaluation, surprising results are obtained, as shown in Table 2. By taking the mean
of the 2000-2010 data, we have a high percentage value (6.61%) as compared to chemical
and radiological risks (Figure 1). However, it should be noted that since it is a notional
estimation, this value can be far from the reality. It is nevertheless important because it
highlights potential incidences of biohazards over the total of the interventions.

Table 2: NFB interventions in 2000-2010 potentially involving biohazards.
(Adapted from NFB (2012)).

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 | Mean

Total

. k 646395 | 731388 | 706.336 | 713.184 | 736.434 | 750,617 | 716.053 | 717.892 [ 745572 | 782.897 | 736.673
interventions

Potential biohazard
involved interventions
% of total
interventions

38460 | 45999 | 48704 | 46466 | 48106 | 51782 | 48161 | 43933 | 49161 | 52941 | 33676

595 6.12 6.89 6.52 6.53 6.90 6.73 6.40 6.59 6.76 129 6,61

The estimation of the percentages of interventions involving biohazards over total
interventions is calculated for yearly periods. The mean percentage is obtained by
averaging the annual percentages calculated over total yearly interventions.

A) Recovery of dead animals M A) Other interventions

¥ B) Recovery of dead people  B) Biohazard
M C) Saving animals u C) Chemical risks
9 D) Transport of patients H D) Radiological risks

W E) Rescue of persons

0,05%

(2) (b)

Figure 1: Statistics of NFB interventions involving potential biohazards for 2000-2010
and comparison other interventions: (a) Types of interventions considered for the
evaluation of potential biohazards. The percentages represent the mean percentages
obtained for each type of intervention. (b) Rates of interventions involving
biohazards, chemical and radiological risks, and other interventions.

5. PROPOSALS FORIMPROVING THE NFB’S BIOHAZARD MANAGEMENT

The NFB is responsible for first response in case of biohazard events in the context of civil
protection and defence. For this reason, the NFB has to be equipped with the necessary
apparatus and consequently specialised personnel who can use it. While the NFB has
developed its own competencies for chemical and radiological risks since the 1960s, for
biohazards, there has been less time spent to put them into action, with all related developments
happening in the last decade.
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Although there is significant effort in trying to provide guidelines to first intervention
operators for biohazard events, it evident that there is a high margin of uncertainty concerning
the ability to provide immediate response to an event. There is also a lack of field instruments
that can allow the detection and management of biological agents, excluding sheltered labs
and rapid reverse transcription polymerase chain reaction (RT-PCR). While rapid RT-PCR
allows the identification of a number of biological agents, it requires the right primers to be
used and only works in specific analysis conditions.

The correct management of biohazards is very important to ensure that the operators’
efforts are not in vain. It is common to consider the ON/OFF emergency response!, but
it is questionable whether it can be applied to biohazard management. In fact, responding
with a wrong ON can lead to results that are more damaging as compared to not providing
any response at all. This is understandable if we consider the extreme variability and the
different pathogenicity, infectivity and transmissibility mechanisms of biological agents,
and, consequently, the related methods to contain the dissemination. In addition, the correct
identification of the biological agent involved in a biohazard event allows the intervention
to take place in a generally secure situation. As the NFB does not have specialist biologists,
the training of NFB operators in using instruments, such as rapid RT-PCR, is conducted by
specialist biologists, mainly involved in CBRN defence, in the Italian Army.

In order to improve the response to biohazard events, the NFB should be provided with
equipment and complex instrumentation for the sampling and detection of a large number
of biological agents. This would require the hiring of specialist biologists in the NFB. They
can have several important tasks both in the context of prevention and protection, and also in
emergency management. Their key roles will include:

a) Development of biological agents detection systems;

b) Central coordination activities;

c) Collaboration with the healthcare offices for risk evaluation of the operators;
d) Updating guidelines, and technical and procedure indications;

e) Specific training for personnel operating in prevention, identification and risk
management;

f) Inspecting products and equipment used in the mobile laboratories;

g) Participating in external communications in case of biohazard events.

6. CONCLUSION

Biohazards are, among the non-conventional risks, the most complex and difficult to manage.
In this work, we evaluated the responsiveness of the main actor involved in the response to
biohazards in Italy, the NFB. It reviewed procedures of NFB operators, in particular present

1 The ON/OFF emergency response is aimed at providing fast response to potential spread of a biological
agent. In this first stage, in order to start the procedures, just one question is considered: is the agent present?
(ON) or not present? (OFF), not taking into account the biological nature of the agent.
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processes specifically developed for the management of biohazards. Although these actions
have been developed and are applicable in specific situations (such as deliberate release of
anthrax spores or pandemic diffusion of influenza virus), the possible strategies to approach
the problem are limited. An effective solution to compensate for this would be the introduction
of specialist biologist in the staff of the NFB in order to develop methods and procedures for
the management of biohazards.
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ABSTRACT

Global Navigation Satellite Systems (GNSS) are being increasingly used for a variety of
important applications, including public safety services (police, fire, rescue and ambulance),
marine and aircraft navigation, vehicle theft monitoring, cargo tracking, and critical time
synchronisation for utility, telecommunications, banking and computer industries. At present,
there are two types of GNSS signals; military GNSS signals (L1 P(Y) and L2 P(Y) for the
case of GPS, and L1 for GLONASS) and civilian GNSS signals (L1 coarse acquisition (C/A)
for GPS, and standard precision (SP) for GLONASS). Usage of L1 P(Y) and L2 P(Y), and
HP signals are limited to the US and Russian militaries respectively. Other users only have
access to civilian GNSS signals. Usage of civilian GNSS signals is growing rapidly due the
quality of service provided by GNSS, ease of use and low user cost. However, unlike military
GNSS signals, civilian GNSS signals are unencrypted and unauthenticated, making them
vulnerable to spoofing, which refers to forging and transmission of navigation messages in
order to manipulate the navigation solutions of GNSS receivers. Spoofing of civilian GNSS
signals is surprisingly simple to conduct by even relatively unsophisticated adversaries. Due
to the increasing reliance of various industries on GNSS, the consequences of GNSS spoofing
can be severe, in terms of safety, environmental and economic damage. Hence, GNSS
vulnerability mitigations steps should be given emphasis, including positioning/ navigation
/ timing (PNT) backups, making full use of on-going GNSS modernisation programmes,
inference detection & monitoring (IDM), and counter-spoofing technologies. This paper is
aimed at reviewing the vulnerability of civilian GNSS signals to spoofing and the steps that
can be taken to mitigate this vulnerability.

Keywords: Global Navigation Satellite System (GNSS) spoofing; GNSS simulators;
meaconing, positioning/navigation/timing (PNT)backups; counter-spoofing.
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Global Navigation Satellite System (GNSS) spoofing: A review of growing
risks and mitigation steps

1. INTRODUCTION

Global Navigation Satellite Systems (GNSS) are being increasingly used for a variety of
important applications, including public safety services (police, fire, rescue, and ambulance),
marine and aircraft navigation, vehicle theft monitoring, cargo tracking, and critical time
synchronisation for utility, telecommunications, banking and computer industries. The US
Navigation Satellite Timing and Ranging (NAVSTAR) Global Positioning System (GPS),
its Russian counterpart, Global 'naya Navigatsionnaya Sputnikovaya Sistema (GLONASS),
and the upcoming European Galileo system and China’s Compass system transmit GNSS
signals bearing reference information from the corresponding constellation of satellites. Any
receiving device with the appropriate equipment can decode the signals and utilise the GNSS
information to determine its own location (Kaplan & Hegarty, 2006; RAE, 2011).

Each GNSS receiver is able to receive simultaneously a set of navigation messages, one
message from each satellite in the visible satellite constellation. The navigation messages
enable each receiver to determine its own position in a Cartesian system, as well as a time
correction offset to add to its local clock value in order to maintain the current global time. At
least four satellites should be visible so that the receiver can compute the location and time
correction offset, with the two quantities together termed as the navigation solution (Kaplan
& Hegarty, 2006; RAE, 2011).

At present, there are two types of GNSS signals; military GNSS signals (L1 P(Y) and L2
P(Y) for the case of GPS, and L2 for GLONASS) and civilian GNSS signals (L1 coarse
acquisition (C/A) for GPS, and L1 for GLONASS). Usage of GPS L1 P(Y) and L2 P(Y),
and GLONASS L2 signals are limited to the US and Russian militaries respectively. Other
users only have access to civilian GNSS signals (Kaplan & Hegarty, 2006; RAE, 2011).
Usage of civilian GNSS signals is growing rapidly due to the quality of service provided
by GNSS, ease of use and low user cost. In addition to obvious positioning and navigation
applications, GNSS-based timing synchronisation is being increasingly employed, such as
timing reference for power station grids, telecommunications systems and digital air-ground
communications systems (GAO, 2009; Last, 2010; RAE, 2011; Caverly, 2011; Merill, 2012).
Due to the increasing reliance of various industries on GNSS, the consequences of GNSS
service disruption can be severe, in terms of safety, environmental and economic damage.

Unlike military GNSS signals, civilian GNSS signals are unencrypted and unauthenticated,
making them vulnerable to spoofing, which refers to forging and transmission of navigation
messages in order to manipulate the navigation solutions of GNSS receivers. The received
power of the spoofing signal should exceed that of the legitimate signal, this being essentially
a form of jamming. The receiver then operates with the forged signal as the input and
computes the location induced by the spoofer. Spoofing is more sinister than intentional
jamming because the targeted receiver cannot detect a spoofing attack and hence, cannot
warn users that its navigation solution is untrustworthy. While spoofing is more difficult to
achieve than jamming, in many cases even if a spoofer is not fully successful, it can still
create significant errors and jam GNSS signals over large areas (Volpe, 2001; Johnston &
Warner, 2004; Papadimitratos & Jovanovic, 2008; Humphreys et al., 2009; Dinesh, 2009,
2011; Last, 2010; Jones, 2011; Wesson et al., 2012; Scott, 2012). This paper is aimed at
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reviewing the vulnerability of civilian GNSS signals to spoofing and the steps that can be
taken to mitigate this vulnerability.

2. THE SPOOFING THREAT CONTINUUM

A number of GNSS simulators (Figure 1) have been designed for legal purposes such as user
training, system maintenance, vehicle motion simulation and radio frequency interference
(RFI) operability tests, such as conducted in Dinesh et al. (2012a, b). However, in the wrong
hands, these GNSS simulators can be used to conduct illegal spoofing. Furthermore, GNSS
simulators can be built with relatively low cost equipment (Figure 2), as demonstrated by
Rogers (1991), Johnston & Warner (2004), Humphreys et al. (2008), Hanlon et al. (2009),
Nicola et al. (2010) and Humphreys (2012).

(©) (d)

Figure 1: Commercially available GNSS simulators: (a) Flightspectrum’s Elite Basic
Training Device PI-135 makes use of Garmin’s G1000 GPS simulator. (b) Areoflex’s
GPS-101 GPS simulator. (¢) National Instruments’ (NI) PXI GNSS simulator. (d)
Spirent’s GSS7700 GNSS simulator, with a GSS4766 interference simulation system.
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(b)
Figure 2: Homemade GNSS simulators.
(Sources: (a) Johnston & Warner (2004); (b) Humphreys (2012)).

Hanlon et al. (2009) and Montgomery et al. (2009) classify GNSS spoofers into three
categories, simplistic, intermediate and sophisticated, depending on their complexity and
level of robustness required to the associated counter-spoofing measures (Figure 3). Simplistic
attacks are conducted using standalone GNSS simulators. In this type of spoofing attack, the
spoofing signal is not synchronised (in terms of power level, phase, Doppler shift and data
content) with the genuine signals received by the target GPS receiver. This could cause the
target GPS receiver to temporarily lose position fix lock first, before being taken over by
the spoofing signal. Even if the unsynchronised attack could avoid causing loss of lock, it
could still cause an abrupt change in the target GPS receiver’s time estimate. Rudimentary
counter-spoofing measures, such as amplitude and time-of-arrival discrimination, and loss
of lock notification, could be used to detect simplistic spoofing attacks. However, many
of present civilian GNSS receivers are not equipped with such measures, and hence, are
vulnerable to simplistic spoofing attacks.

Simplistic Intermediate Sophisticated
—
-
.h-
Commercial Portable software Coordinated attack by
signal simulator radio multiple phase-locked spoofers

Figure 3: The spoofing threat continuum; simplistic, intermediate and sophisticated
spoofing attacks. (Source: Hanlon et al. (2009)).

Intermediate attacks make use of portable receiver-spoofers, which can be made small
enough for inconspicuous placement near the target receiver’s antenna. The receiver
component draws in genuine GNSS signals to estimate its own position, velocity and
time. Based on these estimates, the receiver-spoofer then generates counterfeit signals
and generally orchestrates the spoofing attack. The portable receiver-spoofer could even
be placed somewhat distant from the target receiver if the target is static and its position
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relative to the receiver-spoofer had been pre-surveyed. While there are no commercially
available portable receiver-spoofer devices, advances in radio frequency (RF) software-
defined technologies could see a proliferation of such devices. The only known civilian
GNSS equipment based countermeasure that would be completely effective against an attack
launched from a portable receiver-spoofer with a single transmitting antenna is multi-antenna
angle-of-arrival discrimination. With a single transmitting antenna, it would be impossible
to continuously replicate the relative carrier phase between two or more antennas of an
appropriately equipped target receiver.

Sophisticated attacks thwart angle-of-arrival defence by a coordinated attack with as many
receiver-spoofers as antennas on the target receiver. This type of attack inherits all of the
challenges of mounting a single receiver-spoofer attack, with the additional expense of
multiple receiver-spoofers and the additional complexity that the perturbations to the
incoming signals must be phase-coordinated. Thus, an attack via multiple phase-locked
portable receiver-spoofers is somewhat less likely than an attack via single portable receiver-
spoofer, but may be impossible to detect with civilian GNSS equipment based spoofing
defences, as the only known defence against such an attack is cryptographic authentication.

An alternate method of conducting GNSS spoofing is using GNSS record and playback
systems (Figure 4), which have recently become popular for GNSS receiver evaluation. Such
systems record real GNSS signals and retransmit the signals to evaluated GNSS receivers.
As with GNSS simulators, GNSS record and playback systems can also, in the wrong hands,
be used for spoofing. While this method cannot be used to impose user-defined scenarios on
a receiver, it can still cause the receiver to compute false location fixes using the transmitted
real GNSS signals. Furthermore, this form of attack can be used for spoofing military GNSS
signals (Jones, 2011; Humphreys, 2012; Sherman et al., 2012).

While GNSS spoofing has not yet emerged as a major threat, it represents a growing risk,
with a number of successful spoofing experiments on GNSS receivers being conducted,
whereby the respective receivers failed to detect the presence of such attacks (Figure 5)
(Warner & Johnston, 2002; Humphreys et al., 2008; Motella et al., 2010; Cavaleri et al.,
2010; Tippenhauer et al., 2011; Shepard & Humphreys, 2011; Dinesh et al., 2012c). In
addition, recent studies have demonstrated the vulnerabilities of GNSS-based systems for
unmanned aerial vehicle (UAV) navigation and power grid time synchronisation to spoofing
(Figure 6) (Shepard et al., 2012).
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(a) (b)
Figure 4: Commercially available GNSS record and playback systems: (a) Spirent’s
GSS6400. (b) LabSat 2.

Institute for Defence (STRIDE) as part of the study in Dinesh ez al. (2012c¢).
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Figure 6: Spoofing setups for: (a) UAV navigation. (b) Phasor measurement unit
(PMU) for power grid time synchronisation. (Source: Shepard et al. (2012)).

3. MITIGATION STEPS
3.1 Positioning / Navigation / Timing (PNT) Backups

The most recommended GNSS vulnerability mitigation step is the application of positioning/
navigation backups which can be used in the case of GNSS disruptions (Volpe, 2001; Lilley,
2006; Last, 2010; Groves, 2010; RAE, 2011; El-Sheimy & Goodall, 2011; Schue, 2012).
Navigation backups, such as inertial navigation systems (INS), enhanced long range navigation
(¢cLORAN) and VHF omnidirectional range distance measuring equipment (VOR/DME),
have the potential to take over seamlessly when GNSS fails, and can be used as a deterrent
against spoofing. Recent operational GNSS jamming tests have shown that eLORAN is a
highly effective navigation backup in cases of GNSS failure (Grant et al., 2009; Safar et al.,
2011; Hargreaves et al., 2012) (Figure 7). An Independent Assessment Team (IAT) report
(IDA, 2009), commissioned by the US Department of Transport (DOT), recommended that
the US government commit to eLoran as the national backup to GPS for the next 20 years. In
addition, applications relying on GNSS-based time synchronisation should employ suitable
timing backups, such as internet time services, network time protocols and commercially
available chip scale atomic clocks (CSACs) (Figure 8) (Klepczynski, 2011).
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Figure 7: The General Lighthouse Authorities (GLAs) of the United Kingdom
and Ireland conducted a GPS jamming exercise from 31 March to 4 April 2008 to
investigate the performance of eLoran during GPS service denial. It was reported

that eLoran was unaffected by GPS jamming and demonstrated an accuracy of 8.1 m

(95%).(Source: Grant et al. (2009)).

(@ (b)
Figure 8: Commercially available chip scale atomic clocks (CSACs):
(a) Symmetricom’s SA.45s. (b) Jackson Labs Technologies’ GPSDO.

3.2 GNSS Modernisation Programmes

GNSS users should also take full advantage of the various ongoing GNSS modernisation
programmes (Figure 9) (McDonald, 2002; Blomenhofer, 2004; Alkan et al., 2005; Gakstatter
& Flick, 2006; Kaplan & Hegarty, 2006; Gakstatter, 2008, 2010, 2011; GAO, 2009;
Rizos, 2009; Gibbons, 2011; Marquis & Shaw, 2011). The upcoming new civilian GPS III
signals that are to be provided, the L1C, L2C and L5 signals (Figure 10), will be able to
provide a substantial reduction in the threat of unintentional jamming, and some degree
of threat reduction from intentional jamming and spoofing. With the more robust civil L5
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signal (1,176 MHz) being far removed from the L1C (1,575 MHz) and L2C (1,227 MHz)
signals, it is extremely unlikely that unintentional jamming sources can jam all three signals
simultaneously, and will be more difficult and costly for intentional jamming and spoofing.
The civilian GPS I1I signals, in particular the L5 signal, will also have significantly improved
code structures that will allow the signals to be acquired and tracked better in tough GPS
conditions, such as under tree foliage and extreme solar activity (McDonald, 2002; Gakstatter

& Flick, 2006; DOD / DHS / DOT, 2008; Gakstatter, 2010, 2011).
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Figure 9: GNSS signals planned under various GNSS modernisation programmes.
(Source: Hein et al. (2007)).
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Figure 10: Present and future GPS signals.
(Source: Harrington (2008)).

Galileo, which is a GNSS that has been targeted at commercial applications since its
inception, is designed to have a 30-satellite constellation (27 operational plus 3 active spares),
as well as a complement of ground station equipment. There are many similarities between
the proposed civilian Galileo (L1F, ESa and E5b) and GPS III (L1C, L2C and L5) signals.
Galileo’s performance is expected to be at least as good as civilian GPS, and some aspects
are likely to be superior to GPS (including the onboard atomic clocks). Galileo also has a
proposed integrity function that will be much more sophisticated than current GPS (although
GPS III will be much improved in this area) (Blomenhofer, 2004; Kaplan & Hegarty, 2006;
Gakstatter & Flick, 2006; Gakstatter, 2008; Wistuba ef al., 2011). Studies have also shown
that with combined GPS and Galileo constellations, the overall navigation availability in
urban areas (where high buildings obstruct the GNSS signals in downtown areas) can be
improved from 55% to 95% (Alkan et al., 2005). Using GNSS measurement simulations,
Hewitson (2003) demonstrated the increased satellite availability of combined GPS/Galileo
over two urban areas in Australia, Sydney and Portland (Figure 11), and worldwide (Figure
12). It can be anticipated that combined GPS / Galileo receivers will be the predominant
equipment for critical GNSS applications, and they will also be employed by many mass
market users (Alkan et al., 2005; Gakstatter & Flick, 2006; Gakstatter, 2008, 2010; Wistuba
etal.,2011).
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Figure 11: Satellite availability at (a) Sydney and (b) Portland over 24 h for GPS and
combined GPS/Galileo. The GNSS measurement simulations were carried out at a
sample rate of 1 Hz commencing at 0:00 h on 16 January 2003.
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Figure 12: Worldwide satellite availability for (a) GPS and (b) combined GPS /
Galileo. The results were obtained from snapshot simulations for 0:00 h on 16 January
2003 at 1 degree intervals of latitude and longitude and an altitude of 50 m. Snapshot
results permit analysis based on spatial variations as time is held constant. The results
from the global snapshot scenario are presented as orthographic global colour maps.
(Source: Hewitson (2003)).

Although GLONASS achieved its full operational capability in January 1996, when 24
GLONASS satellites were available for positioning and timing, its constellation had dropped
to just 7 satellites by May 2001 due to decreases in the allocated maintenance budget. In
August 2001, the Russian government approved a long-term plan to reconstitute a GLONASS
constellation of 24 satellites by 2011 (Sergey et al., 2007; Revnivykh, 2008). This minimum
constellation was completed on 8§ December 2011 (Langley, 2011). Due to the difference in
signal pattern used by GLONASS (frequency division multiple access (FDMA)) compared
to GPS and Galileo (code division multiple access (CDMA)), interoperability between the
GNSS systems would require complex and costly receivers. It was reported that during
the meeting of the GPS-GLONASS Interoperability and Compatibility Working Group
(WG-1) in December 2006, the US and Russian governments made significant progress in
understanding the benefits to the user community of changing the GLONASS signal pattern
to one that is similar with GPS and Galileo, enabling simply-designed receivers to use the
three GNSS systems simultaneously (GPS World, 2007; Ashjace, 2011). GLONASS has
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begun broadcasting CDMA signals beginning with the GLONASS-K generation of satellites,
the first of which was launched on 26 February 2011 (Urlichich et al., 2011).

33 Interference Detection & Monitoring (IDM)

IDM systems to monitor, report and locate jamming/spoofing sources should be put in place,
especially for applications for which GNSS disruption is not tolerable. This should be coupled
with a prompt field response to remove the jamming / spoofing source as quickly as possible.
Recent technologies in signal tracking and detection (Figure 13), such as Tektronix’s H600
RF Hawk (Tektronix, 2008), Rohde & Schwarz’s PR100 (Rohde & Schwarz, 2011) and
Research Electronics International’s (REI) Oscor Green (REI, 2012), should precipitate this.

(@) (b) ©
Figure 13: Recent technologies in signal tracking and detection should allow for
the fast and effective identification and location of jamming/spoofing sources: (a)
Tektronix’s H600 RF Hawk. (b) Rohde & Schwarz’s PR100. (c) REI’s Oscor Green.

In addition, IDM networks have been developed in UK (GNSS Availability, Accuracy,
Reliability and Integrity Assessment for Timing and Navigation (GAARDIAN)) (Chronos,
2010; Curry, 2011) and US (Patriot Watch) (Merill, 2012), which employ networks of IDM
sensors for deployment in the vicinity of PNT dependent infrastructure and applications
(Figure 14). These sensors will be used to monitor the integrity, reliability and accuracy of
locally received GNSS and eLORAN signals, and alert users of possible interferences.
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Figure 14: IDM networks: (a) The GAARDIAN system developed in UK (Chronos,
2010; Curry, 2011). (b) The Patriot Watch system developed in US (Merill, 2012).

34 Counter-Spoofing Technologies

The simplest method of detecting GNSS spoofing is by employing a jamming-to-noise
(J/N) sensor to monitor for increase in in-band received power caused by spoofing signals.
However, for a threshold corresponding to a reasonable false alarm rate, a J/N sensor will not
typically detect spoofing attacks in which the spoofed signals are only slightly more powerful
than their authentic counterparts (Jones, 2011; Weeson et al., 2012; Sherman et al., 2012).

The difficulty of nulling out authentic GNSS signals during spoofing attacks results in

the remaining portion of the authentic signals manifesting as distortions in the complex
correlation domain. These distortions are used by correlation profile anomaly defences to
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detect spoofing attacks. While these methods are effective for stationary GNSS receivers, such
as used for timing applications, for moving GNSS receivers, they suffer from the difficulty
in distinguishing between multipath effects and spoofing attacks (Figure 15) (Nielson et al.,
2011; Weeson et al., 2011, 2012).
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Figure 15: Plots of complex correlation domain during: (a) A spoofing attack on a
stationary GNSS receiver. (b) A moving non-spoofed GNSS receiver. The difficulty
in distinguishing between multipath effects and spoofing attacks makes correlation
profile anomaly defences ineffective in detecting spoofing attacks for moving GNSS

receivers. (Source: Wesson et al. (2011)).

Antenna-based defences generally provide effective options for counter-spoofing, but most
of these methods require additional hardware and costs. The multi-array antennas employs
angle-of-arrival discrimination for spoofing detection, whereby a spoofer will have great
difficulty in mimicking the relative carrier phase of authentic GNSS signals as received by
two or more spatially-separated antennas (Figure 16) (Montgomery et a/. 2009; Daneshmand
et al.,2012). Nielson et al. (2011) employed signal spatial correlation to generate a synthetic
array using a moving single receiver antenna. A high spatial correlation between received
signals indicates a probable inauthentic source for the GNSS signals.
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Figure 16: Angle-of-arrival discrimination for spoofing detection: (a) A dual-antenna
receiver. (b) Antenna diversity geometry for a single satellite and point transmitter,
where S is a unit of line of sight (LOS) vector to a GNSS satellite, and b is the baseline
vector between the two antennas.

(Source: Montgomery et al. (2009)).

4. CONCLUSION

Civilian GNSS signals are vulnerable to spoofing, which manipulates the location and time
that the receivers compute. With increasing dependence on GNSS for PNT applications,
in order to avoid the possible consequences of spoofing attacks on GNSS signals, GNSS
vulnerability mitigations steps should be given emphasis, including PNT backups, making
full use of on-going GNSS modernisation programmes, inference detection & monitoring
(IDM), and counter-spoofing technologies.
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ABSTRACT

In this study, Global Positioning Satellie (GPS) simulation is employed to study the effect
of multipath on two handheld GPS receivers; Garmin GPSmap 60CSx (evaluated GPS
receiver) and Garmin GPSmap 60CS (reference GPS receiver). Both GPS receivers employ
the GPS L1 coarse acquisition (C/A) signal. Based on the results of this study, it is found
that the decrease in number of visibles satellites due to physical obsructions and increase
in number of multipath signals cause increase in probable error values, due to decreasing
carrier-to-noise density (C/N,) levels for GPS satellites tracked by the receiver. In addition,
the differences between horizontal positioning error (HPE) and vertical positioning error
(VPE) values increase due to the removal of satellites above the horizon, while overhead
satellites are maintained. Varying probable error patterns are observed for readings taken at
different times. This is due to the GPS satellite constellation being dynamic, causing varying
GPS satellite geometry over time, resulting in GPS accuracy being time dependent. The
repeatability of multipath at stationary sites when GPS satellites are in the same positions
during each orbital pass (approximately 11 min, 58 s) allows for corrections to be generated
based on history of multipath occurances over time.

Keywords: Global Positioning System (GPS) simulation; multipath, physical obstructions,
GPS satellite elevation, probable error.

1. INTRODUCTION

There is a steady growth in the entrenchment of Global Navigation Satellite Systems
(GNSS) in current and upcoming markets, having penetrated various consumer products,
such as cell phones, personal navigation devices (PNDs), cameras and assimilation with
radio-frequency identification (RFID) tags, for various applications, including navigation,
surveying, timing reference and location based services (LBS). While the Global Positioning
System (GPS), operated by the US Air Force (USAF), is the primarily used GNSS system
worldwide, the upcoming Galileo and Compass systems, and the imminent conversion of
Global’naya Navigatsionnaya Sputnikovaya Sistema (GLONASS) signals from frequency
division multiple access (FDMA) to code division multiple access (CDMA) look set to make
multi-satellite GNSS configurations the positioning, navigation & timing (PNT) standard for
the future.
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However, many GNSS users are still not fully aware of the vulnerabilities of GNSS systems
to various error parameters, such as ionospheric and tropospheric delays, satellite clock and
ephemeris errors, satellite positioning and geometry, radio freqecuency interference (RFI)
and spoofing, and obstructions and multipath. These error parameters can severely affect
the accuracy of GNSS readings, and in a number of cases, disrupt GNSS signals (Volpe,
2001; Kaplan & Hegarty, 2006; Dinesh, 2009, 2011; Last, 2010; Schwartz, 2010; RAE, 2011;
Schue, 2012).

Multipath refers to the distortion of direct line-of-sight (LOS) GNSS satellite signals by
localised reflected / diffracted signals, caused by objects such as trees, buildings, etc. As the
multipath signals travel additional distances, they are delayed relative to the LOS signals,
resulting in range measurements to the GNSS satellites being severely degraded. The
multipath signals’ paths are dependent on the reflecting surfaces and satellites’ positions.
As the satellites move with time, the multipath effect is also a variable of time. Multipath
error is dependent on the architecture of GNSS receiver, in terms of the different ways the
receivers deal with the signals (Gerdan ef al., 1995; Weill, 1997; Hannah, 2001; Kos et al.,
2010; Mekik & Can, 2010; Matsushita & Tanaka, 2012).

There are two categories of multipath; diffuse and specular. In diffuse multipath, GNSS
signals are incident on a rough surface and the reflected signals are scattered in multiple
directions. It is generally uncorrelated with time and noise-like in behaviour. In specular
multipath, GNSS signals are reflected from a relatively smooth surface, resulting in systematic
errors in range measurement (Hannah, 2001; Bilich & Larson, 2007; Mekik & Can, 2010;
Yi et al., 2012). Mutipath can also be categorised in terms of motion; static and dynamic.
For a stationary GNSS receiver, the multipath geometry changes slowly, making multipath
parameters essentially constant for up to several minutes. In mobile applications, the GNSS
receiver can experience rapid fluctuations of multipath parameters which are hard to predict
(Weiss, 1997; Nedic, 2009; Obst et al., 2012; Matsushita & Tanaka, 2012).

A number of studies have been conducted to study the effect of multipath on GNSS
performance (Gerdan et al., 1995; Bilich & Larson, 2007; Kos et al., 2010; Mekik & Can,
2010; Obst et al., 2012; Matsushita & Tanaka, 2012; Yi et al., 2012). These studies were
conducted were via field evaluations using live GPS signals. However, such field evaluations
are subject to various error parameters which are uncontrollable by users.

The ideal GNSS receiver evaluation methodology would be using a GNSS simulator, which
can be used to generate multi-satellite GNSS configurations, transmit GNSS signals which
simulate real world scenarios, and adjust the various error parameters. This would allow
for the evaluations of GNSS receiver performance under various repeatable conditions, as
defined by users. As the evaluations are conducted in controlled laboratory environments,
they will not be inhibited by unwanted signal interferences and obstructions (Aloi et al.
2007; Dinesh et al. 2009; Petrovski et al. 2010; Kou & Zhang 2011; Pozzobon et al., 2013).
As part of the 10" Malaysian Plan Project (RMK10) entitled Evaluation of the Effect of
Radio Frequency Interference (RFI) on Global Positioning System (GPS) Signals via GPS
Simulation (January 2011 - May 2012), the Science & Technology Research Institute for
Defence (STRIDE) employed GPS simulation to study the effect of RFI on GPS signals

Defence S&T Tech. Bull. 63



Dinesh Sathyamoorthy

(Dinesh et al., 2012a, b).

In this study, GPS simulation is employed to study the effect of multipath on two handheld
GPS receivers; Garmin GPSmap 60CSx (Garmin 2007) (evaluated GPS receiver) and Garmin
GPSmap 60CS (Garmin 2004) (reference GPS receiver). Both GPS receivers employ the GPS
L1 coarse acquisition (C/A) signal. The study is conducted based on important characteristics
of GPS signal obstruction and multipath (Gerdan et al., 1995; Weill, 1997; Hannah, 2001;
Kos et al., 2010; Mekik & Can, 2010; Matsushita & Tanaka, 2012):

i) Physical obstructions prevent certain GPS signals from reaching the GPS receiver,
causing a reduction in number of visible GPS satellies

i1) Multipath signals that are reflected off physical obstructions have lower power levels
as compared to unaffected GPS signals

iii) The effects of GPS signal obstruction and multipath can be correlated with GPS
satellite elevation, with the effects being at a maximum during low elevations and
improving for higher elevations.

2. METHODOLOGY

The apparatus used in the study were an Aeroflex GPSG-1000 GPS simulator (Aeroflex, 2010)
and a notebook running GPS Diagnostics v1.05 (CNET, 2004). The study was conducted
in STRIDE’s mini-anechoic chamber (Kamarulzaman, 2010) to avoid external interference
signals and multipath errors. The test setup employed is as shown in Figure 1. Simulated
GPS signals were generated using the GPS simulator and transmitted via the coupler. The
following assumptions were made for the tests conducted:

i) No ionospheric or troposheric delays

ii) Zero clock and ephemeris error

iii) No unintended obstructions or multipath
iv) No interference signals.

The date of simulation was set at 17 February 2013. The almanac data for the period was
downloaded from the US Coast Guard’s web site (USCG, 2012), and imported into the GPS
simulator. The GPS signal power level was set at -130 dBm, while the coordinates were set
at N 2° 58 E 101° 48’ (Kajang, Selangor). For each GPS receiver, the test procedure was
conducted for coordinated universal times (UTC) of 0000, 0300, 0600 and 0900.
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GPS receiver

GPS simulator C — Notebook running
GPS Diagnostics v1.05

Coupler

Figure 1: The test setup employed.

Trimble Planning (Trimble, 2013) was used to estimate GPS satellite coverage at the test
area for the periods of the study in terms of position dilution of precision (PDOP) (Figure
2), represents the effect of GPS satellite geometry on 3D positioning precision. A PDOP
value of 1 is associated with an ideal arrangement of the satellite constellation. To ensure
high-precision GPS positioning, a PDOP value of 5 or less is usually recommended. In
practice, the actual PDOP value is usually much less than 5, with a typical average value
in the neighbourhood of 2 (DOD, 2001; USACE, 2003; Kaplan & Hegarty, 2006; Huihui e?
al., 2008; Dinesh et al., 2010). The GPS satellites visible at the start of each test period are
shown in Table 1.

3.00

DOP Position
N
8

1.00
00:00 02:00 04:00 06:00 08:00 10:00 12:00

Figure 2: PDOP of GPS coverage at the test area for the period of the tests.
(Source: Screen captures from Trimble Planning)

The GPS simulator does not provide specific multipath simulation. However, itdoes allow for
selection of GPS satellites and signal power levels. Based on this, the study was conducted
by assuming various conditions of physical obstructions and multipath signals (Table 2). It
was assumed that each multipath signal underwent a reduction in power level of 15 dBm. For
each reading, values of horizontal probable error (HPE), vertical probable error (VPE) and
estimate probable error (EPE) were recorded for a period of 15 min.
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3.

As observed in Table 3, and Figures 3 and 4, the decrease in number of visible satellites due to
physical obsructions and increase in number of multipath signals caused increase in probable
error values. This is due to decreasing carrier-to-noise density (C/N,) levels for GPS satellites
tracked by the receiver, which is the ratio of received GPS signal power level to noise density.
Lower C/N, levels result in increased data bit error rate when extracting navigation data from
GPS signals, and hence, increased carrier and code tracking loop jitter. This, in turn, results
in more noisy range measurements and thus, less precise positioning (DOD, 2001; USACE,
2003; Kaplan & Hegarty, 2006; Petovello, 2009). The tests conducted in this study employed
GPS signal power level of-130 dBm. Usage of lower GPS signal power levels would result

Table 2: Test scenarios used for the study.

Reading

Scenario

Number of
Visible
Satellites

Number of
Multipath
Signals

No physical obstructions or multipath, and
hence, the full range of visible satellites
are available.

8-10

0

Physical obstructions result in only four
GPS satellites, with the highest elevations,
being visible, but multipath does not occur.

Physical obstructions result in only four
GPS satellites, with the highest elevations,
being visible. Of the four available GPS
signals, the signal from the satellite with
the lowest elevation undergoes multipath.

Physical obstructions result in only four
GPS satellites, with the highest elevations,
being visible. Of the four available GPS
signals, two signals from the satellites with
the lowest elevations undergo multipath.

Physical obstructions result in only four
GPS satellites, with the highest elevations,
being visible. Of the four available GPS
signals, three signals from the satellites
with the lowest elevations undergo
multipath.

Physical obstructions result in only four
GPS satellites, with the highest elevations,
being visible, with all the signals
undergoing multipath.

RESULTS & DISCUSSION

in reduced C/N, levels and hence, higher rates of increase of probable error values.
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Figure 3: Recorded EPE values for the evaluated GPS receiver at UTC times of:
(a) 0000, (b) 0300, (c) 0600 and (d) 0900. M is the number of multipath signals.
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Figure 3: Recorded EPE values for the reference GPS receiver at UTC times of:
(a) 0000, (b) 0300, (c) 0600 and (d) 0900. M is the number of multipath signals.
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For all the readings, the evaluated GPS receiver recorded lower probable error values as
compared to the reference GPS receiver. This occurred as the evaluated GPS receiver has
higher receiver sensitivity, and hence, is able to obtain lower PDOP values. In addition, it has
lower receiver noise, reducing the value of its user equivalent ranging error (UERE), which
is the total expected magnitude of position errors due to measurement uncertainties from the
various error components for a particular receiver (DOD, 2001; USACE, 2003; Kaplan &
Hegarty, 2006). For the evaluated GPS receiver, for each reading, with the introduction of
physical obstructions and iterative addition of multipath signals, its probable error values
progressively increased. For the reference GPS receiver, while there is an increase in probable
error values after the introduction of physical obstructions, subsequent additions of multipath
signals did not cause much differences, as the probable errors at this point are significantly
large.

It is observed that for all the readings, the values of VPE were larger than HPE, as GPS
receivers can only track satellites above the horizon, resulting in GPS height solution being
less precise than the horizontal solution (DOD, 2001; USACE, 2003; Kaplan & Hegarty,
2006; Huihui et al., 2008; Dinesh et al., 2010). The differences between VPE and HPE
values were significantly larger for the reference GPS receiver as compared to the evaluated
GPS receiver. The reference GPS receiver, having lower receiver sensitivity, has much better
horizontal component accuracy as compared to the vertical component. For the evaluated
GPS receiver, with higher receiver sensitivity, while the horizontal component accuracy is
still larger, the difference with the vertical component is much smaller. The reduction in
number of visible satellites due to the introduction of physical obstructions caused increase
in the differences between HPE and VPE values (Table 4), due to the removal of satellites
above the horizon, while overhead satellites are maintained.

Varying probable error patterns are observed for each of the readings. This is due to the
GPS satellite constellation being dynamic, causing varying GPS satellite geometry over
time, resulting in GPS accuracy being time dependent (DOD, 2001; USACE, 2003; Kaplan
& Hegarty, 2006; Huihui et al., 2008; Dinesh et al., 2010). Multipath is highly repeatable
as it is the same when the GPS satellites are in the same positions during each orbital pass
(approximately 11 min, 58 s). This repeatability can be used to build a history of multipath
occurances over time, which can then be used to generate multipath corrections for stationary
sites (Gerdan et al., 1995; Weill, 1997; Hannah, 2001; Kos et al., 2010; Mekik & Can, 2010).
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Table 4: Differences between average recorded HPE and VPE values for the readings

taken.
. Number of Visible Number of Difference Between Average HPE and VPE
Time Satellites Multipath Signals Values (m)
Evaluated Reference
9 0 1.70 634
4 0 3.47 11.76
4 1 3.04 11.84
o 4 2 331 11.92
4 3 336 11.92
4 - 4.96 11.94
10 0 1.32 4.80
4 0 3.47 5.05
4 1 3.69 501
0300 : ! L0 501
4 3 2.94 5.08
4 - 2.70 508
8 0 143 415
4 0 1.97 508
4 1 4.89 5.33
0600 : ! L5 5.3
4 3 3.02 6.00
4 - 275 633
8 0 0.77 4.05
4 0 551 11.82
4 1 6.76 12.36
o 4 2 6.56 12.49
4 3 5.61 13.50
4 4 3.93 13.54

4. CONCLUSION

Based on the results of this study, it was found that the decrease in number of visibles
satellites due to physical obsructions and increase in number of multipath signals caused
increase in probable error values, due to decreasing C/N, levels for GPS satellites tracked
by the receiver. In addition, the differences between HPE and VPE values increased due
to the removal of satellites above the horizon, while overhead satellites were maintained.
Varying probable error patterns were observed for readings taken at different times. This is
due to the GPS satellite constellation being dynamic, causing varying GPS satellite geometry
over time, resulting in GPS accuracy being time dependent. The repeatability of multipath
at stationary sites when GPS satellites are in the same positions during each orbital pass
allows for corrections to be generated based on history of multipath occurances over time.
The proposed scope of future work is for the extension of this study for dynamic multipath
propagation.
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CATCH OF THE NET

Climate change refers to significant changes in measures of climate lasting for an extended periods of
time. It includes major changes in temperature, precipitation or wind patterns, among other effects, that
occur over several decades or longer. Among the factors causing it include oceanic processes,
variations in solar radiation, plate tectonics and volcanic eruptions, and human-induced alterations of
the natural world. Climate change has become a major, overriding environmental issue with economic,
health and safety, food production and security dimensions. For example, shifting weather patterns
threaten food production through increased unpredictability of precipitation, while rising sea levels
contaminate coastal freshwater reserves, and increase the risk of catastrophic flooding. Over the past
century, global average temperatures have risen by 0.8° C (which can give a maximum rise of up to 7
°C) , while sea levels have risen by 20-30 cm. These changes have led to alterations in climate
extremes such as heat waves, record high temperatures and, in many regions, heavy precipitation. The
effects of these changes are further exacerbated by the increase in density of populations, particularly in
areas most vulnerable to climate change. Although the environmental and social factors that influence
the risk of disasters vary from region to region, many of the effective strategies for dealing with climate
change are similar. The following are relatively interesting and useful websites on climate change and
its impact:

1) National Aeronautics & Space Administration (NASA)
http://climate.nasa.gov

2) United States Environmental Protection Agency (EPA): Climate Change
http://www.epa.gov/climatechange

3) Natural Resources Defense Council (NRDC): Global Warming
http://www.nrdc.org/globalwarming

4) The Guardian: Climate Change
http://www.guardian.co.uk/environment/climate-change

Encyclopaedias on the causes and effects of climate change and solutions.

5) New Scientist: Climate Change - Timeline
http://www.newscientist.com/article/dn9912-timeline-climate-change.html

Provides a timeline of major events and occurrences in regards to climate change.

6) Intergovernmental Panel on Climate Change (IPCC)
http://www.ipcc.ch

IPCC is a scientific intergovernmental body that provides comprehensive scientific assessments
about the risks of climate change, and possible options for mitigating the effects.

7) Defence Scientific Advisory Council: Defence in a Changing Climate
http://www.mod.uk/NR/rdonlyres/44EC5708-7C49-4E69-ADS50-1F516DFE47A7/0/
DefenceinaChangingClimateDSACReport.pdf

8) The CNA Corporation: National Security and the Threat of Climate Change
http://www.cna.org/reports/climate

9) International Institute for Sustainable Develoment (IISD)
http://www.iisd.org/ecp/es/climate

Reports assessing the effects of climate change on defence & security.

10) E&T: Climate Change - Engineering a Solution
http://eandt.theiet.org/magazine/2012/11

The November 2012 edition of the E&T periodical focused on engineering solutions for climate
change.
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