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ABSTRACT 

 
This paper focuses on the effect of atmospheric plasma spray (APS) process parameters on the 
porosities of fly ash deposited coatings. The experiments were constructed using the fractional 
factorial design approach with four variable parameters, which were powder feed rate, plasma 
power, and primary and carrier gas pressures. The evaluation of porosities was carried out using 
image analysis and the Archimedes method. Both analyses showed that the highest porosities content 
was obtained for sample E1, while the lowest porosities content was obtained for sample E2. The 
microstructure of the lowest porosities content was influenced by a large fraction of melted region, 
while the highest porosities content was due to numerous embedded unmelted particles within the 
splats. The results of analysis of variance (ANOVA) indicated that primary gas pressure, powder feed 
rate, and the interaction between primary and carrier gas pressures are the most significant factors 
affecting the porosities of deposited coatings. The interaction effect indicates that lowest porosities 
content of deposited coatings can be obtained by combining low pressure of carrier gas and high 
pressure of primary gas. 
 
Keyword: Fly ash; atmospheric plasma spray (APS); porosities; image analysis; analysis of variance 

(ANOVA). 
 
 
1.  INTRODUCTION 
 
Air plasma spray (APS) is a coating deposition technique for ceramic materials. The process involves 
particles which are injected into a plasma flame by a powder feeder. In the plasma flame, the particles 
are exposed to high temperature to be melted. The melted particles are accelerated towards a substrate 
to form splats, which rapidly solidify. The splats overlay on earlier arriving splats to protect the 
substrate forming deposits or coatings. However, this technique is expensive due to the costs 
associated with the complex process for spray grade powders (Cao et al., 2001). This high cost can be 
improved by using low grade powders, such as as substitute powders which are cheaper and readily 
available in industrial waste. For example, many attempts have been carried out to explore the 
potential of fly ash powders to be used as a feedstock material in APS (Behera & Mishra, 2012; 
Kutchko & Kim, 2006; Okumus et al., 2004). Fly ash is an industrial by-product that is generated in 
huge quantities during the combustion of coal for energy production in coal-based power plants. Fly 
ash is a fine powder that is grey in colour, abrasive, mostly alkaline and refractory in nature. Fly ash 
powders are metal oxides and its major constituents consist of silicon, aluminium, iron and titanium 
(Acar & Atalay, 2013; Ahmaruzzaman, 2010; Yu et al., 2012).  
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The final microstructure of APS is affected by multiple spraying parameters, such as primary and 
carrier gas pressures, powder feed rate, and plasma power. Porosities are defects that are present in the 
microstructure that can reduce the structure integrity and mechanical properties of deposited coatings. 
However, the formation of porosities is a desired property due to their ability to act as a thermal 
barrier coating, which serves to insulate components from large and prolonged heat loads. The 
evaluation of the porosities can be carried out using many methods, with the most common being 
image analysis (Portinha et al., 2005; Thirumalaikumarasamy et al., 2012). In this method, the sample 
is prepared in a metallographic cross section and the porosities are determined using the images 
captured using a light microscope or a scanning electron microscope (SEM). This technique is able to 
distinguish dark pores (voids) and solid structure of the coating materials with sufficient resolution 
using a post-processing software (Deshpande et al., 2004).   
 
The objective of this study is to investigate the effect of APS process parameters on the porosities of 
deposited coatings using fly ash powders on commercial marine grade mild steel substrates. The 
experiments were carried out based on fractional factorial design. Four variable parameters were 
considered simultaneously, which were primary and carrier gas pressures, powder feed rate, and 
plasma power. The factors that are most significant in contributing to the porosities were analysed 
using analysis of variance (ANOVA). 
 
 
2.  EXPERIMENTAL METHOD 
 
 
2.1 Design of Experiments and Sample Preparation 
 
Fly ash collected from the Tenaga Nasional Berhad (TNB) coal-based power plant located in Seri 
Manjung was used as the feed stock material. The as-received fly ash powder was sieved using a 
Retsch AS 200 mechanical sieve to obtain particles in the range of 63-100 µm. The cross section of 
the fly ash powder used is shown in Figure 1, which shows that the particles contain a mixture of 
spherical and irregular shapes. The structures of the particles are solids, single voids and pores. The 
chemical composition was analysed using a Bruker SP 4 Pioneer wavelength dispersive X-ray 
flurosecence (WDXRF) spectrometer. The results of chemical analysis of the fly ash powders are 
shown in Table 1. 
 

 
Figure 1: Cross section of the fly ash powders after sieving. 
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Table 1: Results of chemical analysis of the fly ash powders. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The deposition process was applied on a substrate of A36 mild steel with dimensions of 40 x 30 x 5 
mm. Prior to deposition, samples of the substrate surface was grit blasted with aluminium oxide 
(Al2O3), cleaned ultrasonically in ethanol and then dried. The samples were sprayed using a mounted 
programmable robot type Praxair Surface Technologies SG 100 plasma gun. Four variables of spray 
parameters were selected for the study, which were primary XA and carrier XB gas pressures, powder 
feed rate XC, and plasma power XD. The experiments were designed based on a two-level fractional 
factorial using the Design Expert, version 8.0.4 software. A total of nine sets of experiments, 
including one centre point, were run in random order to prevent systematic errors. The spray distance 
and secondary gas pressure were held constant at 100 mm and 30 psi respectively. Table 2 shows the 
variables and process parameters for the fly ash plasma spray deposited coatings.  
 

Table 2:  Experimental variables and range of values for the process parameters for the experiments 
conducted. 

Parameter Range 
Primary gas pressure XA (psi) 40, 65, 90 
Carrier gas pressure XB (psi) 30, 37.5, 45 
Powder feed rate XC (rpm) 1, 2, 3 
Plasma power XD (kW) 10, 15, 20 
Spray distance (mm) 100 
Secondary gas pressure (psi) 30 

 
 
Figure 2 shows the samples of deposited coatings after the spraying process, which were labelled as 
E1 to E9 (Table 3). The samples were cut using an Extec Labcut 150 low speed diamond cutter. The 
samples were then mounted using a Technovit 5000 cold curing resin under vacuum. For the 

Elements Content (wt%) 

Iron (Fe) 32.62 

Silicon (Si) 24.18 

Calcium (Ca) 22.17 

Aluminium (Al) 10.74 

Kalium (K) 4.04 

Titanium (Ti) 1.72 

Magnesium (Mg) 1.22 

Strontium (Sr) Trace 

Sulphur (S) Trace 

Phosphorous (P) Trace 

Barium (Ba) Trace 

Manganese (Mn) Trace 
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metallographic procedure, the mounted samples were prepared by grinding using 320-2400 grit 
silicon carbide abrasive papers finished with polishing of 9 and 3 µm diamond suspension.   
 

 
Figure 2:  Samples of deposited coatings E1 to E9 obtained after the plasma spray process. 

   
Table 3: Two-level fractional factorial design and process parameters setup for samples E1 to E9.  

Sample XA (psi) XB (psi) XC (rpm) XD (kW) 
E1 40 30 3 10 
E2 90 30 1 20 
E3 90 45 3 10 
E4 90 30 3 10 
E5 40 45 1 20 
E6 65 37.5 2 15 
E7 40 45 3 20 
E8 40 45 1 10 
E9 90 45 1 10 

 
 
2.2 Porosities Measurement 
 
Porosities measurement was performed using the images of the polished cross sections of the 
deposited coatings, which were obtained using a LEO 1430VP SEM in backscattered electron mode at 
500x magnification. For each sample, ten micrographs were taken at random locations along the cross 
section area. Post-processing of the images was carried out using the Image J software. In the first 
step, the initial image from SEM was cropped, and its brightness and contrast were increased to 
eliminate interferences and clearly identify the porosities. Then, the image was converted into a binary 
image using a suitable threshold to extract the porosities from the background. These steps were 
accomplished through measurement of the area fraction of the porosities in the image using the 
measurement analysis toolbox in Image J.  
 
As a reference method, the Archimedes method was used to estimate of the deposit porosities through 
immersion of coating samples in water (Wu et al., 2009). The samples were prepared by forming a 
rectangular part (deposit + substrates) with dimensions of 10 x 10 mm. The measurement of specific 
gravity was carried out using a MD-300S Alfa Mirage electronic densimeter. The value obtained in 
g/cm3 represents the density of the deposited coatings. This method was selected as the area measured 
was greater as compared to the image analysis method.  
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3. RESULTS & DISCUSSION 

3.1  Porosities Content 
 
Figure 3 shows the results of porosities obtained using image analysis and the Archimedes method. 
The bulk volume of the deposited coatings was determined using the Archimedes method, which was 
complemented with the image analysis results. This is as image analysis can result in high values of 
porosities due to the metallographic preparation enlarging fine cracks that get counted during analysis 
(Ondrej et al., 2012). In comparison, for the Archimedes method, the analysis was carried out based 
on the value of specific gravity, which represents the density of the deposited coatings. The lowest 
density represents the highest porosities within the structure, while the highest density represents the 
lowest porosities presence. On the other hand, using image analysis, the results are directly related to 
the porosities content of the deposited coatings.  
 
Figure 3(a) shows the values of specific gravity for samples E1 to E9. It can be observed that the 
specific gravity obtained for all the deposited coatings were in the range of 7.0 to 7.7 g/cm3. These 
values are lower than 7.89 g/cm3, indicating that the deposited coatings are less dense than mild steel 
substrate (Forghani et al., 2012). The highest density (7.75 g/cm3) was obtained for sample E2, 
whereas the lowest density (7.05 g/cm3) was obtained for sample E1.  
 
For the results of the image analysis, as shown in Figure 3(b), the range of porosities content of the 
deposited coatings was between 9 to 19%. The highest porosities content (18.8%) was obtained for 
sample E1, while the lowest porosities content (9.56%) was obtained for sample E2. 
 

 
Figure 3: Results of porosities obtained using: (a) the Archimedes method (b) Image analysis. 

 
 
Both analyses show similar results for the highest and lowest porosities content, which were for 
samples E1 and E2 respectively. Figure 4 shows the cross section of fly ash deposited coatings for the 
lowest and highest porosities content.  The lowest porosity content was obtained due to a large 
fraction of melted region within the microstructure. This is due to the particles being completely 
melted during the spraying process. The melted droplets formed flattened splats and distributed 
properly on the substrate surface (Figure 4(a)). On the other hand, for the highest porosities content, 
the impacts of incomplete melted particles produced malformed splats, resulting in numerous 
unmelted particles embedded within the splats (Figure 4(b)). The splats did not expand well and 
produced less contact between them, and thus, gaps were created, which are called pores.  
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Figure 4: Cross section images of fly ash deposited coatings for the (a) lowest and (b) highest porosities 

content. 

 
3.2 Effects of Process Parameters on Porosities 
 
Analysis of variance (ANOVA) was performed on the image analysis results using probability of 
error (p-value) less than 0.05, which corresponds to 95% confidence level. The results of the analysis 
(Table 2) indicates that the porosities of the deposited coatings are affected by three factors, which are 
XA (primary gas pressure), XC (powder feed rate) and XAB (interaction between primary and carrier 
gas pressures). The regression equation obtained in terms of the coded parameters is as follows: 

 
ABCA XXXY 84.194.097.148.13 ++−=   (1) 

 
 

 
Table 4: Results of ANOVA for porosities of the deposited coatings. 

Parameter Coefficient p-value 

Porosities Y  0.0112 
b0 13.48  
XA -1.97 0.0073 
XC 0.94 0.0737 
XAB 1.84 0.0117 

*b0: Mean value of the porosities for all experiments. 
 
 

This regression equation demonstrates that the two main parameters and an interaction between two 
parameters have significant effect on the porosities of the deposited coatings. The equation also shows 
that increasing primary gas pressure has a negative effect on the porosities of deposited coatings, 
whereas increasing feed rate has a positive effect. However, the presence of interaction among the two 
parameters in this equation indicates the importance of interaction between parameters rather than just 
individual parameters (Montgomery, 2009). The interaction is a form of curvature in the underlying 
response surface model for the experiment, which results in a twist the plane of response. By 
examining the response results, the effect of factor XA depends on the the level of factor XB. 
Optimisation is achieved when factor XA is applied at a certain level of factor XB. Figure 5 illustrates 
the effect of the interaction between primary and carrier gas pressures on the porosities. The plot 
indicates that in order to obtain the lowest porosities content, high pressure of primary gas should be 
combined with the low pressure of carrier gas.   
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Figure 3: Effect of interaction between primary and carrier gas pressures on porosities of deposited 

coatings. 

 
The main function of carrier gas pressure in APS is to transmit the powders from the feedstock to the 
plasma flame through the injector. Therefore, when low pressure of carrier gas is applied, the flow of 
the particles into the plasma flame is in a steady state. This means that the low pressure does not 
create any vortex or turbulent flow inside the pipe during the particles’ travel to the injector (Ping & 
Chen, 2001; Xiong et al., 2004). At this working pressure, the pattern of plasma flame is retained due 
to no additional momentum or high velocity gas being induced by the carrier gas pressure. High 
pressure of primary gas increases the area of plasma formation in terms of width and length of the 
flame. Consequently, the particles that have been injected will be exposed to high temperature starting 
from when they enter into the flame and during travelling to the substrate. The kinetic energy of the 
particles increases and this improves the wetting between the droplets and substrate during collision. 
Moreover, the high impact of the particles reduces the air or gas trapped within the structure. This 
phenomenon is due to the effect of flattened splats, which compress on each other during impact on 
the substrate surface.  

 
 
4. CONCLUSION 
 
In this study, the porosities of fly ash deposited coatings using APS was determined using image 
analysis and the Archimedes method. For the image analysis method, the highest porosities content of 
the deposited coatings was obtained by sample E1, while the lowest was obtained by sample E2. The 
ANOVA analysis showed that the most significant effects on the porosity were primary gas pressure, 
powder feed rate and the interaction between primary and carrier gas pressures. The interaction effect 
indicates that lowest porosities content of the deposited coatings can be obtained by combining low 
pressure of carrier gas and high pressure of primary gas. 
 
 
ACKNOWLEDGEMENT 
 
The authors gratefully acknowledge the research funds from DPP-2013-035, FRGS-2-2013-SG06-
UKM-02-6 and the Science and Technology Research Institute for Defence (STRIDE). The first 
author would like to thank the Ministry of Defence for granting him with a study leave to conduct this 
research. 
 
 
 
 



 

80 
 

REFERENCES 

Acar, I. & Atalay M. U. (2013). Characterization of Sintered class F Fly Ashes. Fuel, 106: 195-203. 
Ahmaruzzaman M. (2010). A review on the utilization of fly ash. Prog. Energy Combust. Sci., 36: 

327–363. 
Behera A. & Mishra S.C. (2012). Prediction and Analysis of Deposition Effeciency of Plasma Spray 

Coating Using Artificial Intelligent Method. Open J. Compos. Mater., 2:54-60. 
Cao, X. Q., Vassen, R., Schwartz, S., Jungen, W., Tietz, F. & Stöever, D. (2000). Spray-Drying of 

Ceramics for Plasma-Spray Coating. J. Eur. Ceram. Soc., 20: 2433–2439. 
Deshpande, S., Kulkarni, A., Sampath, S. & Herman, H. (2004). Application of image analysis for 

characterization of porosity in thermal spray coatings and correlation with small angle neutron 
scattering. Surf. Coat. Technol., 187:6-16. 

Forghani, S.M., Ghazali, M.J., Muchtar, A., Daud, A.R., Yusoff, N.H.N. & Azhari, C.H. (2012). 
Effects of plasma spray parameters on TiO2-coated mild steel using design of experiment 
(DoE) approach. Ceram. Int., 39:1-7.  

Kutchko, B.G. & Kim, A.G. (2006). Fly ash characterization by SEM-EDS. Fuel, 85: 2537–2544. 
Montgomery D. C (2009). Design and Analysis of Experiments. John Wiley and Son, Arizona. 
Ondrej, K., Petr, H. & Siegl J. (2012). The effect of intersplat porosity on properties of W deposits. 

21st Int. Conf. Metal. Mater., 23-25 May, Brno, Czech Republic. 
Okumus, S. C., Demirkyran, A. S. & Bindal, C (2004). Fly ash bases plasma spray coating. Key Eng. 

Mater., 264–268: 533-536. 
Ping H. L. & Chen X. (2001). Three-dimensional simulation of a plasma jet with transverse particle 

and carrier gas injection. Thin Solid Film, 390: 175-180.  
Portinha, A., Teixeira, V., Carneiro, J., Martins, J., Costa, M.F., Vassen R. & Stoever D. (2005). 

Characterisation of thermal barrier coatings with a gradient in porosity. Surf. Coat. Technol., 
195: 245-251. 

Thirumalaikumarasamy, D., Shanmugam, K. & Balasubramanian, V. (2012). influences of 
atmospheric plasma spraying parameters on the porosity level of alumina coating on AZ31B 
magnesium alloy using response surface methodology. Prog. Nat. Sci. Mater. Int., 22: 468-479. 

Wu, C., Ramaswamy, Y., Liu, X., Wang, G. & Zreiqat, H. (2009). Plasma-sprayed CaTiSiO5 ceramic 
coating on Ti-6Al-4V with excellent bonding strength, stability and cellular bioactivity. J. R. 
Soc. Interface, 6: 159-168. 

Xiong, H.B., Zheng, L.L., Sampath, S., Richard, L.W. & Fincke, J. R. (2004). Three-dimensional 
simulation of plasma spray: effects of carrier gas flow and particle injection on plasma jet and 
entrained particle behaviour. Int. J. Heat Mass Transf., 47: 5189-5200. 

 Yu, J., Li, X., Fleming, D., Meng, Z.,Wang, D. & Tahmasebi, A (2012). Analysis on characteristics 
of fly ash from coal fired power stations. Energy Procedia, 17:3-9. 

 

 

 



81 
 

ELECTROCHEMICAL APPROACH FOR PROTECTING CARBON STEEL USING 
BENZYL DIMETHYL (2-HYDROXYETHYL) AMMONIUM CHLORIDE 

 
 

Mohd Nazri Idris1, 2, *, Abdul Razak Daud1 & Norinsan Kamil Othman2 
 

1School of Applied Physics, Faculty of Science and Technology, Universiti Kebangsaan Malaysia 
(UKM), Malaysia 

2School of Materials and Mineral Resources Engineering, Universiti Sains Malaysia (USM), Malaysia 
 

*Email: nazriselama@gmail.com 
 
 

ABSTRACT 
 
Application of inhibitors to minimize corrosion menace on carbon steel is one of the common 
practices. Thus, it is important to ensure their performance is adequate to protect the undergoing 
carbon steel degradation due to corrosion. This paper reports the performance of benzyl dimethyl(2-
hydroxyethyl) ammonium chloride (BDC) as corrosion inhibitor for carbon steel which has been 
investigated by potentiodynamic polarization technique in 1M acetic acid at various concentrations 
and temperatures. In order to evaluate BDC efficiency, thermodynamics analysis was done and 
adsorption mechanism had been studied. Potentiodynamic polarization analysis confirmed that BDC 
reacted as a mix type inhibitor and inhibited the carbon steel on both anodic and cathodic sides. Tafel 
extrapolated plot revealed that corrosion current density decreased with the increasing of BDC 
concentration, whereas the corrosion rate of carbon steel increased with the increase in temperature. 
The inhibition efficiency achieved was up to 90%. Thermodynamic analysis indicated that dissolution 
of ions could be suppressed as a consequent of adsorption process by BDC molecules on the carbon 
steel surface. The adsorption mechanism was seen to pursue both physisorption and chemisorptions 
processes, as it was proven to follow with Langmuir adsorption isotherm. This result was supported by 
morphological analysis on the carbon steel surface. This study suggests that BDC is a good inhibitor 
for preventing carbon steel from endures corrosion process in acetic acid medium. 
 
Keyword: Carbon steel; corrosion inhibitor; inhibition efficiency; adsorption. 
 
 
1. INTRODUCTION 
 
Carbon steel has been commercially applied in various industries. In petroleum industries, carbon steel 
was used as storage tanks and transporting pipeline system for petroleum products. Despite of its high 
properties performance, carbon steel is easily being corroded either naturally or through any corrosive 
media, which is directly contacting at its active surface. The used of protective coating, cathodic 
protection techniques, and adequate corrosion monitoring and inspection are among the best 
techniques which can be used to protect the external part (Popoola et al., 2013). At the internal part, 
the most practical method for preventing carbon steel from actively reacts with existing corrosive 
media such as CO2, H2S and organic acid is corrosion inhibitor. 
 
A lot of organic and inorganic compounds have been extensively studied as corrosion inhibitor 
especially compounds, which are containing heteroatom like N, S, O and P (Mert et al., 2011; Obot & 
Obi-Egbedi, 2011; Zhang et al., 2011). These atoms possess higher electronegativity than other 
organic elements and capable of adsorbing onto the steel surface to form a barrier for dissolution 
process from taking place. Moreover, with the hold of aromatic ring and multiple bonds in an organic 
compound bear additional pi electron in that inhibitor to be actively contributing with bare steel 
surface. Existing of unpaired electrons in inhibitor compounds will also increases the inhibitor 
efficiency as a consequence of sharing activities among these electrons and d-orbital on Fe atom. On 
top of that, several studies of new potential inhibitor from different functional groups have been 
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chemically synthesized and formulated (Behpour et al., 2010; Popova et al., 2011; Belfilali et al., 
2012). Different types of drugs (Gece, 2011; Singh et al., 2012) have also been explored as well as 
extraction product from natural plants (Raja & Sethuraman, 2008; Yahya et al., 2013; Mohamad et al., 
2014). 
 
In order to evaluate the inhibitor efficiency, several techniques can be implied. Electrochemical 
method such as potentiodynamic polarization and electrochemical impedance spectroscopy are the 
most common procedure done. These techniques can be used to determine the kinetic and corrosion 
behavior of studied metallic compounds based on electrochemical data. Meanwhile, the performance 
of studied inhibitor can be evaluated. In this study, potentiodynamic polarization technique has been 
performed to investigate the efficiency of BDC as a corrosion inhibitor for carbon steel used in 
pipeline system. The performance of this inhibitor in organic acid has rarely been explored. The focus 
of present study is to identify BDC efficiency as a function of its concentration and temperature in 1 M 
acetic acid. 
 
 
2. MATERIALS AND METHODS 
 
Carbon steel used in this study is a standard API5L grade. Analysis of X-ray florescence, model 
Rigaku RIX3000 confirmed that present carbon steel contained chemical composition (wt%); 0.258 C, 
0.466 Mn, 0.427 Si, 0.013 P, 0.015 Ni, 0.019 Cu, 0.132 Al and balance Fe. This steel was 
mechanically cut and embedded in epoxy resin and the exposed surface area was 0.43 cm2. The 
samples have been ground with different grade of silicon carbide paper up to 1200 grade. For each 
polishing steps, the sample was cleaned with distilled water and rinsed with acetone. BDC was 
purchased from Sigma Aldrich Co. Ltd and different concentration from 2.5 to 15.0 mM in 1 M acetic 
acid solution has been prepared. 
 
Potentiodynamic polarization study was carried out by a potensiostat model K47 Gamry framework. 
The test was conducted in a conventional three electrodes.  Platinum rod and saturated calomel 
electrode (SCE) were used as auxiliary and reference electrode, respectively. Potentiodynamic 
polarization test was performed in 1 M acetic acid in the absence and presence of 2.5 to 15.0 mM BDC 
at 25 to 70 °C. All tests were started after 15 minutes immersion and the polarization curve was 
recorded from -250 mV to +250 mV of open circuit potential value with the scan rate of 1 mV/s. The 
morphology of carbon steel was analyzed by scanning electron microscope model Hitachi TM3000.  
 
 
3. RESULTS AND DISCUSSION 
 
Potentiodynamic polarization method was used to characterize the corrosion behavior and the inhibitor 
efficiency as a function of its concentration and temperature. Figure 1 represents some of the 
potentiodynamic polarization analyses on carbon steel surface in 1 M acetic acid, which containing 
different BDC concentrations at different temperature. Electrochemical parameters such as corrosion 
potential (Ec), corrosion current density (Ic), anodic Tafel slope (βa) and cathodic Tafel slope (βc) were 
calculated by Tafel extrapolating plot and elucidates in Table 1. 
 
As shown in Figure 1 and calculated values of cathodic Tafel slopes in Table 1 of all BDC 
concentrations showed no significant changes at all temperatures studied. This result indicated that the 
mechanism of hydrogen evaluation arises from H+ reduction process is remaining unchanged. Besides, 
the changes in values of measured anodic Tafel slopes on most presence BDC concentration probably 
was attributable to the adsorption of chloride ions or BDC molecules onto the anode surface. It is 
showed that cathodic and anodic current reduced with the presence of all BDC concentrations and the 
trend illustrated that these current increased with the rise of BDC concentration. This is evident that 
additions of BDC concentration subsequently slow down the dissolution process of carbon steel as 
well as hydrogen evaluation reaction on carbon steel surface. On top of that, the shifted of all Ec 
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values, either in anodic or in cathodic regions had been determined below 85 mV, which is classifying 
BDC as a mix type inhibitor. 
      
Based on data in Table 1, the corrosion rate, Cr (mm/yr) has been measured by Equation 1: 
 
 Cr = Ic.K.WE/(A.ρ)        (1) 
 
where Ic (A/cm2) is the corrosion current density, K is a constant (3272 mm/(A.cm.yr)), WE (g) is the 
equivalent weight of carbon steel used, A (cm2) is the exposed area and ρ (g/cm3) is the steel density. 
Both surface coverage, θ and inhibition efficiency, IE% of BDC were measured by applying Equations 
2 and 3: 
 

θ = 1- Ic’/Ic         (2) 
 
IE% = 100(1-Ic’/Ic)        (3) 
 

where Ic’ and Ic are the corrosion rate of carbon steel with and without BDC inhibitor, respectively.  
 

 
 

   
 

(a)                                                                           (b) 
 

   
 

(c)                                                                           (d) 
Figure 1: Potentiodynamic polarization curves of different BDC concentration at (a) 25, (b) 40, (c) 55 and 

(d) 70 °C. 
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Table 1: Potentiodynamic polarization data for carbon steel corrosion in 1M acetic acid containing 
different BDC concentration at different temperature. 

 
Temperature  

(°C) 
BDC conc. 

(mM) 
Ec  
(V) 

Ic 
(mA.cm2) 

(-)βc 
(V/dec) 

βa  
(V/dec) 

25 

0.0 -0.473 0.447 0.322 0.055 
2.5 -0.509 0.162 0.225 0.039 
5.0 -0.523 0.160 0.234 0.064 
7.5 -0.513 0.157 0.229 0.047 

10.0 -0.511 0.144 0.215 0.045 
12.5 -0.507 0.118 0.212 0.041 
15.0 -0.502 0.096 0.215 0.038 

40 

0.0 -0.570 1.452 0.228 0.050 
2.5 -0.588 0.546 0.340 0.166 
5.0 -0.553 0.500 0.310 0.045 
7.5 -0.584 0.457 0.290 0.045 

10.0 -0.599 0.404 0.300 0.190 
12.5 -0.551 0.202 0.318 0.046 
15.0 -0.515 0.170 0.232 0.055 

55 

0.0 -0.590 1.891 0.423 0.119 
2.5 -0.573 1.461 0.477 0.045 
5.0 -0.572 1.201 0.379 0.049 
7.5 -0.574 1.011 0.353 0.064 

10.0 -0.621 0.986 0.311 0.192 
12.5 -0.565 0.972 0.345 0.064 
15.0 -0.566 0.728 0.288 0.045 

70 

0.0 -0.558 2.525 0.380 0.055 
2.5 -0.580 1.634 0.328 0.094 
5.0 -0.619 1.629 0.340 0.212 
7.5 -0.638 1.263 0.308 0.224 

10.0 -0.571 1.212 0.325 0.143 
12.5 -0.626 1.202 0.319 0.219 
15.0 -0.562 1.191 0.330 0.079 
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(a) 

 
(b) 

Figure 2: Analysis of corrosion rate and inhibition efficiency at different BDC concentration in 1 M acetic 
acid solution at (□) 25,  

(Δ) 40, (о) 55 and (◊) 70 °C. 
 
 
Figures 2(a) and 2(b) show the analysis of corrosion rate and inhibition efficiency for all 
concentrations studied, respectively. As can be seen in Figure 2(a), the corrosion rate values decreased 
continuously with the addition of BDC concentration. As a result, the inhibition efficiency has also 
increased with the rise of concentration. Increasing in inhibition efficiency values as a function of 
concentration suggested that large surface coverage has been produced on steel surface. The maximum 
IE% values obtained in this study reached up to 90% at optimum temperature 40 °C. This indicates that 
BDC has a potential to inhibit the corrosion process on the carbon steel surface.  At higher 
concentration, BDC had more tendencies to adsorb and create a thin film to protect the carbon steel 
from involving active dissolution process. 
 
At 25 °C, the corrosion rate reduced in almost constant at 1.68 mm/yr for all BDC concentration used, 
as comparison with 1 M acetic acid solution. However, when higher temperatures applied, these values 
increased gradually for each of BDC concentrations. On top of that, IE% is seen to increase for all 
BDC concentration from room temperature to 40 °C and definitely diminished at higher temperatures. 
Obtained experimental results indicated that, BDC molecules had efficiently adsorbed on the steel 
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surface at temperature 40 °C by substituting water molecules and create a barrier for dissolution of 
metallic compounds and charge transfer. However, at higher temperatures, the adsorbed BDC 
molecules obtained enough energy to desorb into bulk solution due to less electrostatic interaction 
among the ionic charges. This condition reduced the surface coverage and allowed the corrosive 
medium to take place. 
 
 

 
Figure 3: The plots of (□) activation energy Ea, (Δ) activation enthalpy ΔH, and (○) activation entropy ΔS, 

against BDC concentrations for dissolution process in 1 M acetic acid solution. 
 
 
The effect of temperature on BDC inhibition efficiency can be quantitatively measured by 
thermodynamic function. By doing so, type of adsorption can be identified. In this case, Arrhenius 
equation has been applied to determine the activation energy, Ea (J/mol) of carbon steel dissolution 
process. This value can be measured by following expression (Behpour et al., 2010): 
 

ln Cr = ln A – Ea/RT        (4) 
 
where Cr is the corrosion rate, A is the Arrhenius frequency factor, R (8.314 J/mol.K) is the gas 
constant and T is the absolute temperature. Ea is easily determined from the slope of linear regression 
between ln Cr and 1/T. Figure 3 shows the Arrhenius values obtained from different BDC 
concentration used.  
 
As can be observed in Figure 3, all Ea values with presence BDC inhibitor are higher than uninhibited 
BDC in1 M acetic acid solution. This result confirmed that the adsorption of BDC molecules onto 
carbon steel surface is a physisorption process. Increasing of Ea values in the presence of BDC 
inhibitor can be correlated with the increasing of energy barrier for the corrosion process (Noor & Al-
Moubaraki, 2008). The adsorption process is believed to occur due to existing electrostatic force 
among different cationic charge, N+ in BDC molecules and the negative charge presence on the steel 
surface. Anionic charges from acetic acid compound and chloride ions are primary being adsorbed on 
the steel surface prior to cationic ammonium compound. These associated anionic compounds will 
become an active platform for BDC to be adsorbed. The interaction of these charges had also been 
strengthened by pi electrons presence in benzyl group of BDC compound. This adsorption mechanism 
had potentially made BDC molecules available to form a thin film barrier for inhibiting further 
dissolution process and definitely increased the Ea values. 
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In addition to this valuable result, others thermodynamic state functions, which come in consideration 
are activation enthalpy, ΔH and activation entropy, ΔS. Both state functions can be calculated by the 
transition state equation (Noor & Al-Moubaraki, 2008): 
 

Cr = (RT/Nh)exp(ΔS/R)exp(-ΔH/RT)      (5) 
 
where Cr is the corrosion rate, R is the gas constant, T is absolute temperature, N is the Avogadro 
number and h is the Plank’s constant. Linear plot between ln (Cr/T) and 1/T will provide a slope and 
intercept, which the both values of ΔH and ΔS can be measured. These transition state values are 
shown in Figure 3. The results show that all ΔH are positive in values, suggesting that ions dissolution 
is an endothermic process. The values of ΔS obtained are relatively low and positive for all BDC 
concentration used. It can be noticed that, the adsorption of BDC molecules at active surface retarded 
the corrosion process and minimized the movement of dissolution ions. Both results obtained are in 
accordance with the Ea values for all concentrations studied. It is showed that BDC is capable of 
protecting carbon steel surface from actively react with acetic acid medium. 
 
In order to identify the adsorption mechanism of this inhibitor, series of adsorption isotherm models 
have been carried out and fitted based on the highest correlation coefficient, R2 value. The result 
indicated that adsorption process of BDC molecules followed Langmuir adsorption isotherm and the 
R2 values for all plots at temperature 25, 40, 55 and 70 °C were 0.98, 0.96, 0.94 and 0.98, respectively. 
Langmuir adsorption isotherm was identified by Equation 6: 
  

C/θ = 1/Kads + C        (6) 
 
where θ is the surface coverage, C is the BDC concentration and Kads is the equilibrium constant of 
Langmuir adsorption process. It is well known that Kads is related to free adsorption energy, ΔGo

ads by 
Equation 7 (Benbouya et al., 2012): 
 

ΔGo
ads = -RTln(55.5 Kads)        (7) 

 
where 55.5 is the water concentration in solution, R is the molar gas constant and T is the absolute 
temperature. 
 
Figure 4 shows the graph of Langmuir adsorption isotherm at different temperature. Kads was 
determined from the intercept of linear regression plot and the value obtained is 0.906, 0.765, 0.211 
and 0.379 mM-1 for temperature studied at 25, 40, 55 and 70 °C, respectively. Thus, ΔGo

ads values of 
these adsorption processes are -26.82, -27.33, -25.55 and -28.38 kJ/mol, respectively. These results 
revealed that ΔGo

ads values are negative at all temperatures studied, which indicating spontaneous 
adsorption process. It is well recognized that, ΔGo

ads value lower than -20 kJ/mol is considering as a 
physisorption process i.e. electrostatic interaction occurs between the adsorbate and adsorbent 
interface. If the value is more than -40 kJ/mol, it is indicating a charge sharing take place between the 
inhibitor and active surface of metallic compound namely, chemisorptions (Seifzadeh et al., 2013). 
The result of ΔGo

ads studied showed that physisoption process dominantly occurred on the carbon steel 
surface with minor contribution of chemisorptions process as these values obtained in range of -20 and 
-40 kJ/mol. It is reasonable to suggest that the adsorption mechanism occurred by quasi-substitution 
between BDC molecules in solution and adsorbed water molecules at the steel surface (Sahin et al., 
2002; Tao et al., 2009; Idris et al., 2013). This adsorption process is in good agreement with obtaining 
result in thermodynamic analysis. 
 
The performance of BDC was also supported by scanning electron microscopic analysis. The 
morphology of carbon steel immersed in 1 M acetic acid for 6 hours without and with 10 mM BDC is 
showed in Figure 5. Figure 5(a) presents the micrograph of carbon steel with uninhibited BDC. Strong 
damage with high corrosion product is seen in most of the carbon steel surface on account of active 
dissolution process.  Whereas, better improvement with less damage on the steel surface can be 
observed from the micrograph in Figure 5(b), suggesting that good protection has been achieved. It 
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was confirmed that BDC molecules are able to adsorb on the steel surface and provide passive thin 
film layer for charges-transferring process. It had also been observed that higher BDC concentration 
used contribute better surface coverage for protecting corrosion menace. The analysis proved that BDC 
was capable of inhibiting carbon steel in acetic acid medium. 
 
 

 
Figure 4: Langmuir adsorption isotherm of BDC on carbon steel at at (□) 25, (Δ) 40, (○) 55 and (◊) 70 °C. 

 

        
(a)                                                                    (b) 

Figure 5: Morphology analysis of carbon steel in (a) absence and (b) presence of 10 mM BDC. 

 
4. CONCLUSION 
 
The present study concludes that BDC is able to inhibit the corrosion process of the API5L carbon 
steel. The inhibition efficiency of this inhibitor had reached up to 90%. Electrochemical analysis 
indicated that, BDC is a mix type inhibitor and able to inhibit both anodic and cathode side of the 
carbon steel. It is also proven that inhibition of BDC molecules formed throughout adsorption process, 
which is in a good agreement with Langmuir adsorption isotherm.   
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ABSTRACT 
 

In a globalised world, the potential for crisis in the exchange of goods through sea 
routes continues to increase due to its low costs and technological progress. The 
worldwide terrorist threat has increasingly identified transports as a main target, 
showing several gaps in the field of security to which international conventions and 
organisations have tried to find solutions. The development of regulations that has 
followed the awareness of risks in the maritime sector has determined the creation of 
a complex organisation attending to prevention procedures and emergency measures.  
The control of maritime security is based on risk analysis and deterrence measures. 
This modus operandi, which involves public and private actors with different skills, 
has allowed the achievement of important results. In this work, we analyse maritime 
security by discussing the method used for risk assessment of passenger and cargo 
ships in relation to chemical, radiological and explosive threats, and available 
technologies that can be used to avoid illicit acts on board ships.  
 
Keywords: Maritime security; chemical, radiological and explosive threats; risk 

assessment; mitigation actions; substance riskiness. 
 
 
1. INTRODUCTION 
 
Maritime trade has always held a strategic importance for both the economic 
development of a state and necessary inner supplies. However, transport and 
navigation activities are characterised by risks and dangers deriving from the nature of 
shiploads as well as surroundings (King, 2005; Frittelli, 2008; McNicholas, 2008; 
Kristiansen, 2013). The problems of protection of human lives at sea, ship safety and 
security of navigation have been addressed with the issuing of international 
regulations (Mukherjee & Brownrigg, 2013) aimed at the application of modern 
technologies for construction, navigation and ship equipment, in order to make 
maritime navigation safer from risks for ships, passengers on board and transported 
cargos (Motte, 1996; Roach, 2004). 
 
The need to safeguard human lives and shiploads from emerging risks, in particular 
illicit acts such as terrorist attacks and piracy, has become more and more urgent 

mailto:fabrizio.pirelli@mit.gov.it
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(Murphy, 2013; Talley, 2013). In the aftermath of the September 11, 2001 terrorist 
attack, the need to respond concretely to the growing global terrorist threat has led to, 
including in the maritime sector, the definition of a new concept of security, 
understood as physical protection from deliberate illicit acts against the ship itself, 
passengers and goods on board, and port facilities (Metaparti, 2010). Hence, in this 
field, security has supported safety in order to safeguard from risks deriving from 
transport and navigation activities in naturally dangerous surroundings. 
 
The tendency of modern terrorism seems to be “the lowest number of attacks, the 
largest number of victims” (Laruffa, 2009). For this reason, a passenger ship with 
large number of people on board could represent a terrorist target for both numerous 
victims and the public impact on the responsible organisation, compromising the 
security of trades with a spin-off for the economy. Moreover, ships that transport 
dangerous cargos (e.g., liquefied petroleum gas) could be terrorist targets in a direct 
way or to cause explosions in port facilities or near the coast with inevitable 
consequences on population and infrastructures. 
 
In order to combat international illicit acts in the maritime sector, many legislative 
solutions have been issued to create common standards of protection and defence for 
both ships and port facilities (Mukherjee & Brownrigg, 2013). In particular, the 
international standards for maritime security have been first prescribed in 2002as a 
new chapter (Special Measures to Enhance Maritime Security, Chapter XI-2, SOLAS 
’74) (IMO, 2002a) in the International Convention for Safety of Life at Sea (SOLAS) 
(IMO, 1974), which was consolidated as a safety treaty. This addition, together with a 
detailed code of security, the International Ship and Port Security Code (ISPS Code) 
(IMO, 2002b), identifies a large juridical structure to defend ships and ports from 
terrorist attacks through a series of preventive measures (Laruffa, 2009). The norms 
adopted by SOLAS are of two different types: Chapter XI-2 and Part A of the ISPS 
Code are the norms of coercive nature, while Part B of ISPS code is constituted by a 
series of recommendations and orientations that are useful for obligatory application 
norms that are not mandatory, except the points considered obligatory by Regulation 
(EC) No 725/2004.Additional regulations for maritime security (e.g., CE 725/2004 
(EU, 2004) and CE 65/2005 (EU, 2005)) have further improved prevention procedures 
and response measures. 
 
In this work, maritime security is analysed, focusing on chemical, radiological and 
explosive threats. The method used for risk assessment of passenger and cargo ships in 
relation to these threats, and available technologies that can be used to avoid illicit acts 
on board ships, are further discussed. 
 
 
2. RISK ASSESSMENT 
 
As described in the SOLAS and ISPS codes, ships and ports protection is based on the 
adoption of active and passive measures constructed on three security levels whose 
application is related to risk assessment (IMO, 2002a, b), and security manoeuvres and 
devices (e.g., for the ship, the security alert system that communicates the ship’s 
position during piracy attack).The awareness of risk is, undoubtedly, the first step of 
each assessment. It is important to identify possible threats, their origins and the 
possible consequences. Essentially, it is necessary to investigate how the item to be 
protected may be attacked and the occurrence rate. Due to the large number of people 
on board, a high value of risk for passenger ships has to be assigned; they may be 
subject to different threats, such as suicide attacks by individuals or groups with 
explosives, chemical, biological and radiological weapons, and hijacking/hostage-
taking, which could lead to the loss of a large number of lives. Nuclear attacks may be 
practically excluded; although the size of nuclear weapons has decreased considerably 
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such as that they have become transportable (the so-called ‘tactical nuclear weapons’), 
their distribution and availability is extremely limited.  
 
The second step is the attribution of a level of probability, according to the 
weaknesses of the ship and the interest to attack it, which could depend on what it 
transports. Values to be attributed range from 1 to 3, depending on whether the 
probability of that threat occurring is low (1), medium (2) or high (3).  
 
The third step of the risk assessment is the determination of the ship’s vulnerability to 
the attacks, by assessing the security measures and their effectiveness, the 
technologies used, and the security personnel’s training. Specifically, two factors 
determine the level of vulnerability: a) accessibility to protected structures in attack 
scenarios, or any physical barriers that deter threat, and b) the security organisation 
providing security plans, communication skills, surveillance personnel, intrusion 
detection systems and timeliness in preventing illicit acts. In this case, the range of 
values is from 1 to 3, depending on whether the vulnerability is low (1), medium (2) or 
high (3).Thus, in order to reduce risk, it is necessary to decrease the vulnerability, by 
identifying all the people who come on board, and installing appropriate barriers that 
allow accessibility to areas that are fundamental for control and navigation of the ship 
(e.g. main bridge, engine room, steering gear, emergency batteries room, emergency 
generator room, etc.) to authorised personnel only. 
 
Finally, it is necessary to assess the impact that could result from an attack. The 
impact is considered limited (1) when the occurrence of the event would result in 
minimal effects, both from technical and economic points of view, with short recovery 
time and no considerable spin-off for politics. The impact level is medium (2) when 
the consequences, although important, are still moderate in comparison with the 
maximum level of danger. Finally, the impact level is severe (3) when the 
consequences are particularly important, with considerable social and political 
implications, both for the loss of human lives and possible interruption of operating 
conditions, and the restoration costs. 
 
Considering these premises, it is possible to calculate the risk as the product of the 
values attributed to the threat, vulnerability and impact: 
 

R = T * V * I (1) 
 

where R represents the risk, T  represents the threat score, V represents the 
vulnerability score and I represents the impact score. A minimal score (1) will be 
assigned in the event of a threat that has a low probability of occurrence, a low 
vulnerability to be attacked, and limited consequences; whereas a maximum score (27) 
will be given a threat that has high occurrence probability, high vulnerability and 
serious impact. 
 
After the risk assessment, it is necessary to define which measures are to be taken in 
order to mitigate the scenario. For the mitigation actions, a score ranging from 0 
(minimum) to 14 (maximum) is assigned. In case of a low event probability, it will be 
enough to adopt ordinary security measures (score of 0-4) to avoid unnecessary alarms 
or repercussions on the operations on board. When such measures achieve maximum 
efficiency, the score attributed is 4. Nevertheless, these measures are improvable 
(score of 5-9), working on the quality of the equipment used, personnel employed and 
procedures carried out. Finally, to reduce the risk, additional security measures may be 
adopted, as well as existing ones (score of 10-14). 
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By including the mitigation actions score into Equation 1, the real risk for a ship is 
defined as: 
 

ER= R – M (2) 
 
where ER represents the effective risk, R represents the risk as expressed in Equation 1 
and M represents the mitigation actions score. In the case of maximum risk, even with 
the most effective mitigations actions, the danger can never be considered completely 
eliminated. All the steps leading to the final risk assessment can be summarised in the 
matrix shown in Table 1. 

 
 

Table 1: Real risk assessment matrix for passenger and cargo ships. 

Threat 
scenario 

Possibility 
of threat 

ratio 
* 

Vulnera-
bility 

** 

Severity of 
consequences 

ratio 
*** 

Level 
of risk 

Mitigation 
actions 

**** 

Real 
risk 

Individual 
suicide 

attacks using 
explosives 

 
Group 
suicide 

attacks using 
explosives 

 
Chemical 

attacks 

 
Biological 

attacks 

 
Radiological 

attacks 

 
Hijacking/ 

hostage 
taking 

 

1 

1  
1 1 0 1 
2 2 0 2 
3 3 0 3 

2 
1 2 1 1 
2 4 2 2 
3 6 3 3 

3 
1 3 2 1 
2 6 3 3 
3 9 4 5 

2 

1 
1 2 5 0 
2 4 5 0 
3 6 5 1 

2 
1 4 6 0 
2 8 7 1 
3 12 8 4 

3 
1 6 7 0 
2 12 8 4 
3 18 9 9 

3 

1 
1 3 10 0 
2 6 10 0 
3 9 10 0 

2  
1 6 11 0 
2 12 12 0 
3 18 13 5 

3 

1 9 12 0 
2 18 13 5 

3 27 14 13 

*1, low; 2, medium; 3, high 
**1, low; 2, medium; 3, high 

***1, limited; 2, moderate; 3, severe 
****0-4, ordinary; 5-9, improved; 10-14, implemented 
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3. TECHNOLOGIES TO MITIGATE THREATS 
 
In order to increase the security on board ships, the equipment and technologies used 
for the detection of terrorist threats have to be strengthened and improved. Several 
techniques are available to identify substances, compounds or explosive mixtures that 
can be brought on board (Caygill et al., 2012). As the embarkation of passengers and 
goods on a ship occurs quickly, the technologies employed must provide quick 
response and low rate of false positives.  
 
A possible strategy for explosives detection is the use of sniffers (explosive trace 
detectors, ETDs) (Thomas et al., 2007) that utilise a technology based on amplifying 
fluorescent polymers. Such polymers lose fluorescence when in contact with 
explosives proportionally to the explosive concentration. The high sensitivity of this 
tool (in the magnitude of picograms) allows for the detection of explosives present in 
trace amounts on suspected persons, clothings and items. Furthermore, the ability to 
detect explosives in the form of vapours makes it feasible to use for inspecting sealed 
containers. False positives can be easily managed by completing the control process 
through a detailed inspection of the suspect. The detection results are available within 
seconds through the reading on a bright display. Moreover, the use of ETD does not 
require particular technical training for the operator, who can use it with just one hand 
thanks to the reduced weight and minimum bulk. Considering all these advantages, in 
order to analyse suspected passengers or baggage, an ETD at each access point of the 
ship is recommended. 
 
In addition, special equipment for the analysis of liquids is necessary for different 
access points: these technologies should analyse all the liquids contained in bottles or 
similar, and provide information related to its potential explosive hazard. A possible 
solution for this task is represented by Raman spectroscopy, which allows the control 
of plastic, glass or any other material containers permissive to light passage (Moore & 
Scharff, 2009). After the identification of a potential risk in a liquid using Raman 
technologies, it is essential to delegate the analysis to a laboratory for the 
identification of the substance using different technologies, such as liquid or gas 
chromatography, coupled with mass spectrometry.  
 
Detection of chemical neurotoxic or vesicant agents can be performed using ion 
mobility spectrometers (Mäkinen et al., 2010) installed at some crucial points in the 
ship to analyse airborne dusts. It is completely non-invasive and connectable to an 
alarm system that sorts the signal on the dashboard instrumentation without the need 
for a qualified operator. Such devices are mainly common for military applications, in 
which the risk of chemical attack is more concrete, whereas they are still relatively 
unknown for passenger and cargo ships. 
 
Ion mobility spectroscopy technology is used by chemical agent monitors (CAMs), an 
automatic detector of chemical, nerve and vesicant weapons. This tool is optimised in 
a small and handy portable version. However, the presence of a radiation source inside 
it makes it very dangerous in case of impact or damage, such as by fire. Additional 
problems could arise for the modalities of the instrument’s safekeeping. Therefore, its 
adoption on board of a passenger ship cannot be recommended, except in cases of 
particular and specific information about the possible use of chemical weapons. 
 
Another technology for the detection of dangerous chemical agents is flame 
spectrometry (Seto et al., 2005), which uses the specific emissions of organic 
substances containing sulphur and/or phosphorus during a combustion process in an 
air/hydrogen flame. This equipment does not use radiation sources, and thus, 
transportation and safekeeping are very simplified. 
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Finally, to detect radioactive sources, a Geiger-Muller detector can be used (Gallo et 
al., 2013). Due to its high sensitivity, its utility is not so much to discriminate the type 
of ionising particle or to obtain information on its energy, but rather to count 
individual pulses of radiation, even with low ionising power. According to the type of 
emission, there are Geiger-Muller detectors suitable for α, β or γ particles. A Geiger-
Muller detector could be placed inside or immediately after a metal detector portal or 
an apparatus for security screening of baggages in order to verify the presence of 
radiation sources at the same time of embarkation. A γ-ray source, diffusible for miles 
and exclusively dimming with lead plates, could represent a very serious threat aboard 
a passenger ship, and thus, the use of a Geiger-Muller detector is highly 
recommended. 
 
 
4. CONCLUSION 
 
In the aftermath of the September 11, 2001 terrorist attack, security measures that 
were usually taken and appeared suitable to ensure good governance of the seas have 
been woefully called into question. The need for safety and security of civil society 
now imposes that public and private entities do their best, with all the resources at 
their disposal so that the maritime area and the activities that occur in it do not become 
a place and instrument of terrorist actions. Therefore, a revolution in the scenario of 
safety and security has occurred. The approach to the concept of security has changed 
and new strategies, using tools and technologies that are suitable and effective, have 
been researched. 
 
In the maritime sector, the potential threats that may involve a ship must be 
continuously assessed and commensurate with the international geopolitical context. 
In order to continuously improve the counter measures, it is important to estimate the 
real risk of a naval unit in a certain context. Adequate personnel training and 
international cooperation programmes are fundamental to effectively prevent and 
combat terrorist threats. In this manner, operational and technical knowledge in the 
field of maritime safety can be extended and implemented. Particular attention should 
be paid to emerging threats, arising from the use of biological, chemical, radiological 
or explosive (CBRNe) agents. In this context, at the University of Rome Tor Vergata, 
a team of experts is involved in the training of first responders and decision makers for 
CBRNe events (Cenciarelli et al., 2013a, b, 2014; Pazienza et al., 2013, 2014; Di 
Giovanni et al., 2014; Malizia et al., 20110, 2011, 2012; Cacciotti et al., 2014; 
Sassolini et al., 2014).  
 
A passenger ship represents an attractive target for terrorists, due to the large number 
of people on board: for this reason, the level of risk is considered high and hence, it is 
essential to act by increasing security measures, using the latest technology and 
training staff carefully. To this end, equipment for liquids analysis, radiation sources 
control, and explosives and chemical weapons detection represent a useful solution to 
reduce the risk threshold to within the acceptable safety level. 
 
In order to prevent threats in the maritime sector, it is absolutely recommended the 
installation of specific equipment at each point of access on the ship. Currently, 
several techniques to quickly identify CBRNe agents, without the need for skilled 
operators, are available. In particular, ETD allows for explosives detection with high 
specificity and sensibility. For the analysis of liquids, a possible strategy to be used is 
Raman spectroscopy, which provides information about the potential riskiness as 
explosive. Ion mobility and flame spectrometries are useful to detect dangerous 
chemical agents illicitly brought on board for terrorist purposes. Finally, Geiger-



96 
 

Muller detectors are suitable to detect radiation sources that are very dangerous for 
health. 
It is important to note that the identification of substance riskiness is not enough; the 
analysis must continue in a laboratory ashore, using additional technologies for 
accurate determination of the suspicious substance. The choice of the most suitable 
equipment to combat all the possible threats that could involve a ship is not easy. 
Boarding of the ship is the most delicate stage, whereby balancing security with the 
limited time of embarkation represents the goal to be reached. 
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ABSTRACT 
 

This paper discusses the design and development of a laboratory scale remotely operated vehicle 
(ROV) using Lego Mindstorms. The prototype ROV is a compact unit built using a limited number of 
components and is suitable for underwater inspection using a web camera. The ROV’s operational 
efficiency and performance was evaluated based on its ability to move forwards and backwards, 
ascending and descending rates, and turning radius with respect to motor speed. Reverse engineering 
was used to identify manoeuvring problems before modifications were made. The size of the 
propulsion motors and propellers to propel the ROV were calculated and recommended theoretically.  

 
Keywords: Remotely operated vehicle (ROV); Lego Mindstorms; dry and underwater manoeuvring 

tests; propeller thrust; drag force.  
 
 
1. INTRODUCTION 
 
Advancements in technology in this day and age have led to the creation of robots to increase 
work efficiency and reduce human workload. A remotely operated vehicle (ROV) is a highly 
manoeuvrable tethered underwater robot that operates in response to human commands (Christ 
& Wernli, 2007; Shepherd, 2009). They are made for underwater exploration, recoveries, 
inspections, search and rescue, trenching, cable burial, and much more. ROVs are connected to 
the surface platform by a cable or umbilical cord that provides power and control 
communications. ROVs may sometimes be called remotely operated underwater vehicle to 
distinguish it from remote control vehicles operating on land or in the air (Azis et al., 2012). 
 
The use of autonomous underwater vehicles (AUVs) and ROVs for subsea measurements and 
monitoring as well as other tasks are rapidly growing (Robinson & Keary, 2000; Christ & 
Wernli, 2007). In Malaysia, there is a large demand of ROVs for underwater applications, 
particularly in the oil and gas industry. Contractors have been depending on foreign makers or 
suppliers for ROVs. To this end, efforts are emerging to develop ROV prototypes by local 
companies. 
 
Despite advanced specifications of ROVs, researches are continuing to improve their 
performances and capabilities beyond standard usage, such as inspection and maintenance in 
the offshore oil industry, mine hunting, mapping, and marine research. Generally, the 
motivation for developing a ROV has been the desire to eliminate or reduce the need for divers 
as this involves safety, endurance and cost. ROVs are designed based on sub-systems and 
operators need to understand the entire system before they are able to control and manipulate a 
ROV from a surface vessel. ROVs can vary in size from small vehicles with video for simple 
observation up to complex systems, which can have several dexterous manipulators, TVs, video 
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camera, tools and other equipment (von Alt et al., 1994; Frost et al., 1996; Nakamura et al., 
2001; Christ & Wernli, 2007; Azis et al., 2012). 
 
The aim of this study is to design and develop a laboratory scale ROV using Lego Mindstorms. Lego 
Mindstorms is a line of programmable robotics that comes in a kit containing many pieces, 
including sensors and cables (Erwin, 2001; Ferrari et al., 2002). The operational efficiency of 
the constructed prototype ROV is evaluated based on its movements and speed in a test tank 
with respect to motor speed. The ROV is fitted with a web camera and sensors for underwater 
inspection. 
 
 
2. DESIGN OF THE PROTOTYPE ROV 
 
The constructed prototype consisted of the primary components shown in Figure 1. The 
computer and the NXT Intelligent Brick, which is a programmable Lego brick, are used to 
control the ROV, which has built-in webcam, motors, sensors, etc. 

 
 

 
 

Figure 1: The primary components and control flow of the prototype ROV. 
 
 

This design involved programming using Lego Mindstorms NXT 2.0, which provides a visual 
programming language for writing simple instructions and uploading them to the NXT Brick. 
Lego Mindstorm employs command box programming. Figure 2 shows the program designed 
for the ROV. The light emitter graphic in the program is used to control the light emitting 
function of the ROV when it is in operation, while the light sensor graphic is used to detect and 
record the surrounding brightness of the environment during underwater inspections. This 
function allows the ROV to sense the presence of obstacles that allows the user to manoeuvre 
the ROV more cautiously or manoeuvre away from the obstacles. The remote control function 
is used to control the motors of the ROV remotely. A Cyberlink YouCam web camera, which is 
easily available in the market, was incorporated into the ROV to capture and record images and 
video. 
 
A container made of plastic material was used as the housing where all the ROV’s electronics, 
including motors and batteries, are packed together. The NXT Brick was given extra protection 
by wrapping it using a plastic sheet. Three identical servomotors with reduced gear assemblies 
were used to propel the ROV. The internal optical rotary encoders sense the motor rotations 
within one degree of accuracy. 
 
Figure 3 shows the propellers and motors fitted onto the ROV. Two bladed propellers, with 
diameter of 38 mm and made of plastic, were chosen to propel the ROV because they are cheap 
and suitable for small brushed electric motors. One motor runs two propellers that are set 
vertically. Two horizontal thrusters, fitted at the rear of ROV, are used. They are connected and 
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driven by individual motors. In order to move forwards and backwards, the motors are 
controlled to move in the required directions (Table 1). With this configuration, the ROV is 
able to move in three dimensional spaces. Four propeller shafts, with length of 55 mm and 
diameter of 4 mm, were used to connect the propellers and motors.  

 
 
 
 

 
 

Figure 2: The Lego Mindstorms NXT 2.0 ROV program. 
 
 
 
 

 
 

Figure 3: The ROV’s propellers and motors configuration. 
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Table 1: Control of movements of the ROV by varying the speeds and directions of the motors. 

ROV movement Left propeller (horizontal) Right propeller (horizontal) 
Forward Clockwise Anticlockwise 

Backward Anticlockwise Clockwise 
Left Stop Anticlockwise 

Right Clockwise Stop 
Forward left Clockwise: Half speed Anticlockwise 

Forward right Clockwise Anticlockwise: Half speed 
Backward left Anticlockwise: Half speed Clockwise 

Backward right Anticlockwise Clockwise: Half speed 
ROV movement Left propeller (vertical) Right propeller (vertical) 

Up Clockwise Clockwise 
Down Anticlockwise Anticlockwise 

 
 
 
Figure 4 shows the ROV’s internal equipment configuration. For the ROV to collect data or 
react to its environment, a light sensor detects the light level in one direction while a light-
emitting diode (LED) illuminates the object. For the LED to illuminate the object and the web 
camera to view it from the casing, a square hole was made in the housing and a clear glass was 
fitted to cover the opening. For buoyancy control and to keep the ROV in the right orientation, 
syntactic foam and weight (lead with varying values from 0.01 to 0.1 kg) were used to fill the 
case based on hydrostatic calculations. The ROV was designed to have slight positive buoyancy 
and, in the case of malfunction, will rise to the surface. The lid of the case and any other holes 
made for the control system, power cords, glass opening and shafts were sealed with silicone 
sealant. The whole ROV system is powered by six AA alkaline batteries.  
 
 
 
 

 
 

Figure 4: The ROV’s internal equipment configuration. 
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3. EVALUATION OF THE PROTOTYPE ROV’S OPERATIONAL EFFICIENCY 
 
A dry test was carried out to ensure the operation of all controls, including the functionality of 
all sensors and web camera. Evaluation of the ROV’s operational efficiency was then 
conducted based on its forward and backward movements, ascending and descending rates, and 
turning radius with respect to motor speed when tested in a test tank.  
 
 
3.1 Dry Test 
 
The ROV’s control system responded well during the dry test. Figure 5 shows the light emitting test 
for the ROV’s light emitter, where it emitted red, green and blue lights as controlled by the user. 
Figure 6 shows the results of the light sensor test, with the graph showing the percentage of light 
changes detected by the light sensor over the period of 1 min; 0 % indicates total darkness, while 100 
% indicates a bright condition for the ROV to collect data of the surrounding environment. The light 
percentage decreased in the first 10 s when the ROV moved closer to a tank’s wall, and increased in 
the next 10 s when it moved away from the wall.  Between the periods of 40 to 50 s, the light intensity 
was at the highest when light was beamed towards the light sensor. Figure 7 shows the images 
captured by the web camera during the ROV’s dry and underwater tests.  

 
 

           
(a)      (b)    (c) 

Figure 5: The ROV’s light emitter emitting (a) red, (b) green and (c) blue lights. 
 
 

 
 

Figure 6: Percentage of light changes detected by the light sensor over the period of 1 min. 
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(a)      (b) 

 
Figure 7: Images captured by the web camera for the (a) dry and (b) underwater tests.  

 
 

3.2 Underwater Manoeuvring Test  
 
The ROV was designed to have slight positive buoyancy, for which 3.05 kg of well distributed 
weight was added. When the ROV was tested in the water, there was not enough thrust from the 
motor and propellers to move the ROV forwards and backwards, turn, and dive as the power 
could not overcome the drag force in the water. The results of computation of drag force 
against velocity for different hull shapes are shown in Figure 8, with the prototype ROV being 
cubic shaped. 
 
 

 
Figure 8: Results of computation of drag force against velocity for different hull shapes. 

 
 

 
Figure 9 shows the graph of the propeller thrust calculated compared to the ROV’s drag force. 
It is observed that the thrust provided by the motors and propellers was not able to propel the 
ROV or overcome the drag force. To solve this problem, it is proposed that a new 3 bladed 
propeller, with diameter of 50 mm and angle of blade slope of 42°, be added. Based on this 
change, Figure 10 shows that the propeller thrust calculated can overcome the drag force for the 
ROV to move forwards and backwards, turn, and dive. In addition, a more streamlined housing, 
such as using half sphere shape, would certainly reduce the ROV’s drag force. 
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Figure 9: Comparison of the ROV’s propeller thrust and drag force. 

 
 

 
Figure 10: Comparison of the ROV’s propeller thrust and drag force after addition of the new propeller. 

 
 
4. CONCLUSION 
 
The ROV used in this study was powered solely by a programmable LEGO intelligent brick and 
was primarily assembled using standard LEGO components. This ROV is very compact, 
containing only a limited number of components. While the ROV functioned successfully in  
the dry test, the underwater manoeuvring tests were a failure. This was due to the ROV’s 
propeller thrust being insufficient to overcome the drag force. The new proposed propeller was 
shown able to produce sufficient propeller thrust to overcome the drag force.  
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ABSTRACT 
 
Prolonged and excessive exposure to noise inside truck cabins can cause long term harm and adverse 
effects to drivers. To this end, the objective of this study was to monitor noise exposure at the driver’s 
ear level while driving a Malaysian Army (MA) three-tonne truck using the Integrated Kurtosis-based 
Algorithm for Z-notch Filter (I-kazTM) statistical analysis method. The recorded raw noise exposure 
data was analysed using I-kazTM to provide the I-kazTM coefficient Z∞ and I-kazTM display, which is a 
3D graphical representation of the degree of data scattering. It was found that increase of sound 
pressure level SPL and truck speed result in increase of data scattering in the I-kazTM display and 
value of Z∞.  This study demonstrates that I-kazTM is a very effective method for noise monitoring as it 
can detect SPL changes that are very small.   
 
Keywords: Noise monitoring; Integrated Kurtosis-Based Algorithm for Z-notch Filter (I-kazTM); 

sound pressure level; truck speed; data scattering.   
 

 
1. INTRODUCTION 
 
Noise-induced hearing loss is one of the most common occupational disabilities due to extremely loud 
noises or prolonged exposure to noise. Exposure to loud noise, even for a few minutes, can cause 
temporary hearing loss. If the exposure is repeated over time, recovery decreases and eventually, the 
temporary degradations become permanent. Individual susceptibility to noise-induced hearing loss 
varies widely. Some of these health effects include increased risk of cardiovascular disease, and 
negative effects on sleep, communication, performance, behaviour, reading, memory acquisition and 
mental health (DOD, 1993). Furthermore, many studies have demonstrated the impact of decreased 
communication due to noise exposure on vehicle operations (Nakashima et al., 2007; Weatherless et 
al. 2012 ). 
 
The basic steady state noise criterion for conservation of hearing is that unprotected personnel should 
not be exposed to noise levels that are higher than 85 dB(A) for a duration of 8 h (DOD, 1991, 1993; 
DHHS, 1998). Prolonged exposure to noise levels above 85 dB(A) can damage inner ear cells and lead 
to hearing loss. Research has shown that noise is one of the leading causes of hearing loss for millions 
of people with impaired hearing in the U.S. In addition, noise can change a man’s physiological state 
by speeding up pulse and respiratory rates. According to medical studies, there is an increased risk to 
the cardiovascular system from sound pressure levels of above 65 dB (A) (Fooladi, 2012). 
 
Hearing loss is a widespread, severe and costly problem to many military veterans returning from 
service (Humes et al., 2006), with the precise mechanisms and full impact of hearing loss on 
dismounted operations remaining uncertain (Weatherless et al., 2012). The Malaysian Armed Forces 
(MAF) Medical Board reported that an increasing number of MAF personnel and veterans are 
suffering from hearing problems, with 22% of them found to be suffering from the problem between 
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2000 and 2008 (Bernama, 2011). Most importantly, hearing loss degrades the soldier’s ability to 
understand direct commands and radio messages, making it more difficult for the soldier to operate as 
a member of a squad and increasing the soldier’s vulnerability. In addition, reduced hearing ability 
creates situational awareness problems for soldiers operating on the battlefield  (Humes et al. 2006). 
Radio communications further increase the noise exposure at the ear because operators tend to 
increase the volume to hear the speaker over the background noise (Pääkkönen & Lehtomäki, 2005). 
 
Vehicle interior noise inside the driver’s cabin is a combination of engine, road, intake and exhaust, 
aerodynamics, components and ancillaries, and brakes. Noise and vibration also originates from 
outside the vehicle, interacting with the vehicle structure and then producing radiated sound inside the 
driver’s cabin.  Vehicle noise can cause hearing loss, and discomfort and annoyance to personnel 
(Harrison, 2004). Previous studies on several Malaysian Armed Forces (MAF) vehicles showed that 
the noise level inside the driver’s cabin increases with increasing truck speed (Aziz et al.,  2014a). 
 
The objective of this study is to explain a new method for determination of noise exposure in the 
driver’s compartment of Malaysian Army (MA) three-tonne trucks based on changing truck speed 
using the statistical analysis method known as Integrated Kurtosis-based Algorithm for 𝑍-notch filter 
(I-kazTM). The findings of this study will demonstrate that I-kazTM is capable of providing noise 
exposure observation 
 
 
2. INTEGRATED KURTOSIS-BASED ALGORITHM FOR Z-NOTCH FILTER  

(I-KAZTM)  
 
Statistical analysis is a mathematical science pertaining to the collection, analysis, explanation and 
determination the distribution of data and classification of random signals. In this study, statistical 
analysis for noise exposure was performed using the I-kazTM method, which was developed to detect 
changes in measured mechanical signals. I-kazTM was developed for both descriptive and inferential 
statistics, whereby the numerical descriptor of I-kazTM is the I-kazTM coefficient Z

∞
. This is supported 

by 3D graphical summarisations of the frequency distribution known as the I-kazTM display. It is used 
to model patterns in the data, accounting for randomness and drawing inferences about the larger 
population, which is classified as the inferential statistics. Unlike existing statistical analyses, such as 
standard deviation, variance and kurtosis, this method can indicate both amplitude and frequency 
differences by simultaneously obtaining Z

∞
and the I -kazTM 3D display (Nuawi et al. 2008).  

 
The main idea of the I-kazTM method is decompose a time domain signal into three frequency ranges, 
which are low-frequency (LF) range of 0–0.25 fmax, high-frequency (HF) range of 0.25 fmax –0.5 fmax 
and very high-frequency (VF) range of 0.5 fmax. The selection of 0.25 fmax and 0.5 fmax as the low and 
high frequency limit respectively was chosen by considering the 2nd order of the Daubechies concept 
in the signal decomposition process (Daubechies 1992). Z

∞
, as shown in the following equation, 

measures the space of scattering in the I-kazTM display: 
 
 

𝑍∞ =  �∑ (𝑥𝑖
𝐿−µ𝐿)4𝑁

𝑖=1
𝑁2 + ∑ (𝑥𝑖

𝐻−µ𝐻)4𝑁
𝑖=1

𝑁2 +  ∑ (𝑥𝑖
𝑉−µ𝑉)4𝑁

𝑖=1
𝑁2                                                  (1) 

 
where x

i

L
, x

i,

H 
and x

i

V 
are the values of discrete data in the LF, HF and VF ranges respectively, at the ith 

sample of time; μ
L
, μ

H 
 and μ

V 
are the means of each frequency band; and N is the number of samples. 

 
I-kazTM was used for extracting the raw data features of sound pressure P that was measured from the 
sound level meter during noise monitoring. The recorded data was transferred to a computer, and 
analysed using MATLAB to compute Z

∞ 
and produce the I-kazTM display in real time (Aziz et al. 

2014b). 
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3. METHODOLOGY 
 
This study was conducted on a Malaysian highway with tarmac road surface. A DuO smart noise 
monitor that utilises an A-weighted scale was used to measure P in the truck driver’s compartment, 
with its calibration performed using a Bruel & Kjaer 4231 calibrator. The measurements were 
conducted at various truck speeds (0, 40, 80 and 100 kmh-1), and were done at the same level as the ear 
position of the drivers as stated in ISO (1980) (Fig. 1).  
 
 
 
 

 
Figure 1: Microphone position at the driver’s seat 

Source: ISO (1980) 
 
 
 

The measurement for each truck speed was repeated to ensure that the data is accurate and reliable for 
further analysis. All the measured raw data was converted to sound pressure level (SPL) in dB(A) 
using the following equation: 
 

𝑆𝑃𝐿 = 20 log10
𝑃

𝑃𝑟𝑒𝑓 
    (2)                                                                                        

 
where Pref  is the reference sound pressure value of 20 x10-6 Pa. The arithmetic mean value for each 
trial was determined. The measurements were considered as valid if the range of the measurements at 
each speed made immediately one after the other was not greater than 2 dB(A) (Aziz et al., 2014b). 
The highest SPL value given by these measurements constituted the result (MNRE, 1987) and was 
used as raw data for the I-kazTM statistical analysis. 
 
 
4. RESULTS AND DISCUSSION   
 
Table 1 shows the change of values of Z

∞

, P and SPL with varying truck speed. The truck at the idle 
position showed the lowest SPL (67.7 dB(A)) and Z

∞

 (3.39 x 10-8) values. When the truck speed was 
increased, SPL and Z

∞  
also increased proportionately, with the highest truck speed (100 kmh-1) 

showing the highest SPL (82.4 dB(A)) and Z
∞ 

(1.04 x 10-6). Previous studies on several numbers of 
Malaysian Armed Forces (MAF) vehicles also indicated that noise and vibration levels increased with 
increasing vehicle speed (Aziz et al., 2012, 2014). When the truck is moving at increasing speed, the 
noise and vibration produced from the engine, exhaust, road-tyre interaction, rear cabin and others 
increase. 

 
  



110 
 

Table 1: Values of P, Z
∞

 and SPL for the various speeds of the truck. 

No. of test Truck speed  
(kmh-1) Z∞ P (Pa) SPL 

 (dB(A)) SPLavg (dB(A)) 

1 
0 

2.85 x 10-7 0.0570 69.1 
68.1 2 7.17 x 10-8 0.0480 67.6 

3 3.39 x 10-8 0.0485 67.7 
4 

40 
6.93 x 10-7 0.1026 74.2 

73.7 5 8.62 x 10-7 0.0925 73.3 
6 5.08 x 10-7 0.0968 73.7 
7 

80 
1.15 x 10-6 0.1722 78.7 

79.1 8 5.46 x 10-7 0.1762 78.9 
9 8.75 x 10-7 0.1954 79.8 
10 100 1.17 x 10-6 0.2489 81.9 82.2 
11 1.04 x 10-6 0.2637 82.4 

 
 
Figure 2 shows the I-kazTM displays for the various truck speeds. From the data dispersion, it can be 
concluded that the lower value of Z

∞ 
at 0 kmh-1 represents small space scattering, while its higher 

value at 100 kmh-1 represents larger space scattering. This method is used to model the data patterns 
from the I-kazTM display, which accounts for the randomness and draws inferences from a larger 
population. It is developed based on the concept of data scattering about the data centroid and 
classifies the display according to inferential statistics. The I-kazTM method is used to model the data 
patterns, which accounts for the randomness and draws inferences from a larger population. These 
inferences are very useful for estimating and forecasting future observations (Nuawi et al. 2009). This 
indicates that increase of SPL will result in increase of data scattering in the I-kazTM display and value 
of Z

∞
.  

 
 

 
Figure 2: I-kazTM displays for truck speeds of: (a) 0 kmh-1, Z

∞
 = 2.85 x 10-7  (b) 40 kmh-1, Z

∞
 = 6.93 x 10-7 

(c) 80 kmh-1, Z
∞
= 8.75 x 10-7  (d) 100 kmh-1, Z

∞
 = 1.04 x 10-6. 
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5. CONCLUSION 
 
In this paper, noise exposure for MA three-tonne truck drivers was analysed using the I-kazTM 
statistical analysis method. The study showed that Z

∞ 
increased proportionately with increasing SPL. 

From the I-kazTM displays, there was increasing size of data scattering for increasing SPL and truck 
speed. The I-kazTM displays are capable of providing noise exposure observation, because it can detect 
small changes of noise exposure. Thus, a warning system of excessive noise exposure, particularly for 
comfort and health of MA three-tonne truck drivers, can be developed using the statistical analysis 
method proposed in this paper. 
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ABSTRACT 
 

The purpose of this study is to determine the trend of amount of rainfall and number of flood incidents 
in the Klang Valley for the period of January 2008 to June 2013 for forecasting. The study was 
conducted using three analysis techniques, which were trend, time series and regression analyses. 
The results of the trend analysis showed that there was no significant trend in the graphs of rainfall 
and floods. Of the time series models used, the exponential smoothing model was found to have the 
lowest mean absolute value deviation (MAD) from the actual meteorological data and hence, was 
selected as the best forecasting model. Based on this model, the predicted values for Q3, 2013 in the 
Klang Valley for  amount of rainfall and number of flood incidents were 4,103.24 mm and three 
respectively. Based on the results of the regression analysis, the correlation coefficient showed a 
weak relationship between the amount of rainfall and number of flood incidents. The results of the 
statistical analysis demonstrated that there is not enough evidence to indicate that there is a 
significant relationship between the two parameters. 

 
Keywords: Amount of rainfall; number of flood incidents; trend analysis; time series analysis; 

regression analysis. 
 

1. INTRODUCTION 
 
Malaysia has a climate that is categorised as equatorial, as it is located near the equator. Being hot and 
humid all year round, its average rainfall is around 250 cm a year, while the average temperature is 27 
°C. Malaysia experiences two monsoon seasons, the Southwest Monsoon from late May to 
September, and the Northeast Monsoon from November to March. The Northeast Monsoon usually 
brings in more rainfall as compared to the Southwest Monsoon, originating from China and the north 
Pacific. The transition period of the two monsoons is between March and October (MMD, 2014).  
 
In recent years, natural disasters due to rain, especially floods and landslides, have often occurred in 
Malaysia, resulting in loss of lives and damage to properties. For example, the floods that occurred in 
Peninsular Malaysia from 30 October 2010 to 11 November 2010, and from 30 January 2011 to 15 
February 2011 resulted in a total of 231,337 victims from 57,094 families being relocated to 906 
evacuation centres and 21 people dead. In the past decade, the country has experienced several major 
floods. Across flooded areas of about 29,000 km2, or 9% of the area of the country, more than 2.7 mil. 
people were affected. The total flood damage was assessed to be more than RM 100 mil. (NSC, 
2011). According to the President of the Malaysian Society for Engineering and Technology (mSET), 
Dato’ Prof. Dr. Abang Abdullah Abang Ali, the current situation is even more worrying because 
according to the statistics released by the Malaysian Meteorological Department (MMD), it is found 
that Malaysians are increasingly at risk of natural disasters due to abrupt climate changes, such as 
rising rates of rainfall, thunderstorms and landslides (Bernama, 2013). 
 
Therefore, accurate prediction of rainfall is very useful for managing the preparation for the 
possibility of floods. It would also facilitate the MMD in issuing early warnings to local residents. 
According Rozilawati (2001), forecasting of rainfall in Malaysia as a whole is done manually by 

http://en.wikipedia.org/wiki/Equatorial_climate
http://en.wikipedia.org/wiki/Monsoon
http://en.wikipedia.org/wiki/China
http://en.wikipedia.org/wiki/North_Pacific
http://en.wikipedia.org/wiki/North_Pacific
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several forecasters, with no one single model or formula used. This has caused difficulty to the MMD 
in providing accurate predictions. Inaccurate forecasts can increase the risk of loss of lives and 
damage to properties, in addition to making the preparation for disaster planning by the authorities 
more difficult. While the MMD has developed a predictive rainfall modelling system, it still needs to 
be improved (MMD, 2014).  
 
Precipitation is one of the processes or reactions for multiple earth systems, including flood plain 
systems, to achieve stability. The magnitude of the influence rainfall on a particular system depends 
largely on the intensity of rainfall over a period of time (Moody & Deborah, 2001; Daniel et al., 2006; 
Azumi et al., 2010; Muhammad Barzani et al., 2010). Siti Fadzilatulhusni and Main (2011) found that 
there is a very close relationship between floods, and rapid development and urbanisation. If 
development processes are not done in a sustainable approach, it would result in higher likelihood of 
severe floods. Most of the researches conducted in regards to rainfall forecasting have used satellite 
information data or single station meteorological data. Liu & Lee (1999) suggested that datasets from 
multiple meteorological stations should be used to form a better understanding of the rainfall 
characteristics of an area. There have also been numerous researches conducted using neural 
networks, such as by Liu & Lee (1999), McCullagh et al. (1999) and Luk et al. (2000). For the 
purpose of flood forecasting and river monitoring in the Klang Valley, the Department of Irrigation & 
Drainage (DID) has developed the Integrated Flood Forecasting and River Monitoring System 
(IFFRM) (Livia et al., 2012).  It can be concluded that there have been numerous extensive researches 
conducted in the area of rainfall and flood forecasting and trend analysis. However, as the world’s 
climate condition continues to change year by year, the need for continuous and localised monitoring 
and research will always be highlighted as crucial. 
 
The purpose of this study is to determine the trend of amount of rainfall and number of flood incidents 
in the Klang Valley for the period of January 2008 to June 2013 for forecasting. The main objectives 
of this research are: 

i. To compare the trends of amount of rainfall and number of flood incidents. 
ii. To forecast the amount of rainfall and number of flood incidents that would occur in the third 

quarter (July-September) of 2013. This would then be compared with the actual 
meteorological data for verification. 

iii. To determine the relationship between the amount of rainfall and number of flood incidents 
that occurred. 
 
  

2. METHODOLOGY 
 
2.1  Data Collection 
 
This study required data on rainfall and floods in the Klang Valley for the period of January 2008 to 
June 2013. Rainfall data was obtained from six meteorological stations in the Klang Valley, which 
were KLIA Sepang, Petaling Jaya, Subang, Ampangan Ulu Langat, JAKOA Gombak and Klang Gate, 
while flood data was obtained from the DID. The data was sorted on a quarterly basis and plotted 
against time (Figure 1). It should be noted that this study did not include other meteorological data, 
such as mean sea level pressure, temperature, wind speed and direction, and seasonal climates, which 
may affect the forecast results. 
 
 
2.2 Data Analysis 
 
The study was conducted using three analysis techniques, which were trend, time series and 
regression analyses. The analyses adopted the Excel and Excel QM software in order to obtain the 
results. 
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Figure 1: Collected data on amount of rainfall and number of flood incidents in the Klang Valley. 
 
 
2.2.1 Trend Analysis 
 
In order to determine the trends of amount of rainfall and number of flood incidents, trend analysis 
was used. It was performed through upward or downward movement of the data over time with a 
linear or curve-linear (non-linear) trend. Typically, the curve would be projected into the future for 
medium and long-term forecasts. There are several mathematical trend equations that can be 
developed, such linear, exponential or quadratic equations. In other words, the mathematical trend 
equation that would be developed would be a straight line that describes the relationship between the 
variables to be predicted (total amount of rainfall and number of flood incidents) and the variable used 
in the prediction (time or period) (Render and Stair, 2012). 
 
 
2.2.2 Time Series Analysis 
 
Time series models are used to predict future behaviour using historical data. These models make the 
assumption that what has happened in the past is an indicator on what will happen in the future. In 
other words, time series models refer to what has happened over a period of time and use a series of 
past data to conduct a forecast (Render and Stair, 2012). This study used time series analysis with 
three types of models to predict the amount of rainfall and number of flood incidents for Q3, 2013 
(July-September): 
 

i. Naïve model:  
This model makes the assumption that the present is the best predictor of the future. A simple 
example of a naive model type would be to use the actual value of the current period as the 
forecast for the next period. In this study, Q2 2013 is the period would be used to forecast Q3 
2013. 
 

ii. Exponential smoothing model:  
Both moving averages and weighted moving averages are effective in smoothing out sudden 
fluctuations in the demand pattern in order to provide stable estimates. In fact, increasing the 
size of k (number of periods averaged) smoothes out fluctuations even better. However, doing 
so requires extensive records of past data. An alternative forecasting approach that is also a 
type of moving average technique, but requires little record keeping of past data, is called 
exponential smoothing. This model uses smoothing constant of time series models for 
predictions. A smoothing constant where α  is a weight that has a value between 0 and 1. The 
smoothing constant can be changed to give more weight to recent data when the value is high 
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or more to past data when it is low. For this study would be used the smoothing constant 
value, α is 0.4, it can be shown mathematically that the new forecast is based almost entirely 
on value in the past periods.. 
 

iii. Moving average model:  
Moving averages are useful if we can assume the item we are trying to forecast will stay fairly 
steady over time. We calculated a two-period moving average by summing the actual value of 
the item for the past two periods and dividing the total by 2. This moving average serves as 
the forecast for the next period. With each passing period, the most recent period’s actual 
value is added to the sum of the previous two periods’ data, and the earliest period is dropped. 
This tends to smooth out short-term irregularities in the time series. For this study, the two 
previous quarters (Q1 and Q2, 2013) were used for prediction of Q3, 2013. 

 
The overall accuracies of the forecasting models were determined based on the mean absolute value 
deviation (MAD) from the actual meteorological data. The model with the lowest value of MAD was 
determined as the best model for prediction of the amount of rainfall and number of flood incidents. 
 
 
2.2.3 Regression Analysis 
 
Regression analysis is the analysis of the linear relationship between two or more independent 
variables and the dependent variable. This analysis is used to determine the direction of the 
relationship between independent variables with dependent variables which relate either positively or 
negatively, and to determine the value of the dependent variable when the independent variables show 
an increase or decrease. In this study, regression analysis was used to determine if there is a 
significant relationship between the amount of rainfall X and number of flood incidents Y, which were 
the independent and dependent variables respectively. The regression equation can be described as 
follows (Piaw, 2012): 
 

Y = a + bX  + e   (1) 
 
where: 
 
a: Constant (Y when X = 0) 
b: Regression coefficient 
e: Error / residual. 
 
 
3. RESULTS & DISCUSSION 
 
3.1 Trend Analysis 
 
Through observations made for the period of January 2008 to June 2013 (Figure 1), there were 
patterns of similarities between the amount of rainfall and number of flood incidents, whereby 
increase in amount of rainfall showed increase in number of flood incidents. While patterns of 
similarities were observed between the two datasets, no significant trend was observed. 
 
The amount of rainfall from Q1, 2010 to Q1, 2011 showed no significant difference; there were no 
quarterly fluctuations as was the case in the other quarters, and it appeared to be distributed evenly 
throughout the period. This might be caused by weather phenomenon, such as La-Nina, which can 
affect the amount of rainfall. The number of flood incidents also showed a similar pattern. In Q2, 
2013, it was also observed that although the amount of rainfall decreased, the number of flood 
incidents increased. It is likely that this quarter, covering the months of April, May and June, marks 
the transition monsoon, where convective rain often occurs, causing high intensity of rainfall in a 
short period. This can be seen by the amount of rainfall measured hourly.  
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Trend analysis for both datasets was done against time, with the results shown in Figure 2. From the 
trend analysis, the amount of rainfall for Q3, 2013 in the Klang Valley was predicted to be 4143.8 mm 
while the number of flood incidents was predicted to be two. 
 
 
 
 
 

 
(a) 

  
(b) 

Figure 2: Trends of (a) amount of rainfall and (b) number of flood incidents against time. 
 
 
 
 
 
3.2 Time Series Analysis 
 
Comparisons of actual and forecast graphs for the Naïve, exponential smoothing and moving average 
models are shown in Figures 3 and 4, for amount of rainfall and number of flood incidents 
respectively. For all the plots, it is observed that that the differences of scattering data between the 
actual and forecast graphs are small, indicating that the predicted data is highly accurate and almost 
similar to the actual data. 
 
As shown in Table 1, the exponential smoothing model has the lowest MAD values for both amount 
of rainfall and number of flood incidents, and hence, was selected as the best forecasting model. 
Based on this model, the predicted values for Q3, 2013 in the Klang Valley for  amount of rainfall and 
number of flood incidents are 4,103.24 mm and three respectively. 
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(a) 

  
(b) 

 

  
(c) 

Figure 3: Comparison of actual and forecast data for amount of rainfall for the (a) Naïve, (b) exponential 
smoothing and (c) moving average models. 
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(a) 

 
(b) 

 
(c) 

Figure 4: Comparison of actual and forecast data for number of flood incident for the (a) Naïve,                 
(b) exponential smoothing and (c) moving average models. 

 
 

Table 1: Predicted and MAD values for the forecasting models. 

Parameter Model Predicted value MAD  

Amount of rainfall 
(mm) 

Naïve 3, 671.90 993.88 
Exponential 
smoothing 4,103.24 736.52 

Moving average 3,646.45 882.41 

Number of flood 
incidents 

Naïve 5 1.24 
Exponential 
smoothing 3 0.99 

Moving average 4 1.00 
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3.3  Regression Analysis 
 
Regression analysis was used to determine if the relationship between the amount of rainfall and 
number of flood incidents is significant, based on the following hypothesis: 
 

Ho: There is no linear relationship between the amount of rainfall and number of flood 
incidents. 

Ha: There is a linear relationship between the amount of rainfall and number of flood 
incidents. 

 
Based on the computed regression statistics in Table 2, the correlation coefficient r is 0.2835, 
indicating that the relationship between the amount of rainfall and number of flood incidents is weak. 
The value for coefficient of determination R2 is 0.0804, indicating that there was only 8% change in 
the number of flood incidents in the Klang Valley was due to the amount of rainfall recorded. 
 

Table 2: Regression statistics for the relationship between the amount of rainfall and number of flood 
incidents. 

Parameter Value 
Correlation coefficient r 0.2835 
Coefficient of determination R2 0.0804 
Error e 1.1895 
Observations 21 

 
 
Based on analysis of variance (ANOVA, Table 3), at 95% confidence level, the value of p (0.2129)> 
α (0.05) provided enough evidence to accept Ho. Therefore, statistically, there is no linear relationship 
between the amount of rainfall and number of flood incidents. From the analysis carried out, the 
amount of rainfall does not influence the number of flood incidents in the Klang Valley. This is 
because the flood data was obtained in the form of flood frequency instead of flooding period 
(number of days of flooding).  
 
 
Table 3: Analysis of variance (ANOVA) for the relationship between the amount of rainfall and number 

of flood incidents. 

Parameter 
Degree of 
Freedom 

df 

Sum of  
Square SS 

Mean  
Square 

MS 
F-Ratio 

Value of p  
(Significance  

of F) 
Regression 1 2.351374 2.351374 1.66164203 0.212855576 
Residual 19 26.88672 1.415091 

  Total 20 29.2381       
 

 
4. CONCLUSION 
 
This study dealt with the determination of trends, relationships and forecasts of rainfall and floodings. 
The results of the trend analysis showed that there was no significant trend in the graphs of rainfall 
and floods. Of the time series models used, the exponential smoothing model was found to have the 
lowest MAD from the actual meteorological data and hence, was selected as the best forecasting 
model. Based on this model, the predicted values for Q3, 2013 in the Klang Valley for  amount of 
rainfall and number of flood incidents are 4,103.24 mm and three respectively. Based on the results of 
the regression analysis, the correlation coefficient showed a weak relationship between the amount of 
rainfall and number of flood incidents. The results of the statistical analysis demonstrated that there is 
not enough evidence to indicate that there is a significant relationship between the two parameters. 
The results of this study can be applied by various relevant agencies to assist in the implementation of 
socio-economic development planning and making the necessary disaster mitigations planning for the 
minimisation of loss of life and damage to property. 
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The results obtained show that floods are not just influenced by the amount of rainfall. Instead, floods 
are also affected by other factors, such as tidal rivers, the El Nino phenomenon, temperature, altitude, 
drainage and terrain. Therefore, further studies should be conducted to examine the influence of other 
factors on flood trends. A suitable model can be generated by using all the factors found to be 
relevant. 
 
In order to improve this study, more data should be obtained to ensure that the results would be more 
accurate. This includes the addition of data from several more meteorological stations in the Klang 
Valley in order to represent every district in the territory, extracting more frequent rainfall data, such 
as hourly rainfall, and obtaining more comprehensive flood information, such as the number of days 
and areas affected by floods. 
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ABSTRACT 
 

Honeynet represents a theory in network protection. Unlike purely defensive methods, such as 
intrusion detection systems (IDS), data encryption and firewalls, that try to avoid interaction with the 
attacker, Honeynet is based on the idea of interaction with the attacker. During this interaction, 
Honeynet records all of the attacker’s actions and tools used without the attacker knowing. This data 
is sent to security analysers to study and prepare defensive methods. Honeynet can also protect 
physical computers and infrastructure by duplicating them virtually and presenting this virtual 
environment instead of the real systems to any person trying to gain unauthorised access to the 
network. In this work, a hybrid Honeynet, including both the low- and high-interaction honeypots, 
was developed and implemented utilising virtualisation technology to represent a typical laboratory 
environment in University Putra Malaysia (UPM). Different virtualisation methods were evaluated 
based on their ability to deploy a stable Honeynet, with Linux containers (LXC) proving to be more 
efficient in deploying a large scale Honeynet as compared to other virtualisation methods. 
 
Keywords: Network security; Honeynet; virtualisation; Linux containers (LXC); low- and high-

interaction honeypots.  
 
 
1. INTRODUCTION  
 
Traditionally, information security protection has primarily relied on defensive strategies such as data 
encryption, intrusion detection systems (IDS) and firewalls. This defensive strategy is based on the 
notion of detecting and enhancing the security of computer systems and networks before they interact 
with the others. As the hacker has the initiative, given that these systems rely on pre-set conditions 
and rules, they cannot protect the infrastructure as once the exploit is detected, the hacker can use it to 
gain access to the systems repeatedly until it is detected and fixed (Honeynet, 2014).  
 
In order to overcome these limitations, researchers have developed a new method called Honeynet. In 
order to gather information about the tactics, tools and attack patterns used by the intruders, Honeynet 
interacts with the hacker by emulating real systems instead of presenting the physical systems. 
Security personnel can use the gathered information and intelligence data to enhance the weak points 
in the system against future hacking attempts. The goal of the Honeynet is to emulate a highly 
controlled network of computers and nodes where all the activities are monitored, controlled and 
captured. A Honeynet is made of many components such as data monitoring, control and capture, and 
honeypots act as the main component of the system (Figure 1) (Ligh et al., 2010; Kaur et al., 2012). 
 
Since Honeynet does not add to the productivity of the network or system, it is better to minimise the 
effort of creating and maintaining them. Honeynet usually leverages on the enhancement offered by 
virtualisation technology to reduce the resource dependency. A scalable Honeynet based on virtual 
machines can offer great value in terms of ease of deployment and hardware utilisation (Ligh et al. 
2010; Honeynet, 2014).  
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Figure 1: Design of a Honeynet.  

(Source: Honeynet (2014)) 
 
 
In this paper, a virtual Honeynet is introduced. The proposed framework can handle large amounts of 
honeypots for deployment inside the Honeynet. The aims of study were designing a virtual Honeynet 
based on the typical layout of a lab in Universiti Putra Malaysia (UPM) and determining a proper 
virtualisation method by comparing the latest virtualisation methods while running the same Honeynet 
and configurations.  
 
 
2.  HONEYNET 
   
2.1 Honeypots 
 
Honeypots were introduced as an effective way for monitoring and interpreting the tactics and tools 
used by hackers. They can be considered as an evolution of Botnet idea (Konovalov et al., 2013). 
Honeypots can be defined as an information system resource that would be valuable when receiving 
illegitimate and unauthorised access (Provos & Holz, 2007). As the network administrators know the 
network addresses for all the honeypots, and as the honeypots usually do not interact with other 
systems, any network traffic on the Honeynet can potentially be a sign of malicious activity. All the 
data transmitted on the network associated with the honeypots are inspected and stored for further 
analysis, with the analysed data used to counteract future attempts to exploit the system. A wide 
variety of operating systems, services and ports can be simulated using honeypots (Nikkhahan et al., 
2009; Ligh et al., 2010; Bao et al., 2010). 
 
Based to their purpose and level of interaction, honeypots can be categorised to low- and high-
interaction honeypots (Table 1) (Joshi & Sardana 2011). Low-interaction honeypots are based on the 
idea of presenting the intruder with an emulated but real looking system. This emulated system can be 
configured to control the allowed connections, emulated hardware, service and type of the operating 
system, thus defining the extent and the scope of the interaction with the intruder (Nikkhahan et al., 
2009; Honeynet, 2014). 
         
High-interaction honeypots are difficult to implement and require a good knowledge of data control 
and information security protocols. As these honeypots are full-fledged systems with high interaction 
with the outside world, care must be taken to prevent the falling of these systems to the intruder’s 
control as they can be used as pawns to attack other systems both on and off site (Provos & Holz, 
2007). The advantage of high interaction honeypots is that they can show the pattern that the attacker 
is taking to hack a system. As there are no emulated ports and / or internet protocol (IP) stacks, if the 
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intruder tries to open a closed port by any method, the tools and processes used are logged and 
captured for further analysis. These high-interactions providing security research data and gathering 
real time attack patterns which not gatherable by any other means (Nikkhahan et al., 2009; Honeynet, 
2014). 
 

 
Table 1: Comparison between low- and high-interaction honeypots.  

(Source: Joshi & Sardana, 2011) 

Feature Low-interaction High-interaction 

Degree of Interaction Low High 
Real Operating System No Yes 

Risk Low High 
Knowledge to Gain 
Connections 

Requests Everything 

Can be Conquered No Yes 
Maintenance Time Medium Very High 

 
 
2.2 Data Control in Honeynet 
 
With a system like Honeynet, there is always the potential of a malicious code or intruder using it to 
harm or attack or non-Honeynet systems, or abusing the Honeynet in un-expected ways. Every 
possible effort must be taken to ensure that once a system is compromised or a hacker is within the 
Honeynet, it cannot harm other systems, purposefully or accidentally (Watson & Riden, 2008). 
 
The challenge is minimising the chance of detection by the intruder after implementing data control. 
This is a complicated task and to ensure the maximum security, compromises have to be taken. The 
more activity that is allowed, the more information that can be potentially extracted about the attack 
pattern, and thus, the intruder must be given some degree of freedom to act. However, the more 
freedom that is given to the intruder, the more risks of the Honeynet being compromised and used to 
exploit other non-Honeynet systems. Based on the design requirements, Honeynet designers 
determine the balance of how much freedom to give the intruder versus how much to restrict their 
activity (Honeynet, 2014). 
 
 
2.3 Data Capture and Analysis in Honeynet 
 
Data capture is the monitoring and logging of all of the suspicious activities within the Honeynet. The 
tactics, tools, and motives of intruders are determined by analysing the captured data. In order to 
minimise the risk of failure while maximising the amount of data captured in case the system is 
compromised, in well implemented Honeynets, multiple layers of data capture are utilised (Joshi & 
Sardana, 2011). This modular layer based method ensures that the maximum amount of attacker 
activity is recorded even if there is a compromise or failure in any of the other data capture layers. 
This combination of layers helps piece together all of the intruder's actions. Care must be taken not to 
store the captured data inside the honeypots as this increases the risk of detection and deletion of the 
data by the intruder. In order to ensure reduced chance of detection, the modifications to the 
honeypots for data capture purposes must be kept at a minimum (Watson & Riden, 2008; Gani, 2012; 
Honeynet, 2014). 
 
Data analysis is done based on the requirements of the organisation owning the Honeynet. Each 
organisation can choose what and how to analyse the captured data using the standard packet analyser 
of Honeynet in packet capture (pcap) format, called Honeywall analyser. 
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2.4 Virtualisation and Virtual Hybrid Honeynet 
 
As acquiring and maintaining multiple powerful mainframe computers is not an option for many 
organisations, in order to provide resource sharing between users, IBM developed the concept of 
virtualisation and virtual machines. Virtualisation enables the running of multiple different operating 
systems and the use of multiple users within a single computer. This enables users and developers to 
evaluate their work on multiple isolated operating systems on the same computer without the worry of 
affecting the work or the data of other users on the same computer (Rose, 2004). 
 
Virtual Honeynets refer to systems where the honeypots are stored and run from virtual machines. 
There are two main categories of virtual Honeynets capabilities (Avila, 2005; Chang & Tsai, 2010): 

• Self-contained virtual Honeynet: The entire Honeynet network is implemented and executed 
from a single computer with the aid of a single virtual machine. 

• Hybrid virtual Honeynet: The entire Honeynet network is implemented and executed from a 
single computer with the aid of separate virtual machines along with a separate physical 
computer for data control and added data capture capabilities (usually utilising a Honeywall) 
capabilities. 

 
The kind of operating system installed on a machine depends on the type of the deployed Honeynet. A 
production Honeynet is limited to the preferences, components and software used in the real network 
which is being simulated, whereas for a research Honeynet, the preferences, components and software 
used can be chosen more freely. The machine running the virtualisation software is referred to as the 
“host” and each virtual machine represents a “guest”. Virtual Honeynets have some key advantages 
over traditional Honeynets, such as ease of deployment and maintenance, ability to freeze the 
Honeynet state if required, and better memory, processor cycle and physical storage management 
(Provos & Holz 2007; Ligh et al., 2010; Honeynet, 2014). 
 
 
3. MATERIALS AND METHODS 

For this study, a hybrid virtual Honeynet was designed and implemented on a server mainframe 
running Linux Ubuntu 12.04 LTS over a Xenon processor and 4 GB of RAM. The data control and 
backup data capture was done using a separate physical computer utilising Honeywall (Provos & 
Holz, 2007), with bridged networking to avoid detection. It should be noted that while this computer 
has no network address, it captures all the data in the network. The designed Honeynet is a Hybrid 
type, combining both low- and high-interaction honeypots. 
 
In order to achieve the required level of protection, Honeypots are placed behind special physical 
machine running the ROO software, also known as a Honeywall. The Honeywall acts as a transparent 
network bridge between the internal network or the Internet and the Honeynet. In order to reduce the 
risk of deploying a Honeynet, the Honeywall can do all the work of a traditional Honeynet namely 
data control, capture and analysis. This adds a second layer of security to the network in case of the 
Honeynet compromise. In this study latest version of ROO (version 1.4) software is used (Sharma & 
Sran, 2011; Honeywall, 2014). 

 
The low interaction honeypots are configured by utilising Honeyd, which is a low interaction 
honeypot design tool that not only allows processes and hardware to be emulated, but also supports 
operating system emulation, thus representing the honeypot as close as possible to a physical 
computer system (Provos & Holz, 2007; Liu et al., 2011; Honeynet, 2014). In addition to its features, 
such as simulating many operating systems, it can also provide many TCP services like File Transfer 
Protocol (FTP), Hypertext Transfer Protocol (HTTP), Simple Mail Transfer Protocol (SMTP) and 
Secure Sockets Layer (SSL) services. Honeyd can also be configured to emulate network properties 
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such as delay, packet loss rate and bandwidth (Kuwatly et al., 2004; Provos & Holz, 2007; Wang & 
Zeng, 2011). Figure 2 illustrates the architecture of Honeyd. 
 
Honeyd emulates operating systems by responding with appropriate packets to incoming data 
connections just like dedicated physical systems. In order to increase hardware utilisation, and to 
increase the security and stability of the system in case of a compromised Honeynet by isolating it 
from the other Honeynets in the server, different virtualisation methods were used (Shinde, 2012). The 
LXC (LXC, 2014), Kernel-Based Virtual Machine (KVM) (Tang & Li, 2010; KVM, 2014), Virtual-
Box (Virtual-Box, 2014) and VMware (VMware, 2014) virtualisation methods were tested based on 
their suitability to deploy a virtual Honeynet. Based on the results of the study, the LXC based 
virtualisation method was selected as it provided better performance. 
 
 

 
Figure 2: The architecture of Honeyd. 

(Source: Provos & Holz (2007)) 
 
 
The design of the Honeynet is based on a combination of three different honeypots, each running 
Ubuntu 12.04 LTS on an isolated LXC virtual machine. Each of these honeypots represents a typical 
layout of a laboratory at UPM. Table 2 illustrates the number of services and operating systems 
emulated in each of the honeypots, referred to as Lab 1 to 3. In addition, a web server running 
Apache2 was added. 
 
The high-interaction honeypot was based on online shopping as it is one of the most attacked websites 
on the internet. The web server was running a full online shopping system; it is configured as an 
electronics shop. Figure 3 shows the webserver, while Figure 4 illustrates the designed Honeynet. 

Table 2: Operating systems emulated by the Honeypots. 

Honeypot / Emulated OS Lab 1 Lab 2 Lab 3 
Windows 7 18 9 11 
Windows XP 5 0 0 
Windows Server 2008 1 1 0 
Linux 0 12 0 
Linux Server 0 1 0 
Mac 0 0 4 
Mac Server 0 0 1 
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Figure 3: An example of an order page from the webserver of the Honeynet. 

 

 
Figure 4: The architecture of the designed Honeynet. 

 

4. RESULTS AND DISCUSSION 
 
It was clear that LXC virtualisation was able to yield better results for implementing a Honeynet. 
Compared to the other virtualisation methods, VMware, VirtualBox and KVM, LXC virtualisation 
was able to provide better performance for implementing a Honeynet specifically while running 
multiple virtual machines simultaneously. Figure 5 shows the decrease in performance of the different 
virtualisation solutions while running a Honeynet simulating 1,000 Windows 7 systems as compared 
to the same Honeynet running on an identical operating system and parameters on the same hardware 
without any virtualisation.   
 
Figure 6 shows the decrease in performance of the virtual machines while running multiple virtual 
machines simultaneously as compared to the instance of running just one virtual machine. While the 
decrease in performance in the case of VMware is noticeable, the other virtualisation methods 
managed to retain most of their performance figures. 
 
In order to evaluate the Honeynet, Nmap (Nmap, 2014) was used to scan for open ports and to check 
whether the honeypot was replying to incoming data with appropriate response.  The results of Nmap 
on one of the emulated Windows 7 systems indicated that it could detect a running operating system 
with 96% accuracy. 
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Figure 5: Decrease of the performance of different virtualisation solutions while running a Honeynet 

composed of 1,000 simulated Windows 7 systems. 
 

 

 
Figure 6: Decrease in performance of the host operating system while running multiple virtual machines 

simultaneously. 
 

 
Although each of the Honeypots running in the LXC environment has the ability to capture and log 
the data and the requests forwarded to them, a secondary layer of data capture was added to increase 
the security of the Honeynet. This data capture was based on snort (Snort, 2014), which monitors all 
the data in and out the Honeynet, and reports any suspicious activities and alerts the user via email.  
Snort network monitoring and data control was created as an open-source and cross-platform network 
intrusion detection and prevention tool by Martin Roesch (Albin, 2011). It is based on real-time 
packet and network traffic analysis, such as detecting operating systems, stealth port scans, buffer 
overflows, fingerprinting attempts, server message block probes and common gateway interfaces. 
Snort uses a rule database tool identify suspicious activities on the network. These rules are constantly 
updated by the Sourcefire Vulnerability Research Team (VRT) on weekly basis. Snort can also save 
all the packets and data associated with the suspicious activity for further analysis (Cox & Gerg 2004; 
Zhou et al., 2010). 
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For the purpose of data control, a separate physical computer running the Honeywall control system 
was positioned at the gateway to provide an additional layer of data capture in addition to the data 
control capabilities. The emulated computers were configured in such a way that, apart from the 
Linux and Windows servers, some of the simulated computers on the network will go offline 
automatically during night hours and public holidays to mimic the laboratory environment as closely 
as possible. Figure 7 illustrates the Honeywall control panel. 

 
 

 
Figure 7: The Honeywall control panel. 

 
 
5. CONCLUSION 
 
Honeynets represent a new approach in network security. While they should not be considered as 
replacements for firewalls and IDS systems, they provide a valuable insight to the working and tools 
used by the hacker community along with the possibility of tracking the intruder’s actions step by 
step. In this paper, a Honeynet is implemented utilising the latest container based virtualisation 
method, LXC. Compared to other popular virtualisation methods, LXC proved to be the most stable 
as it provided a good balance of speed and stability.  
 
The properties of LXC based virtualisation allow up to 50 virtual machines running at the same time, 
thus giving the opportunity to expand and shrink the designed Honeynet dynamically. Currently, a 
dynamic Honeynet system is being developed to adjust the number of honeypots and emulated 
services dynamically according to the network traffic and suspicious activity. Up to 7,000 computers 
and systems can be emulated dynamically at any given time, decreasing the chances of real systems 
being compromised dramatically. This dynamically scalable Honeynet will provide the highest level 
of security while keeping the power consumption and usage of hardware resources at a minimum. 
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ABSTRACT 
 
Wireless spy devices (WSDs) are surveillance equipment, such as listening bugs or cameras, hidden 
in objects or covertly placed in rooms. Surveillance using WSDs is one of the main methods of 
recording conversations for both intelligence gathering as well as criminal charges. However, WSDs 
have also been abused for nefarious purposes, such as industrial espionage and blackmail. This paper 
is aimed at reviewing WSD technologies, in terms of types, energy sources and modes of operations. 
Methods used for detecting WSDs, focusing on radio frequency (RF) detectors, spectrum analysis and 
nonlinear junction detectors (NLJDs), are also be discussed. 
 
Keywords: Wireless spy devices (WSDs); active and passive WSDs; radio frequency (RF) detector; 

spectrum analysis; nonlinear junction detector (NLJD). 
 
 
1. INTRODUCTION 
 
Surveillance is defined as the collective action of official gathering of information on persons for the 
purpose of preventing crime and terrorism, or prosecuting offenders. It includes human and 
technological gazing where officials observe the physical movements and activities of persons. These 
observations can be used for identification or may act to advance an investigation as a component of a 
larger body of evidence, such as in the case of closed-circuit television (CCTV) data. It also involves 
the acquisition of personal data, which includes the collection of biographical biometric or 
transactional data on individuals harvested from personal communications, electronic transactions, 
identifiers, records or other documents. This involves voice or documentary information that can be 
used in criminal investigations or prosecutions (Bloss, 2007; Lyon et al., 2013; Maurer et al., 2014). 
 
The annual value of the retail market for surveillance tools increased from almost zero in 2001 to 
approximately USD 5 billion a year in 2011. This significant increase of demand is due to the 9/11 
terrorist attacks, as well as attacks in Bali, Madrid, London and Mumbai, which have underlined the 
need for better intelligence-gathering capabilities. Furthermore, new technologies have generated vast 
quantities of data, posing novel challenges for legal and regulatory frameworks, but also creating 
unprecedented opportunities for law enforcement and intelligence agencies to use that data (Bloss, 
2007; Valentino-Devries et al. 2011; Maurer et al., 2014). 
 
Wireless spy devices (WSDs) are surveillance equipment, such as listening bugs or cameras, hidden 
in objects or covertly placed in rooms. Surveillance using WSDs is one of the main methods of 
recording conversations for intelligence gathering as well as criminal charges. In fact, multi-million 
dollar investigations and trials are often based almost entirely on conversations of people caught 
making incriminating statements, recorded via WSDs (Peterson, 2001, 2007; Graham & McGowan, 
2011; Lyon et al., 2013). 
 
However, WSDs have also been abused for nefarious purposes, such as industrial espionage and 
blackmail. Furthermore, the design and manufacture of WSDs are no longer limited to specialised 
markets. WSDs are consumer items that are falling in price, and can be bought via mail order 
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catalogues and the internet. As the value of protected information increases, the threat potential and 
available WSD technologies also increases (Peterson, 2001, 2007; Lyon et al., 2013; Maurer et al., 
2014). 
 
This paper is aimed at reviewing WSD technologies, in terms of types, energy sources and modes of 
operations. Methods used for detecting WSDs, focusing on radio frequency (RF) detectors, spectrum 
analysis and nonlinear junction detectors (NLJDs), will also be discussed. This review is conducted 
based on the abundance of literature on the related topics, particularly in the field of counter-
surveillance, and the authors’ experience as members of the Science & Technology Research Institute 
for Defence (STRIDE) team that conducts WSD detection. 
 
 
2. WSD TECHNOLOGIES 
 
WSDs are placed in areas where conversations usually occur, such as meeting rooms, offices and 
vehicles. They can be hidden in wall sockets, light switches, lamps, paintings, ceilings, walls and air 
vents. In high-level operations, WSDs have also been placed in park benches and cafes frequented by 
the targets. WSDs are now available in numerous shapes and forms, with many appearing as common 
everyday items, including electrical adapters, clothes hooks, cups and fake plants. Another type of 
WSD is that which is worn on the body by an informant or infiltrator, such as in watches, pens, 
identifications tags and tie pins (Figure 1) (Peterson, 2001, 2007; Davis, 2004; Graham & McGowan, 
2011). 
 
 

            
Figure 1: WSDs of various shapes and forms. 

 
 

WSDs require an energy source to operate. In sophisticated devices, small but powerful batteries are 
used that can last for months. In cheaper models, battery packs are strapped together and hidden along 
with the microphone and / or camera, though these are more easily detected, and must sooner or later 
be replaced with fresh batteries (Figure 2). WSDs can also be wired to household or vehicle energy 
sources (Figure 3) (Peterson, 2001, 2007; Graham & McGowan, 2011).  
 
 

       
Figure 2: WSDs powered by 9 V batteries. 
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Figure 3: A WSD powered by fluorescent light. 

 
 
WSDs can be categorised into two classes; active and passive. Active WSDs transmit recorded data 
(voice and / or video) wirelessly via RF to a receiver, which is usually in the vicinity (i.e., a nearby 
observation post or vehicle) (Figures 4 and 5). The proximity of the receiver will depend on the 
effective range of the device. In some cases, police have used planes to receive transmissions when it 
is not possible to get a ground vehicle close enough to a WSD. Buildings and heavy traffic can disrupt 
transmissions, depending on the device. At times, police have to use abandoned buildings, rooftops or 
other areas in order to receive transmissions from a device. On the other hand, passive WSDs do not 
transmit signals, but rather only record data in an internal memory or external memory card (Figure 
6). This would make it harder for the device to be detected by scanners, but the surveillance team 
would require periodic access to it (Peterson, 2001, 2007; Taylor, 2005; Graham & McGowan, 2011).  
 
 
 

           
Figure 4: Active WSDs and their respective wireless receivers. 

 

 
Figure 5: An officer on the ground viewing video received from an active WSD. 

(Source: Davis (2004)) 
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Figure 6: A passive WSD making use of an external memory card. 

 
 
Most frequently, small and easily concealed audio microphones (Figure 7) are used for WSDs. Some 
WSDs also used laser microphones that bounce lasers off a hard surface. Vibrations on the surface 
caused by sound waves change the way the laser is reflected to the receiver, allowing sound recording 
(Figure 8) (Peterson, 2001, 2007; Davis, 2004; Graham & McGowan, 2011). 
  
 

       
Figure 7: Concealed audio microphones. 

 
 

 
Figure 8: A laser microphone, consisting of: Left, an infrared laser transmitter used to detect vibrations 

on a surface; Right, a phototransistor that picks up the reflected infrared laser light and converts the 
signal into audio. 

 
 
Digital cameras continue to offer ever-increasing capability in smaller packages for lower cost. 
Coupled with the greater ease with which digital imagery can be analysed and manipulated, this has 
led to the steady decline of analog cameras for most purposes. Microelectronics have allowed these 
devices to be built very small for easy concealment (Figure 9). There is an inverse relationship 
between small size and resolution, but this kind of surveillance equipment usually offers adequate 
capability when used close to the target. Software can be used to collate and evaluate footage, but has 
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limited ability to identify specific individuals or objects. Cameras which provide imagery outside the 
visible light spectrum are also available, but are more expensive. Infrared imaging is the most 
common, but models which provide imaging using other kinds of electromagnetic emissions, such as, 
x-ray and gamma rays, are also available (Peterson, 2001, 2007; Graham & McGowan, 2011)). 
 
 

     
Figure 9: Concealed digital cameras.  

 
 

3. WSD DETECTION METHODS 
 
3.1 RF Detector 
 
RF detectors (Figure 10) are used to detect RF signals transmitted in given proximities. A RF detector 
is usually able to sweep a room or area for bugs and warn the user about active RF transmitters 
(Peterson, 2001, 2007; Taylor, 2005; Savry & Vacherand, 2010; Graham & McGowan, 2011). RF 
detectors are also used to detect unauthorised wireless communications in restricted areas, which is 
usually followed by the immediate jamming of the corresponding signal (RABC, 2001; Sambhe et al., 
2008; Mishra, 2009; Burke & Owen, 2010). In addition, RF detectors provide important protection to 
pacemaker users (Pinski & Trohman, 2002a, b; Patel et al., 2007; Seidman et al., 2010), and to those 
who work in the presence of RF or microwave hazards (Curtis, 2003; MOL, 2009; Wu et al., 2010; 
TransGrid, 2012). 
 

 

                                           
(a)                               (b)                                    (c)                                 (d) 

Figure 10:   Examples of RF detectors: (a) Lanmda (model LM-DC2)  (b) Skynet (model XB-68)  (c) Mini 
Gadgets (model CD-RFLD)  (d) Comenzi (model RFS-DT1).   

 
 
The performance of RF detectors is dependent on two key parameters; operating bandwidth and 
power level threshold. A number of WSDs are designed to transmit signals with low power levels in 
order to avoid detection (Peterson, 2001, 2007; Davis, 2004; Taylor, 2005; Graham & McGowan, 
2011). A RF detector with low power level threshold is required for detection of such devices. 
However, if the detector has a power level threshold that is too low, it could cause false alarms, such 
as from mobile phones or Bluetooth devices. In addition, RF detectors with larger operating 
bandwidths allow for the detection of a wider range of transmitted signal frequencies (Peterson, 2001, 
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2007; Taylor, 2005; Savry & Vacherand, 2010). In a previous study (Dinesh et al., 2011), the 
determination of suitable RF detectors for detection of WSDs was conducted via the measurement of 
operating bandwidth and power level threshold (Figure 11).   
 

 

         
Figure 11: The study conducted in Dinesh et al. (2011) on the determination of suitable RF detectors for 

detection of WSDs via the measurement of operating bandwidth and power level threshold. 
 
 
While RF detectors are a cheap and effective method for detecting RF transmissions from WSDs, they 
are not able to provide specific information on the signals detected, such as frequency, power level 
and content, and hence, can be susceptible to false detections. Furthermore, RF detectors are not high 
precision meters. The power level thresholds for the RF detectors are not fixed for the respective 
devices' operating bandwidths, but rather vary with frequency, as demonstrated in Dinesh et al. (2011) 
(Figure 12). 
 
 

 
Figure 12: Power level thresholds of the RF detectors shown in Figure 10. 

(Source: Dinesh et al. (2011) 
 
 
3.2 Spectrum Analysis 
 
A spectrum analyser measures the magnitude of an input signal versus frequency within the full 
frequency range of the instrument. Its primary use is to analyse RF signals in terms of dominant 
frequency, power, distortion, harmonics, bandwidth and other spectral components. The display of a 
spectrum analyser has frequency on the horizontal axis and amplitude on the vertical axis (Witte, 
2002; Peterson, 2014). Furthermore, there are spectrum analysers that have been tailor made for the 
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detection and localisation of anomalous rogue transmissions, such as from WSDs (Figure 13). These 
spectrum analysers typically have demodulation functions which are used to view the content of the 
WSD transmissions (Figure 14). 

 
 

        
            (a)                                                        (b)                                                   (c) 

Figure 13: Recent technologies in signal tracking and detection allow for the fast and effective 
identification and localisation of RF transmissions from WSDs: (a) Tektronix’s H600 RF Hawk              

(b) Rohde & Schwarz’s PR100  (c) REI’s Oscor Green. 

 

 
Figure 14: REI’s Oscor Green spectrum analyser being used to demodulate the transmission content of a 

WSD. 
 
 
Spectrum analysers are also used in wireless communications to determine out-of-band and spurious 
emissions. For example, cellular radio systems must be checked for harmonics of the carrier signal 
that might interfere with other systems operating at the same frequencies as the harmonics. Engineers 
and technicians are also very concerned about distortion of the message modulated onto a carrier. 
Spectrum monitoring is another important frequency-domain measurement activity. Government 
regulatory agencies allocate different frequencies for various radio services, such as broadcast 
television and radio, mobile phone systems, and police and emergency communications. It is critical 
that each of these services operates at the assigned frequency and stays within the allocated channel 
bandwidth. Transmitters and other intentional radiators often must operate at closely spaced adjacent 
frequencies. A key performance measure for the power amplifiers and other components used in these 
systems is the amount of signal energy that spills over into adjacent channels and causes interference 
(Webb, 2007; Molisch, 2011; Peterson, 2014). 
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3.3 Nonlinear Junction Detector (NLJD) 
 
The methods discussed thus far are only applicable to active WSDs, whereby detection is based on 
identification of signals transmitted by the WSDs. However, these methods are not applicable for 
passive WSDs, which do not transmit signals. 
 
NLJDs (Figure 15) are designed for detecting devices that contain semiconductor elements, such as 
diodes, transistors and circuits. The operating principle of a NLJD is based on transmission of a clean 
RF signal, with no harmonics or audio modulation, on the investigated object, and analysis of levels 
of second and third harmonic signals reflected from the object. By comparing the received signal 
strengths of these two harmonics, the operator can distinguish if the target location contains a 
dissimilar metal non-linear junction, such as some rusty nails, or an actual semiconductor (PN) 
junction (Figure 16). The boundary areas of PN junctions are nonlinear, in that when lluminated with 
a RF carrier, they will generate successive harmonics of the initial illumination carrier signal, without 
requiring the item to be powered on.  In nature, a similar junction is often created between two 
dissimilar metals of a catalyst. A true PN junction and a natural junction can be differentiated by 
comparing the received signal strengths of the different harmonics generated. True PN junctions 
generate strong even harmonics (second, fourth, sixth, etc.) while dissimilar metals create strong odd 
harmonics (third, fifth, seventh, etc.). In addition, a harmonic signal from a true PN junction will be 
quiet when audio demodulated.  Since the illumination RF carrier is clean and unmodulated, the even-
order harmonics will also be clean and unmodulated.  In comparison, the odd-order harmonics from 
dissimilar metals tend to be noisy when audio demodulated (GIG, 2010; GBPPR, 2010; Graham & 
McGowan, 2011; WCS, 2014).   
 

      
Figure 15: NLJDs being used to detect WSDs. 

 

 
Figure 16: Operation of a NLJD. 
(Adapted  from GBPPR (2010)) 
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The conversion efficiency of the illuminated NLJD signal to harmonic signals is determined by the 
harmonic cross section of the nonlinear components in the WSD. The greater the cross section, the 
larger the amplitude of the radiated harmonic energy. The diode elements in a WSD have a harmonic 
power output curve that is exponential. However, there is a saturation limit that is reached after a 
certain level of irradiation. When a nonlinear junction reaches saturation, no further increase in 
harmonic amplitude occurs even if irradiation power is increased. The amplitude of the harmonic 
signal produced by a nonlinear junction is very strongly dependent on transferring power from the air 
to the nonlinear junction. This is influenced by the resonant frequency of the junction which is 
derived, in part, from the area and thickness of the junction. This resonance is directly related to 
frequency of illumination and hence, it is imperative for maximum detection probability (maximum 
excitation of the nonlinear junction) that the frequency of the NLJD be dynamic or tunable, given the 
wide impedance variations expected to be found in WSDs (WCS, 2014).  
 
A NLJD typically has an antenna and a control unit. The antenna is mounted on an extendable pole, 
and is used to emit and collect the signals (with a duplexer). The control unit is usually a multiple 
channel, highly sensitive radio receiver tuned to specific second and third harmonic frequencies. The 
detector automatically determines the best receiving frequency channel free of noise and distortion in 
order to provide maximum sensitivity for the detection (GIG, 2010; GBPPR, 2010; Graham & 
McGowan, 2011; WCS, 2014). 
 
 
4. CONCLUSION 
 
This manuscript provided a review of WSD technologies and methods for detection of WSDs. WSDs 
are available in numerous shapes and forms, with many appearing as common everyday items, using 
internal batteries, or external household or vehicle energy sources. WSDs can be categorised into two 
classes: active, which transmits recorded data via RF; and passive, which only records the data. While 
RF detectors and spectrum analysis are effective methods for detection of active WSDs, NLJDs are 
more appropriate for detection of both active and passive WSDs. 
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ABSTRACT 
 
The purpose of this paper is to identify the standard practices of researchers in Science and 
Technology Research Institute for Defence (STRIDE) in finding relevant online information to 
support their research. The study was conducted using the qualitative research approach to study the 
search behaviour used to retrieve relevant online information for their research projects and 
publications specifically in defence areas. Several interviews were conducted and the common 
practices carried out by researchers were identified. It was found that the researchers have their own 
preferences in conducting online searches. The study focused on four main themes as guidelines in 
collecting the data, which are search options, use of keywords, level of information relevancy and 
satisfaction. The findings indicated that most of the researchers use common search engines, in 
particular Google. Others prefer using websites with specific fields that meet their research 
requirements. Keyword search, using either single or multiple terms, is the most common technique 
used. Most of the searches conducted gave about 70% information relevancy. Despite the high 
relevancy of documents retrieved, the online search practices result in only 40% researchers’ 
satisfaction. 
 
Keywords: Online information search behaviour; search engines; keywords; information relevancy; 

user satisfaction. 
 
 
1. INTRODUCTION 
 
The use of internet has increased significantly as it connects people globally and provides huge 
amounts of information. According to Levene (2010), Google has become the most popular search 
engine among different levels of searchers and navigators. With its capability in providing quick 
retrieval of information, it was estimated that the growth rate was 200 million of web pages per day as 
at 2010. In terms of queries, Google received more than over 40,000 queries per second. The 
challenges highlighted in navigating using search engines are a result of the current size of websites, 
the amount of duplications, dynamic nature and website quality. Despite these challenges, accessing 
information online has become one of the main activities for researchers in getting current and reliable 
information to support their studies. For example, according to Sanjay & Praveen (2013), arts and 
science research scholars from Banaras Hindu University had the highest number of hours per week 
spent on online resources that is from six to ten hours for 19 (31.14%) arts respondents from the total 
number of 61, and 22 (28.20%) science respondents from the total number of 78. These two groups 
had different resource preferences with the art respondents preferring e-books and electronic theses, 
and the science respondents preferring e-journals.  
 
Researchers have realised that online information can be retrieved within seconds, providing great 
options for their research and additional supporting data. Even though a lot of information can be 
acquired from other printed resources, these types of information require more time and patience to be 
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accessed and used. Since a huge amount of information is available on the internet, and quick retrieval 
functions are provided by search engines and databases, these have resulted in full reliance on 
electronic collections. Morris et al. (2010) found that searching using search engines is more useful as 
compared to other social media based on the shorter response time it consumes. Besides that, 
integrating the use of search engines and social media could improve the information seeking 
experience as these increase the users’ satisfaction. Searchers can request for help from other people, 
by using Facebook or Twitter, to gather information. Although some requests do not gather 
information immediately, it does provide more customised answers to the questions and suggestions 
to search for more relevant materials.   
 
Dempsey & Russel (1997) noted that the term ‘information resources’ is often used to refer to books, 
images, bibliographic records, websites and other types of resources that exist in the collection of 
databases. Databases are the most common information resource accessed by researchers. A huge 
collection of research articles have been published, in addition to other types of information in various 
formats being available. Databases allow access to their collections by providing various search 
options. They also provide features that allow researchers to choose their options in terms of subject 
category, such as engineering, medical, chemistry, physics or pure science. Researchers will need to 
further identify their information needs by providing the document titles, and specifying the type of 
format of the documents needed and several other options to narrow down their search. In addition, 
inverted file processes have enabled databases to match researchers’ queries with the document 
collection within several seconds. According to Zobel & Moffat (2006), there are two components of 
index structure - search structure or vocabulary stores, and sets of inverted list - that make inverted 
files the most efficient index structure for text query evaluation.  
 
On the other hand, some researchers prefer using normal search engines, such as Google and Yahoo, 
to access the information that they need. Although it results in more time consumed to get to the right 
information, they anticipate that search engines give high quality and quantity of information 
retrieved. Padma et al. (2013) described information seeking behaviour as various actions performed 
including expression of information needs, seeking the information, evaluation and selection, and the 
satisfaction level achieved in using the selected information. Their study on a group of postgraduate 
students from the School of Economics at Madurai Kamaraj University indicated that Google is 
frequently used, by 40% of the total respondents, followed by Yahoo and Alta Vista (22%). The 
remaining respondents preferred using other search engines. 
 
Modern retrieval systems, including search engines, have provided search tips to facilitate retrieval of 
relevant information. However, problems arise when the search terms used are too broad or carry less 
meaning. This result in low quality and high quantity of irrelevant documents being retrieved (Osinski 
& Weiss, 2005). Furthermore, although search tips are available and require very little effort to 
understand their applications, the level of usage and reference to those basic search tips are 
questionable.  Sutcliffe et al. (2000) found that novice researchers have poor search performance as 
compared to experts who use more query iterations, including broadening and narrowing strategies. 
Novice researchers normally conduct their online information searches using trial and error until the 
information needed is retrieved.  
 
According to Manikandan et al. (2013), from the total of 710 respondents from five selected 
universities in India, 12.28% of researchers prefer print copy and 29.83% researchers prefer electronic 
copy of materials. The study shows that a bigger percentage of researchers appreciate the advantages 
of using the electronic resources and the convenience it provides. The information they gathered has 
enabled all the researchers to use new sources for their research as compared to their previous 
information searches. The formal training programme to search for scientific or technical information 
has improved their skills in retrieving the relevant information and facilitates their searchers. 
 
This study is aimed at identifying researchers’ knowledge and awareness on the facilities provided to 
assist in any online information search conducted. The study is focused on online information search 
behaviour among researchers in the Science and Technology Research Institute for Defence 
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(STRIDE). The searches conducted by the researchers pertain to their work in various fields of 
defence science & technology, including electronics, communications, surveillance and geospatial 
technologies; personal protection equipment (PPE), and food and rations; chemical, biological, 
radiological and nuclear (CBRN) defence; aeronautics and vehicular technologies; weapons, 
propulsion and ballistics; and maritime and ship technologies. The objectives of this study are to 
determine: 

1) How the researchers access online information 
2) Whether the retrieved documents contain relevant information for the researchers 
3) How the researchers rate their satisfaction of the online information searches. 

 
 
2. METHODOLOGY 
 
Several interview sessions were conducted to gather data on the search behaviours of the researchers 
for research and publication purposes. The interview questions were based on the research objectives. 
Since the telephone conversation is known to incur less costs and requires shorter time to complete, 
this technique was used. Furthermore, the selected respondents have experience in conducting and 
leading research and development activities. Five researchers were identified to provide the most 
appropriate data related to this study. These respondents had roles as research project leaders and 
conduct frequent online searches. From the interviews, it was found that these researchers have never 
attended special courses related to online search techniques but were aware of the search aids 
available in the search engines. The purpose of selecting respondents from various backgrounds was 
to gather more reliable and accurate data. 
 
The respondents were approached by introducing the objectives of the study and explaining the focus 
of the evaluation. The questions that were asked include how they conduct searches, the use of 
keywords, the relevancy of retrieved documents, and researchers’ satisfaction on the search 
conducted. During the data collection process, the respondents were encouraged to provide more 
details on their search experiences.  
 
 
3. RESULTS & DISCUSSION 
 
Based on the interview data collected, the online information search behaviour of the researchers was 
examined based on the following four themes: 
 
 
3.1 Search Options 
 
The researchers identify their needs in the general topic before selecting the appropriate website or 
search engine. The data showed that most of the researchers choose to conduct their searches using 
Google, while some prefer to use specific websites that they have identified as containing the related 
research topics. This option is taken based on their experience and knowledge in conducting online 
information searches. Based on frequent searching through the websites, researchers find specific 
websites that contain relevant materials that are tailored to their needs. Due to the unavailability of 
subscribed databases by the agency, some researchers try to get access to databases in the Malaysian 
Ministry of Defence and universities. 
 
 
3.2 Use of Keywords 
 
The author expected that the researchers would attempt to insert whole sentences into their search 
fields, but the percentage for this was very low. Through experience, the researchers are able to select 
and use the right single or multi-keywords for their searches and retrieve the information needed. 
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Most of them agreed that search engines are able to provide related information even when utilising 
single keywords. Formulating the search terms is common to all information searchers as they believe 
the search terms inserted will return a list of hits they required. This corresponds to the findings of 
Palma et al. (2013) that the use of keyword search is the highest among postgraduate students. Author 
search (28%) has become the second mechanism to search for online materials followed by title 
search (22%), while very few respondents use subject search (10%) to fulfil their requirements.     
 
Kumar (2012) further examined the trend of searchers’ attitude, particularly in using Google and 
OPAC in the context of Indian university settings. In comparison to the author’s findings, very few 
searchers change their strategies when unsuccessful searches were attained. Only 1.4% of research 
scholars, and 10% of faculty members and postgraduate students change keywords or check for 
typological errors. In terms of academic majors, many turns to librarians to seek for required 
materials.  
 
 
3.3 Information Relevancy 
 
Once the list of documents is retrieved, the researchers will go through the list and identify whether 
the content is relevant to their needs. Once they have assessed the selected documents, they will 
conduct further searches by inserting synonyms to further explore the potential results. Most of the 
researchers agreed that they get more than 70% relevancy from the retrieved documents. 
 
Ozmutlu (2005) found that keyword format queries using Google showed statistically significant 
differences in the mean relevancy scores as compared to Askjeeves. The study further proved that the 
selection of search engine affects the relevancy scores. Therefore, pre-assessing and identifying the 
most relevant search engines or databases is important for researchers before information searching is 
conducted.  
 
 
3.4 Researchers’ Satisfaction 
 
Based on the data collected, it was found that only 40% of the researchers are satisfied with the results 
retrieved using search engines. The lack of satisfaction with the results retrieved causes new keywords 
to be generated and used. The formulation of new keywords helps the researchers to obtain better 
content. Through the first few searches, researchers managed to capture more appropriate words that 
contribute to their fact finding. They even learned and explored more useful websites that focus on 
their subject search. Besides getting more hits in multiple searches, limited content of the subject 
required has also resulted in dissatisfaction. Some of the search processes halt with the retrieval of 
low quality or older research materials. 
 
The lack of satisfaction is also caused by websites that do not allow free reading or downloading of 
materials. Paid materials are normally more relevant to the researchers’ needs but require users to log 
in, and purchase them or be a member to enable access to unlimited material. This has become a 
barrier that causes disappointment among the researchers. Mastering vocabulary gives more chance 
for users in gaining access to required materials. To this end, the availability of vocabulary lookup 
tables help in the searching process for different words but with the same meaning. Most researchers 
realise this function but the usage is minimal as they do not apply the nesting technique that helps 
broaden or narrow the search. 
 
 
4. CONCLUSION 
 
Based on the findings discussed above, researchers have better options in getting access to the right 
materials through the number of searches they conduct and the specific websites that they come across 
based on their past online searchers. Through this, they gain more advantages in retrieving their 
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needed materials in shorter time, with more relevant materials displayed by the search engines. The 
use of keywords has become the major technique to access the information as compared to other 
mechanisms such as subject, title and author searches. Most of the keyword search techniques result 
in successful searches. Despite the ability of Google to enable the researchers to grab the most 
relevant documents and produce very large number of hits, the researchers’ satisfaction towards the 
content of the documents is moderate.  
 
The study did not include other techniques of data collection, such as observation. Therefore, the 
actual output or documents retrieved is not known in detail, which could have affected the results. 
There was also no involvement of junior research officers in the interviews, who are generally more 
exposed to better search techniques that should give better results for the findings. Furthermore, this 
study focused on a limited environment where most of the researchers have access only to search 
engines, but not online databases. It is recommended that future researches should cover a wider 
scope in order to study search behaviours among researchers using online databases. 
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